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SKP-ABE Based Access Control Method in Cloud Storage

LIU Hong LI Xiehua YANG Bo
(School of Information Sciences and Engineering, Hunan University, Changsha 410082, China)

Abstract For protection of data in cloud storage server, this paper proposed a simple KP-ABE to make the access con-
trol more flexible and efficient. An efficient access control scheme was proposed for transferring some of the re-encryp-
tion and key module to cloud storage server so that the computational expenses will be reduced dramatically. Moreover,

this paper used the strategy of revoke minimum influence attribute, which will only influence limited attributes and make
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attribute revocation easily.
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EACS(Efficient Access Control Scheme),
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/ * generate the minimum influence attributes * /
change the attribute of A and B;
if (Nc>Np)
change the D’s attribute;
else change the C’s attribute;
if (NG>>Nu &.& Nu>Ng-+Nrp)
change the H’s attribute;
else if (Ng>>Np && Nyg>Ng+Np)
change the attribute of E and F;
else
change the G’s attribute;
B3 (2% RMIA fitEsT 8
/ * generate the minimum influence attributes * /
if (N6>Nn)
compute Ng+Nc+Ny;
else
compute Ng+Nc+Ng;
if (NE<<Np)
compute ND+NE;
if (Na<\Np~+Ng)
change the A’s attribute;
else
change the attribute of E and D;
else compute Np+Nr;
f(Na<<Np+Np)
change the A’s attribute;
else

change the attribute of F and D;
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Decryption(E,SK) #HEBELBI—-TBIEELE.
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cryptNode(D) , IR H i AHFHA:

E;,SK;)= 1 8%, &1
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L HE
XFF RERH R 2 0H
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53 UL o, 348 5 B R A FE B AUL H, 3R I3
AUL g 3| W N, f1 U, SERUH P L.

3.4 ARW
3.4.1 P RIRARAE

XA F P AR R T, ik BRSO  HoB 0 BAE
28 5%, D0 &t RMIA B3R, o IR B/NMNY
RS I, M &R BE N EE A A4 mE SCH 4R
ENETERBR RN, KRBT DO WitER, RRE %
Bl T RMIA, B/ T =W 3HH .

Fr u SRS B BRI -

/ * revoke user * /
DO.
Y‘—yl ’i"'i’ ’ti*'ti, ’Yi"‘Yi/
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t Vi y
DO generates new CA’ and yo,sko;
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DO sends V to Cloud Servers.
Cloud Servers:
Once received V,cloud servers deletes u from UL; updates attributes’
version, Ui, Ni, rk in AUL; updates VN;
/ * private key SK update * /

—1 ¥ iy_l Zl.,y

ski'=(ski)™1 ™2 = (g7 )% Vi =g4';
/ * ciphertext update * /
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¥
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Setup XMEBEMITERER PK M MK #4 R 4
#L,BE G EHT(NTDRMBEREEE, & DO KSER.

Encryption XN FHR#FTINE, LB LR EA H
B FEAE , ASCRE S BRI, B Go it
TINKROBREZENE G bR —KEREEE. A8
HFT—WE 4, B DO R 5EM .

FPBREETaE, DO 9 F P 8 sr—BR SAST W3E A Key
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Operation DO Cloud Servers
Setup O(N+1) 0
Encryption oI +1D) - 0
User Authorization oL Almost negligible
User Revocation oD oL D
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