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Overlay Network Based IPv6 Network Architecture Protection Model
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(PLA Information Engineering University, Zhengzhou 450002 ,China)

Abstract Different from IPv4,IPv6 has some new properties, such as end-to-end communication, hierarchical address
structure. Traditional network architecture protection schemes based on network address translation (NAT) are not in
point as before. However, the proposed schemes for IPv6 network architecture protection have some shortages, such as
destroying the end-to-end property of the Internet, which leads to prevent the use of IPSec. Motivated by “showing fal-
sity” and “hiding truth” in military tactics, an overlay network based network architecture protection model in IPv6
(ON-NTPMS6) was proposed. Firstly,an “Overlay Masking Network” design was presented, which is used to hide the
true network architecture by deploying a virtual subnet with true allocated network prefix in the site. Then a topology
dynamically generating algorithm was proposed, which is used to dynamically and randomly generate the topology of o-
verlay masking network, Theoretical and empirical analysis results demonstrate that ON-NTPMS6 can effectively conceal

the true architecture of protected network,and further deceive adversaries and consume their attack resources with vir-

tual overlay network topology.
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