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Abstract A multivariate hash function based on multivariate public key cryptographic algorithm MI was researched and
its security was analyzed so that the method to broke the hash function was found. For this reason, the improved hash
function was proposed. The improved hash function can keep all advantages of the original hash function. Further more
it is immune on the collision, Its preimage attack, second preimage attack, differential attack and algebraic attack were
also analyzed in this paper. The avalanche effect and its stability of the improved hash function were tested on the basis

of a mathematical model. The experiment data shows the improved hash function meets the strict avalanche criterion and
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its avalanche effect is perfect and stable,
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