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Improved Algorithm for Privacy-preserving Association Rules Mining on Horizontally Distributed Databases

ZHANG Yanping LING Jie
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Abstract An improved privacy-preserving algorithm based on homomorphic for association rules mining on horizontally
partitioned' environment was proposed in this paper. The algorithm utilizes the approach of randomized response with
partial hiding and homomorphic encryption technology, introduces a semi-trusted third party, disruptes and hides the da-
ta sets of each site,convertes the horizontal format into vertical format, calculates the number of local support by bit op-
eration and uses Paillier algorithm to compute the number of global support. The algorithm has some advantages, such
as no need for communication between sites, high computational efficiency of support, fewer 1/O operations and safe

transport. Experimental results show that the algorithm can improve the computational efficiency of local support and

reduce the number of I/O operations.
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