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Abstract

business process of traditional role-based access control (RBAC) model,a business-oriented dynamic RBAC model (BO-

Aiming at the problems of rough-grained access control and unable to adjust authorization dynamically in

RBAC) was proposed in this paper. Taking TBAC model as reference, business step and authorization step are intro-
duced into this model and basic model set is defined formally. Meanwhile, the authorization process is divided into two
parts, role authorization and step authorization,and the execution is regarded as random process which shows a Markov
chain-based dynamic authorization method. Finally, the model is implemented with C+-+14 programming language. BO-
RBAC model combines the features of RBAC and TBAC, which introduces such advantages of fine-grained access con-

trol, dynamically-adjusting authorization and satisfy security specifications,
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procedure AccessControl(U,S,B,MSM, C)
1. Init(MSM, C)
2. S=StartSession(U, C)
3. R=UAW,S
4. bs_set=BS(B)
5. A= Authorize(R, bs_set, ()
6. ABB=DBind(bs_set,A,C)
7.EP=0
8. while bs in random(bs_set) do
9. as=ABB(bs)
10. EP. AddExecutionPath(as)
11. ms=MSM., DynamicAuthorization (U,S,R,as,EP,()
12. if ms ==N then
13. Execute(R, bs)
14. elif ms ==W then

15. Alert(R)
16. Execute(R, bs)
17. else
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18. Terminate(EP)

19. Unbind(ABB)

20. Deauthorize(R, bs_set)
21. endif

22. end while

23. end procedure
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procedure DynamicAuthorization(U, S, R, as, EP,C)

1. if user U with role R in session S have authorization a in authoriza-
tion-step as with constraint C then

if as in EP then

for i=0 to as count in EP do

probability=probability * TPM[as;,asi+1 ]

if probability < spt, then
return T
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5. end for
6

7

8 elif probability <C spty then
9

return W
10. else
11. return N
12. end if
13. end if
14. end if
15. return T

16. end procedure
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