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Abstract The applications based on P2P networks have been playing an important role in the Internet. PZ2P networks

with the distributed architecture are scalable and flexible while they are facing the enormous security challenges. This

paper began with an overview of the concepts and features of the P2P network,and explained the difference between it

and traditional C/S structure, then detailed the three popular methods of attack against the P2P networks: Sybil attack,

Eclipse attacks and DDoS attack,and pointed out the relations and differences of the three kinds of attack, finally gave

an overview of research on the defensive measures against the attacks.
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