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Variable Intervals Analysis of Firmware Code Based on Binary-bit Operation
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Abstract The variable intervals analysis plays an important role in program data-flow analysis. There are two different
operations, word-level and bit-level. For the traditional iterative algorithm is inefficient to analyze the result intervals of
bitwise operations if the variable has a large range,a quick bitwise operation method was proposed, which turns varia-
bles into the uncertainty bit form, and then makes the bitwise operators. When the uncertainty bit form of a variable
needs to do word-level operation, the interval generated algorithm proposed can convert the form to the intervals, The

experimental results show that the proposed method is time-consuming stability and more efficient than iterative algo-

rithm with variable range large,and has a downward trend when the variable range expands.
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1 mov a, # 50H

2 add a,r0

3 mov r0,a

4 target:mov b, # 10H

5 nop
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8 add a,b
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begin

R [

queue, add(x)

g= intervalbit (x)

st =0

if g is empty then
en=len(x)

else

en=low(g)—1
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endif
while st <= ke do //AEX [BML
x= queue. remove()
k=find (x,2,st,en)
if k =-—1 then
queue, add(x)
break
endif
x; =replace (x,k,0)
queue. add(x; )
x, =replace (x,k,1)
queue, add(x, )
st=k
endwhile
if g is empty then
foreach t in queue do |
a=1tET
Rset. add(a)
endforeach
else // X A]fL
foreach t in queue do
%, =replace(t,g,0)
x, =replace(t,g,1)

a=x, ET
b=x,ET
Rset. add((a, b))
endforeach
endif
end
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