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Information Security in New Quantum Technology Age
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Abstract Quantum technologies should have a profound impact on cryptography and information security industry in
the coming age. The general quantum computers, which can run quantum algorithms by thousands of qubits, posing a
serious threat to the fundamental algorithms of information security. The famous RSA algorithm and other public key
ciphers will be broken and the cryptographic strength of block ciphers will be halved. The implementation of the quan-
tum key distribution in quantum communication must alter the physical construction of traditional secure communica-
tion, These important application values are also the driving factors for developing quantum technologies. Combining
with the current hot news of quantum technologies, the effects to information security technology were reviewed from
two perspectives, quantum computation and quantum communication, respectively. Meanwhile, the status of the new de-
velopments in these technologies was briefly introduced, including the advances of general and specific quantum compu-
ters, the progress of quantum key distribution made in laboratory conditions and the state of development of the space-
ground quantum communication network. In the end, the future form of information security technology was given with
a summary. In future, the quantum technologies will deeply integrate and co-exist with various existing technologies.
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