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Abstract Ciphertext-policy attribute-based encryption (ABE) enables fine-grained access control of decryption privi-
lege by using the matching relation between the attribute set and the access structure,and is a promising one-to-many
encryption primitive which has a bright application prospect in cloud computing, big data etc. However,an attribute set
may be owned by many users in ABE, i. e. one decryption key may belong to many users. Thus, malicious users dare to
leak their decryption privileges to others for profits, Furthermore,a semi-trust authority may illegally generate decryp-
tion keys to unauthorized users. To solve these two kinds of key abuses in ABE, we proposed a publicly accountable ci-
phertext-policy attribute-based encryption scheme by embedding both signatures of user and authority into the secret
key. The proposed scheme can achieve traceability and accountability,in which anybody can trace the identity of a leaked
decryption key,and an auditor can verify whether the leaked key is shared by a malicious user or is illegally generated by
a semi-trust authority. At last, the security of the proposed scheme can be proved based on the security of its atomic en-
cryption and signature schemes.

Keywords Attribute-based encryption, Traceability, Public accountability, Nonrepudiation

) Bl A ) B A B TR , AR R 56 HE A MU IR AR 1

= R, B, SRR ATAME 2 B, P B SR AT I

BEETHE WM ABIESH MRS MR R BRME. AT SR I EER T BEEE R E

B, B ME N SR AR IS SRS I, LUE SNSRI SRR B RARERS. YRED
HATEEESE SRS, AP EE2HEANERS SRS P KR E K, BT RN REHES.

B HM:2016-03-28 RBEHH:2016-08-14  AXRERERPEHEE(61371083), PEE LGP #ES (2016M591629) , R4 B F 244
H S PHIT B (16 A420006) % Bl ,

O%k (1984 —) , %, 8-, YW, TEBRF N NME R EL F B ER, Email, mxx1010@126, com; T BI1984—), B, 4, ko, T EH5Y
A BEE,



E5H

LEREN % AT ATFRE IR SRR R I O R 161

AR BRI E B AR , Waters™ F 2005 4E42H
TRHEE N (ABE) iy B8, B R (BRI 4D i A B
RERG T, X R D 45 GRIB S BABIE X, |
BHESEMRSEHZ FLRXERES A0SR, B
I, ABE B LUE ot 2 375 1 7 [ S i S B 4H0RLIE 1 BB A% 5 A
EEATN

BRI, AR TF“—3—"mEREH —NHEXREH
BEEWE BT, ABE R4 (L F KW ABE v#)), B
FEHREXPIFREHNITE B FARTLURE, BRNE
FRRANABRME N, BILA P ZEFELERY LIKEIE
BRI, B, — N BIEES TR M ENARRAS,
Xt ERE XL A HENEE RS . o, ABE“—xt
£ REME R iR, FRRHAURE P ARSI
XFRPSHHER, B EEERSRESLE, 1R
R BERHWEEAP . Bl ZREFHAP 23
ERESHAAP LEHRERGUEEEN., B—FHE, %
HAEBAPOHARTLAGH, PLOFEARBENAFEE
A SR AR TT BE L X R AT BB Mt & S BB 8 BE 2 ik R
RIS, AP B S RE A EHOIEEME R,
AT R4 T HE

A RBMET . — M EER RS EREE, 1A
EZTVEURMHEE KRB TFRIEE. M THPBEPLER
58T, B DBt FREHATING , #H15 RAREERNNE
PARRE . N7 RGBS AR s, R
A LA A SCRBE B ABE N R 46, IR E ERER
FRBEER, T8N PRTFARMNEREES . I, A
(&30, WA, P B{Zud, BH) AL CRERHF R
BHEANFPHEHENNEERS, BXHHF RERE
HEHEAWEHRSHNER. B2, 5 TIEERFEMN AP
A AT RBHE T R (B30, B A ERR A EA B B B —
FHELHEAEFOENRAREMNAP CIEEMi (83,
W), R BB ERY . XPHIERABHLERARSER R
HARERARRBE.

PAASFAGH M P T AR R PRI T ABE R4 NI E )
SERRREFE, A B R M B E 2B R LR R, Fi,
ABE R4 R34 % it 58 FASH B M FTB B LA R A FF 8
k.

1.1 FETH

£%f ABE RGP FERPAAFBA RS, 5 —f %
R AT ERFE ORI B R % R, 8% CP-AABE,
HEEHRFWT .

(DB, CP-AABE R4 . BEMAD A E
THRPHES, AP S RENBRERAN R UHES
ERERAE, BRI ., FHith, (R85 =07 7T AR 55 it
BHASEEREIARAHEEN S0, B ORFEEM
FIERFEHB B SRANGELR.

QANFFRIEPE. CP-AABE bRl s.Lxt - S8t
TELFBELZRADRBFANF R, TR T AFRIEME. (£
A= EERRARAEENIHE, TUREATFSESR
Y5 639 B E .

(DATEHNME, —FH,CP-AABE FREFHPLOHIAR

A&, T EROARAPSBRATLHNES ETEEN
R Db, PO REBIN— N ERBRS: B—FiE, CP-
AABE 7 REHAP AN, B HEL FERRA
RSP, ETEL WA Dk, B BB A— T ER
AN . B, FRL T AT R E A A P AT
TEBHELRPLEEFMELRBRAL, ANTIERLAF
ER.

(OIRFIBFE LI RALTERE . CP-AABE HRZFLER
BHEFRVLHATREAREH. FH, TUALIFR
WERTBR T AT S ARELEM BN .

1.2 HEHR

ABE E=HE YB M KBIRSMBINA | Z M A,
BHR. KW VINEHWEEE, % ABE FRER
&[2-15] .

X P R R E MRS H R, Hinek %1% F 2008
FERET - MEHATEEN ABE R4, BEEEFTEE=H
MURHATREE Ja A e s Yu 070 F 2009 4G — 0 B
& B — B AT R b, B T — A FHARRE
TR ABE FE LIS HRE T - AFRIERN X #/F
“HIT"HAE I ABE ¥R, BZF RABREARTT T AE,
i L2347 & B R 88 52 BE AT 3 B4 ; Katz 097 F 2011
ERE T LB A BIRRINE R Liu &0 F 2013
SRR T —A S RE BB U R 4 R AT B B ABE 7
Ning % F 2015 FE4R B T — N X BB H KB ¥ ABE
FR. s 4P ORFEHIEE R, Zhang FORH T
—ATTARRLIE 28 AW AR ABE F 3. BARICER[20-
1A HMTLAR T REFRERES AH THREINES
FALP %ot B B BE AL, BEDLERS P S 80 W A FERAE B ER
A MSCER(22 100 o g BH Ik 55 — 28 FA 4 WA, B8 e Sk [ 20~
22 RWELEBATFFER.

1.3 XE4EH

B2 HABEXTENTEMI;EE 3 WA H CP-AABE
BIE X AR BRI 4 WA —1 CP-AABE W Rk
;55 5 W4 CP-AABE FRIE LSRRI H: B
BE4a3,

2 W&EAR

2.1 ZUNEHIEFR

B P=(P,, -, P ) BRRSH5ENES, (W, 0FR—F
g, KW B—1 (AT & FIRIERE, 0 RA{1,2,-, 7}
3 Prypkst. —MREBEFERZEFRASSHLEFUATHA
gﬁi:

DBESER. B s€Z,RHEFRZHBEME, FXLEEN
P w0 €RZ AR 0= Css0m,50.), U p() 53
ERHFRBEEN A=W, « v, Kb W, HEEW 0% 17,

DMBEN. MHFEBE S, 4 [={i.p(DE S}, FE
ZMAREBE LT U EBBRE (w €Z, bier, HP (€
Zp}ieﬁﬁﬂiglwiwi =(1,0,,0), HEFALUKEWT s=

EwiWi . o= Zwi/\i °
i€l i€l
2.2 Wkt
BHG .G p PIREMEIEE, Kb p BAXRY g BFHF



162 it B Wl B %

2017 &

G H—ERTT. e:G XG—>G o — DR e &, an R
e BRI 3 M.

1)5&%@0 X‘T:J:EE%B(J a,bEZPyﬂjﬁ‘ e(ga ’gb):e(gb’
) =e(g, 0%,

2R B YE, MR e(g®,g2) =1 Y H XY ab=0(mod
Po

DA, WEE P,QEG, FEZTANBEEITE
e(P,Q,

2.3 H#RiE

HIRG G 12 p M REAIFH, p BAEH,e:G XG>
G r R IEMA , g BBG M— A HOT.

#1384 Diffie-Hellman {8 % (CDHD . 3 A (g, £° .8 €G?,
Hta,b€rZ ; ,# CDH BERG BoL, WRAFE—
LI s} 1) B s BB S 7E £ T 2R 18] P9 AR 1T 220 BB R 3 3
Fad: ol

HIEHE g IRIFAT Lt Diffie Hellman 38R i (¢-PB-
DHEMIF.

HEUTETA:

Y-SV SR S T )

V1<G<q: (g% , g™ ’.._’ga‘l/bj ,ga:1+2/b}. ,"_’gazq/bj)
Y 1< k< j 72k (g4 yone, g0

KEP ’59a9b1 ’ "'ybq ERZ; i@*%ﬂyﬁﬂ%*ﬁﬁ—‘ﬁ\?mﬁﬂ‘f
B B 7 5 T ] Py A AR X 2 2 B O T 22 s B A R
R4 e(g )" FIG r FHIBEHLICE , WIFR 2 ¥ ¢ PBDHE
BT .

3 BXHRLKRE
3.1 EX
—4~ CP-AABE TR & LT HE.

ROVBLEER .- MAR2SE AL BB AL EESH
MSK MAGAFESH PP,

BEFHALEREE MARELATFSE PP B APH
BRZAHA ko FAH P,

FERSERE R B RS A R (CA R 5
ID. A Po B BHEE «CU., DCAFBRAEAFSEK
PP . E%4 MSK £ ¥ EEMS L IFRELRXBHAP
ID; ) ID FIRZ AR ko SRR ERG L #HITEE
2 BB S o KA CA;3)CA BiF o AN FFTER
RBERG L FREARELS SKp.=L,L ;0.

MEESE . MAREAFSHK PP.NE I HSEHWA JH
B M, $ MR 3L CT,

BEEL WALTSE PP.RAY SKp,. . B X CT, %
HHE MB@mBERBFS L.

AFRUEE L MARKLAFSE PP SKpw- 2
4 Pp S i XS LB 56 ID.

HIHE®R WMARKELTFSH PP.AY SKp.. (BEE
& O A Po MRS L RER/ET.
3.2 LeaER
.21 MEMH

A —M% ABE 7R ,CP-AABE H&#inT 3 [ EE. 4

BRALNBES AFRIEESL HiTEE., P AFRIEE
BeLA B T B ZR W] LA FR AT, 3t CP-AABE 5 R WHLE
HEAEW. M MELRHAEREE, E2BUBERHT
ATTUASEEER R P (HRER S EBRWBIRENATFBH
JE B P RS C REABBRE €. H S N EAR
HP# 22 RBUAR ., WX TFRELOEF, &4
FAEAR BRI G EFTRRl, CP-AABE ZEEFAER T 15E
B PER 2 (IND-s-CCA2) FT LI B F o kIR & € Z A A il
R ZH

A A ETFE—PR IS HW L FREW - RIRE <.

REBM.CENTREAVBAEER AR EEFH
MSK MIAFF BB PP B RFEEYH MSK, B AFSH
PP k%t o, AHBILHIEEG CRER Y.

W BB 1. o038 B EAT IR B0 LR .

DEZFHRBUAN . ST FH ID ¢C, CHME SR
ﬂ\% ko o

DMEFARBUA N . S EF BB ID A P
Bt W CU % SK .

DFE WA A LBV NEHW ' B CT , €Y
HE MBERBFS |,

PRIRBT B - of [} € R FRME B (Mo, M) UL K Bk
UMW -, PR 2 S HAT R E RS R BGE E &
FEREES VEHAEREHNEHRW . CEPLLE PC
{0, 1}, XHAEIZEAW * HE My £RBREE X CT" .3 £3%
% o,

WRB B 2. of SRR BAT £ 0K MR RS IR BGH I
AR, BRI R SHAW T EREES
o WATR B R GIRBUA 8], R BEXT BRI SC CT™ ThATh s
WlE,

W B, of By X REMLEL S B {0, 1} BISE UM B '
IR S5 T IERREEIE, B B =5, AR 318 T IR

A B X W s Adu ) = | PR ' =Fl— S|
3.2.2 TiEHM

RAHAE S RO EEERETAHAP S IRNELN
Rl otk , AR X 8T o Pkl € Z M f—
RPN ZIE

RERM . CEBNTREVHLES BIARE LI T H
MSK MIAFH B PP, MERFEEY MSK,. B AT S H
PP Rk A,

IR B B 1:of 38 B PE 34T 2 0 R B AR B RL BT 4R
BURE, f EREFE S ID A P NMERESE U,
CHRINBENSE SKp v -

P B SRR w' B4 ID A4 Ppr R
] SKp* % » HFERARREN w* M ID* PATHM BRI R
Wik, ME SKp~ o~ RAESAFRIFE S, U o 581
%

W o BIETE R Adv(e) =Pr[ o wins],
3.2.3 AFRFR

NIRRT Ol B U A 2 FAGH R FE P X 3B 4

FREFAVBI B2 WOR AT Bhik i, I 45 4 B9 AN TT Dl M BT A ey



25 535

DI, % AT AT E R ESORM R M TR 163

F AFPRE ¢ ZEM— R BEREZIE .

REBN . CBITREVHRALEE BIREEEY
MSK MIAF S PP, MEBERFEEFYH MSK. B AFSEK
PP Ki%4 o,

WY B 1: o/ 3B M HE s AT B TAKR BN E L IR
BUAIN], SEEEREES ID , CHmB B HusLR4E o .

ENE. S MERESE v .6 ID . A4
Pp+ F8A SKp* o » HPBERRES Pp» , ID" T E
ROARPBUAN ., R SKp+ .~ TGRS HFHEE, I 5K
AR

BT SR EE XN Adu() =Pr[ o wins],

4 REHFE

T Waters'™ 985 308 ABE J7R , Boneh™' 558 %
FREXLHEH AN AFERWEEENE TR, TN
CP-AABE,

DORGEW M CA EBRER »p MAREBEIRH G,
G ), FEVLABEG —MEBUT g, B — IR SS e
G XG—>Gr, U BN BH¥ L &AW Hash K3 H. (0,
1 —=Z;,G:{0,1}" =G M RESHU ={attr, -+, at, },
LEZL; PRB—AN R an, €U, BEVER = €2} FFHE
T.=g% s BEMLIEE g1 €rG 2a,aERZ S, %ﬁi%‘%‘i MSK=
& NFHEBE PP=(G ,Gr.g:e,g1,¢(g1:,8)", & {T: Y eus
U.G,H),

QBREBEAER AP IDHEIEBAH b EZ .3t
HAY Pp=g'm,

OBERAER AR NEH ID. A Pp BINE
BER w={att; ,*>,att, ) CU , B FH SKp,..,= (ID,
6,L,K,{K;:Vatt;Cw}).

OCABEILER € Z; ,TTERIMERY L= L
RMERRBHAP T EIEATHIE, CABEREX—14
RP ID, REEBE LMK L=g"),

QWP IDXM L #ITEEZ o=G(L)'p I EEH o
AFFEEL CA,

QCA BIFZER (0,2 =e(G(L), Pp) BFE ML, IR
S ERABENRS K=21" g™ Ki=T, Vat, € w, 1
Hh=H(L,ID,s,Pp),

WOmME BEBB MURGIREHRW, 0 . HPW R
DX ERUBLHAERE » Q0T A= 3 95 3 CTw,p = (C,C,CryCis
Dy,---,Dp),

ORELEB AR v= (5,325 0 3) € (Z ), XF i=1, -,
L& Ao =0« W, KB W, AW S i 17

QOKENLER 11y €Z; ,iHE:

C=M:e(g,0)*,C=g

C=g*® T, ,Di=g"

C=g** T, ,Di=g"

OB LEBX CTw,n - 1R w il EBREVREH
(W,0,% I={itattxy Cw), ERAREEHNEEHE (o €
Zp}iEIﬁﬁ i%)lwiwi = (1, 0, ==, 0), %Eﬁ‘g M=

(ZIEIIe(Ci yLye(D;, Kun D™ |
( C.K YE L\ HA A=H(,ID,0,Ppn).,

OAFRIE: AEH PP SKp.=(D,0,L,K,{K;:
Yat; € w})  BRRIFER (K, 0) —e(gi,0) " e(g* , LYRE
JROL, EARBRSE IR B RS L B IAE R B ar €
w, HIBER (K, g) =e(L, TORGXRENHSTER
B BERARGD  EAEE, W TFE L, &
ID, BpRBR TR ID,

OFHmRAP ID FAME SKp,.., B =H HiH#l
HIE 5%t SKip,o #EAT 25 FF AR, 2520 FF I 4iE A 8 5, )3
TS L BiFK ik EUE HHHNBIEFR (0, g) =e(G
(L), Pp) BRE B, F W0 W AR ST, S L L
BmEs L.

5 XEESHT

5.1 R&H#H

EFE 1 ZEHE ¢PBDHE {#i#% T ,CP-AABE F &%
AT 2 IND-s-CCA2 2/,

VERA : CP-AABE 5 R F L35 £ 7T LAMLZ B Waterst™ 2
HA R ¥ B %y & (GEAE W-ABE F £) M HL % .
CP-AABEFEH, 4 T ERBMERF S HHAFRIEH, 7
Waters! (BRI B ROER BT T — 2@ %
Z:DEXHC=M-e(g, )" C=M"+ e(g1, " F K
th 2:21€rG ;Z)Egﬁﬁgﬁ K:gﬂgmﬁg K:g’{"g"’ﬁg,ﬁ
t p=H(L,ID,0,Pp).

A REB IR AE R T o W LB CP-AABE 538, 3}
LEF AT A W-ABE 8. € LR 0. S HATHE LR
CP-AABE R EINLE IR & LIk 1. B THE 0P C=
M« e(g, " BN C=M: e(g, )~ , HAMF WL 0 A
W5 5B AR 2: R T K=gt g~ B A K=g"g” , Hit 5l
1AW . BHULe, #AR 2 SCERERIME W-ABE FRM
PLE PSR

BT g,2: €rGRBEIHRERITT,C=M « e(g1, )" M
C=M- e(g, )" 5 L3 o KU ZHK B E] A X5
. BT o RVLFERR O FIPERR 1 BAT X 4319, W L E K
t€Z; BEEHLIERE , K=gi" g~ =g " 1 K =g"g” 7EREHL
B B XA SRR R Z A EAT X450, Hit
Xt of RAEWERR 1 FIERR 2 BATA X0,

Ei, 8 W-ABE £ INDsCCA2 % 4, 35 4 CP-
AABE th & IND-s-CCA2 %4>,

EHE 2 7 CDHRIE T, AABE FRT@EMHNFH
WRAF B,

B8 :CP-AABE R, 8 HEEENBERH—F
43 T DLB /R M SE BN S Ay BB B . ST, CA SRR P
B P B 0T T8 4% . BEAE S A FRIEE R L H
BEZHATHERRIE. TEHIERRASHAFX FHHNELER
VLTS T T R R M R B M TFE AT Pl .

Bk g, g K b,c€RZ; , B—A CDH £, PhiRE
T ERIBEE AR

REEV: 64 o=  HSEEFER, HIMEF
zi  FeH i€ 1,1, WEATFBE(G,Grg,e.8156(g1:8)




164 HE R

2017 4F

& Tea, €U}, G HD), R R E X MSK=¢* , ¢ A
i MSK fBE(H. CHATFBE PP RiRE o,

HRHB 1 €T Bl of ) Hash 1A 35 5 A5
SR AR B .

DELAFPERER - BTFEBAESH ID, CHEHLE
B EkpEZ; iR ko

2)Hash #JiA) . ¥ F48 i ! h=H(L, ID,0s, Pp)#A) , ¢ B
Bk b €RZ 5 BRI h s Ry T RFFEIE ) — B, € X8
HAETESIRE.

DHERFRBUAN X F58 i K ID, Pp , w={att, ,*,
att ) RABTIRIUAME, CREMLEIR « € Z ;3 B L= g%
()™ CHABEEFRH ko R L: EL o, FIHE K. =
g K ;=g (g?) 7%, Yatt; € w, Hh h; B 8 Hash #]
i), iR B R R SKip,w. BEFG SKb Y TiRE r.=
T —bh ERTFRERR S EHERNBP LA RARTX 4
&), XA B ERSA AT LR IEHY.

e(gL,g)"e(g L) =e(g1,g)"e(g" g% (g") ™)

=e(g=i ,g)=e(Ki\ @)
e(Ki; g)=e(g5% (g " ,g)
=e(L;» T}, Vatt,€w

Pl B ARIE 4> X B Y, IR A BN EENE
Bt #E A UMR c HEFEMNER, 4 ¢ LI48E ID,L,
o, Py hy M ID,L,0y Py yhz s HEH By ke s TR

e(K,g)=e(g1,@)Me(g L)

e(K' ,@)=e(g1,g) " e(ge,L)

AH

(KK 1, pe(glr M1 g)=1

S>K(K) gl ™™ =0
=g = (K (K )Yk

XEERHE €7 LIRAE CDHP,

iEE 3 £ CDH R F,CP-AABE FRA MM~
XA BEDHOA TSN,

TEB iU O B SETT DL N 2 FF 56 E B 7 18 IE A% 2 AL
4 SKp,.=UD,0,L,K,{Ki: Var. Ew}) R S5 H P H ID
B, B e 2 JREMSE CA4ER. TERTIFE
iR E R SKp.. A2 CAdRBE R, g IDF®
W ID BERIHAY SK'p,=UD,0,L,K' (K, Vatt, €
wh) HH LTI, IR B S, B CA Xt & ID
HI% & Roe s 2 AT DM, T LA R P S8 F
B SK'p - FF BLAT LLH|E M BTN SKp,. AR P ID it
BHTRE CAIERAERN. XEEAN—MBTEELS L,
CAMFEAMA/MUER—K, IR ID TEREELSER
H, TFHN L EsSa L kEE 44 CDH B TERF
EHERThER, BB P R EARAEED R
A,
5.2 MEHW

AN, T EA BT EER R ABEP) Bl B R B
JnaEls AR B89 CP-AABE F R34 T thik, Hbh&
R8I AR, REA P T B ERGHITEREE
HEATIEB LR, IR JOH 8 BR B S AV B, B AR S
TF.

SCEBRL18IHR BB RAGH do o dy v da o dds  TETN:

do=g} (ucmugl(l‘l) "'u{)m‘") g3) ydh=g",

dy=1ID,dy=[Ly,~,L,]

BHREHRERLRHE & d 'yde' i dy” BTN

do'=g‘5(u(')D+m’ ugr(Ll)_,_u51<Ln)g3)r’d1'=gf’

dy’ =ID+I1D yds'=[Ly,*+,L,]

BT DL IF A5 e i) RA G 2 AT LUE S BHIE RS -

e(do’ ) =e(gy > g1) e ul ™ weeg1% gy ")

MBS RE &' =ID+ 1D, B 5k L H T8 5
H5EH.

MFE 1HETLLE B, CP-AABE 77 3 8] &4 BT LA S2 B0 7] 38 B

e AFFRIEH AR AT A
# 1 FREHE
i BETHEE AFREH FTEAR  HEEH
xw[18] X * X * X AND Gate
xwk[20] N} X X L.8SS
xw[21] Nj X X LSSS
CP-AABE </ N N 1.888

7 2 XTAT LB AT BR ) ABE?Y 5 SU4E i ) CP-
AABE ST T MMt B T mAM LB, # 2%,
FRERM R T MR TR R B T i
BN HS WT R8I B B PV REAF RIEH B,
NR AREF BB, [s [ RRAAMKB B2 | 1R DS
RIS | I NERS SMERNRE . CP-AABE
HRETEHRAEBERA T U ERLIAEE, AT
BIFHHRRER 25| +2 KM Z2H, A HAERTEE 2 K
STBEH , T BA T B ARFEDI R 8038 X5 b & R 407 S
SEFEREAT .

F2 HELE
H4 X
¥ % E LK o WT PV NR
x#l20]  Isl+4 20043 2141 2]sl+4 - -
x#l21]  2[sl4+4 31143 BITI+1  4]s|+4 - —
CP-AABE  |s|+4  27j+2 21|41 0 2lsi+2 2

BRI 50 ABE REPHFENFRRFEARE, 2
H—A SR E BRI T RIS B B SOURR R R E TR,
P07 R LR AR B, AR S =05 W LURSE IR AR
HEGEEBIRAHAZER G0 T, TR AR AT E R
%, FIH PO LUATHZRARB A #T TEEREER
AR R 4 R BBUR P Sk, 5T ER 89 ABE 7
U, B REABRBME. FHE gparallel BD-
HE W , T LHEBA % RIEE B L LB THE
IND-s-CCA2 %4,

& % X W

[1] SAHAI A,WATERS B. Fuzzy identity based encryption [C] /
Advances in Cryptology-EUROCRYPT 2005, LLNCS 3494,
Springer-Verlag, 2005:457-473.

[2] GOYAL V,PANDEY O, SAHAI A, et al. Attribute-based en-
cryption for fine-grained access control of encrypted data [C]/
Proceedings of the 13th ACM Conference on Computer and
Communications Security. ACM, 2006 ; 89-98.



%5

DhPRoN , 45 AT AT E TR SORMR MR I # 7 R

165

(3]
[4]
(5]
Le]
7]
[8]
L9]

[10]

113
(12]

[13]

OSTROVSKY R,SAHAI A,WATERS B, Attribute-based en-
cryption with non-monotonic access structures [ C] // Procee-
dings of ACM Conference on Computer and Communication Se-
curity~CCS 2007, ACM Press, 2007 :195-203.

LEWKO A,OKAMOTO T,SAHAI A, et al. Fully secure func-
tional encryption; attribute-based encryption and C(hierarchical)
inner product encryption [ C] // Advances in Cryptology-EURO-
CRYPT 2010, LNCS 6110. Springer-Verlag,2010;62-91.
OKAMOTO T, TAKASHIMA K. Fully secure functional en-
cryption with general relations from the decisional linear as-
sumption[ C] // Advances in Cryptology-CRYPTO 2010. Sprin-
ger-Verlag, 2010 191-208.

HERRANZ J, LAGUILLAUMIE F, RAFOLS C, Constant-size
ciphertext in threshold attribute-based encryption [C] // Pro-
ceedings of Public Key Cryptology-PKC 2010, LNCS 6056.
Springer-Verlag,2010:19-34.

WATERS B. Ciphertext-policy attribute-based encryption: An
expressive, efficient, and provably secure realization [C] / Public
Key Cryptography- PKC 2011. Springer Berlin Heidelberg,
2011:53-70.

YAMADA S, ATTRAPADUNG N, HANAOKA G, et al. Ge-
neric constructions for chosen ciphertext secure attribute based
encryption [C] // Proceedings of Public Key Cryptology- PKC
2011, LNCS 6571, Springer-Verlag,2011;:71-89.

LEWKO A,WATERS B. New proof methods for attribute-
based encryption:achieving full security through selective tech-
niques [ C] // Advances in Cryptology-CRYPTO 2012, LNCS
7417. Springer-Verlag,2012;180-198.

HOHENBERGER S, WATERS B. Attribute based encryption:
with fast decryption [C]// Proceedings of Public Key Cryptolo-
gy-PKC 2013. Springer-Verlag,2013;162-179.

ROUSELAKIS Y, WATERS B, Practical constructions and new
proof methods for large universe attribute-based encryption [C]/
Proceedings of the 2013 ACM SIGSAC Conference on Computer &
Communications Security. ACM, 2013;463-474,

NARUSE T,MOHRI M,SHIRAISHI Y. Attribute-based en-
cryption with attribute revocation and grant function using
proxy re-encryption and attribute key for updating[ M]// Future
Information Technology. 2014:119-125.

QIAN H,LI J,ZHANG Y,et al. Privacy Preserving Personal
Health Record Using Multi-Authority Attribute-Based Encryp-

[14]

[15]

[16]

[17]

[1g]

[19]

L20]

(2]

[22]

[23]

[24]

tion with Revocation[ ] ]. International Journal of Information
Security, 2015,14(6) : 487-497,

ZHANG K,GONG J, TANG S, et al, Practical and Efficient At-
tribute-Based Encryption with Constant-Size Ciphertexts in
Outsourced Verifiable Computation [ C] // Proceedings of the
11th ACM on Asia Conference on Computer and Communica-
tions Security. ACM, 2016, 269-279.

SHI Y, ZHENG Q, LIU J, et al. Directly revocable key-policy
attribute-based encryption with verifiable ciphertext delegation
[J]. Information Sciences, 2015,295:221-231.

HINEK M ], JIANG S, SAFAVENAINI R, et al. Attribute-
based encryption with key cloning protection [J]. Bulltein of the
Korean Mathematical Society,2008,2008(4) :803-819.

YU S,REN K, LOU W, et al. Defending against key abuse at-
tacks in KP-ABE enabled broadcast systems [C] // Security and
Privacy in Communication Networks, Springer Berlin Heidel-
berg, 2009.:311-329.

LI J,REN K,KIM K. A2BE: Accountable attribute-based en-
cryption for abuse free access control[EB/OL ], [2009-03-11].
http: //eprint. iacr. org/2009/118.

KATZ J,SCHRODER D. Tracing insider attacks in the context
of predicate encryption schemes[ EB/ OL]. https:// www, usu-
kita, org/node/1779.

LIU Z,CAO Z,WONG D S, White-box traceable ciphertext-po-
licy attribute-based encryption supporting any monotone access
structures[ J]. IEEE Transactions on Information Forensics and
Security,2013,8(1) ;76-88.

NING J, DONG X,CAQO Z, et al. White-Box Traceable Cipher-
text-Policy Attribute-Based Encryption Supporting Flexible At-
tributes[ J]. IEEE Transactions on Information Forensics and
Security,2015,10(6) :1274-1288.

ZHANG X,JIN C,WEN Z,et al. Attribute-Based Encryption
without Key Escrow[ C]//Cloud Computing and Security 2015,
LLNCS 9483. Springer-Verlag, 2015:74-87.

BONEH D, LYNN B,SHACHAM H. Short signatures from the
Weil pairing [ C] // Advances in Cryptology—ASIACRYPT
2001. Springer Berlin Heidelberg,2001:514-532,
POINTCHEVAL D, STERN J. Security arguments for digital
signatures and blind signature J . Journal of Cryptology, 2000,
13(3):361-396.

(L% 124 7D

£9]

[10]

(11l

[12]

SWEENEY L. Achieving k-anonymity privacy protection using
generalization and suppression[ ] . International Journal on Un-
certaint, Fuzziness and Knowledge-based Systems, 2002,10(5)
571-588.

LU W T,MIKLAU G,GUPTA V. Generating private Synthetic
Databases for Untrusted System Evaluation[ C] // Proceedings of
the 30th International Conference on Data Engineerin (ICDE).
Washington, USA, 2014 :654-663.

DWORK C. Differential privacy in new settings[ C]// Proc, Sym-
posium on Discrete Algorithms (SODA)Y, Society for Industrial
and Applied Mathematics. 2010.:174~183,

DWORK C. A firm foundation for private data analysis[J].

[13]

[14]

[15]

[1i6]

(17]

Communications of the ACM, 2011,54(1):86-95.

XIAO X K, WANG G Z, GCHRKE ]. Differential privacy via
wavelet transforms[]]. IEEE Transactions on Knowledge and
Data Engincering,2011,23(8) :1200-1214.

NERGIZ M E,CLIFTON C,NERGIZ A E. Multirelational
k-anonymity[J]. IEEE Trans on Knowledge and Data Enginee-
ring, 2009,21(8):1104-1117.

Releasing Differentially Private DataCubes for Health Informa-
tion[ C] // Proceedings of the 28th International Conference on
Data Engineerin(ICDE). Washington, USA,2012:1305-1308.
HECKERMAN D, MSNBC [EB/OL]. (1999-09-28). http://ar
chive, ics. uci. edu/ml/datasets,

Frequent itemset mining dataset repository[ OL]. http: //fimi,
ua. ac, be/data,



