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Detection Approach for Security Vulnerability Based on Pattern Matching
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Abstract For the conditions that most of the existing software vulnerability static detecting tools cannot detect vulner-
abilities that users care, this paper proposed a vulnerability detection method based on pattern matching. First, the
source code which is going to be tested is parsed,and the code is transformed into intermediate representation which is
stored in the user-defined data structure. Then, the vulnerability is described and the safety rules is parsed by using
safety rule languages,and they are converted into corresponding automata model which can be stored in memory. Final-
ly, the source code intermediate representation and safety rule should be for pattern matching, and the automata state

should be transformed. And we need to submit the report based on the automata state to users. The experimental results

show that this method has a low missing report rate and good expansibility.

Keywords Safety regulations, Pattern matching, Vulnerability detection, Static analysis

1 5|8

BEE RS0 (E BACR R, TR AU SRR R £ 3 ]
FEMTA . EREFF R P ARG TR G E R
BER XBEFERANER. —BERHERANFEAHNA
SR, X RGN TR TR REE ERER.
B Internet K% & , BUEE M AR AR K T BE M ESRE,
BOZLEE EBREREL.

HE RAGZ W07k T B0 B ST AR5
BATHERBT AL, shELSH R — A8 WA BE N
ARG IBIT AT PATIM: B B F BT HR H R R PR
BT AT MR BT HNEF , HEE N BT
FABERBRFRIBRE. WAEXRE, KRS RAEZLHER
BRIFEFMITZPFER. Bit, MI7ERGFF R LB $

B E#9:2015-11-30 B4 F#.2016-02-29

RAXEREIEHRRAAFEENHANE. £X—KE,
BT EARIA AT LB .

ASCHR T —FE XHRAUB AT RN N RS RR.
E% Metal "B X T —EZEMMNHRIEF , R ABR LR
R77 85 IR I R E B 2 AL X Re B 8K - IR R A TR

2 XTI

HEIASO F RN RRZ — B ZE 5T, %
FRERH , 7T LSS5 —E A X5 — B TRAUHS , B s WA
Ko AR EHRX BRFEX S EERRTHR, &
H—RIGEEERBRFITAETHN . BITRAM
MRESTRREEZERLUTILM,

PMD & —3 R Al BSD Hhill R Al Java BFRBRE
TR, REATEIERFMABHRRBENRAT /N

AR WA B ARBHEEE S (2014CFBL006) , PR k2 B F 815 £ (2015QN062) ¥ Bl .

FFE(1964—)>, B, @4, B8, TERRFR A ERKMGRREH, Email: miac3399@sina. com; Ex#(1977—), B, L, BiIBEHER, £E
BIRABAERK AT RS SRR WEBR(1988—), B, WL, TR RANR;F  WA1991—), B, Hi L4, TEHEEEN

L gS o



110 it B AR

2017 &

HIEE [ Java RS EH E AN RHIE. BR
PMD 3 B 2 SR, B B FRAEREAE BABH
RIBTA , R 77 78 00 45 B A o T B R R A Gk
=]

Coverity Prevent’® & i1 Coverity 2 &) FF & I — 2R Il 5%
e EZLREBMNBAEHEMT TR, kA THEEX
2 Metal B35 B, Coverity Prevent fi|H] Metal IE &3k H
FE AR MR , 3R F B 1 R i B8 L A A A S 40
WHSSE TS, R 5 8 LRSS IER , B 887
W& B —KBGREM, B Coverity Prevent 4t %
HERNRATEE—ENE.

Metal ZEA i FB—® ASWUENM#RES, B
DMRBELRREREF A Metal iIBILAM, HE Metal
A CEFTCEXRMER, Bl AN RENAR,
8 P LERYE Metal #RIRIRAMIENFE—CBRE, &
CHE R R 2R IE T BAEBE Metal {23+ R B 1 2
Blj_b L BT XN R AUH B0 , SR IR R AR R TR 4
T B & K& 2N HRE S (SR EAR, B Ee
B TR XA E BN, NGRS R, WY R
R,

BRENSIMIREERSMEAR LR T MR
B , HREFEATEN M . EBHS B, XA
FHENSRZEAELE, A ZHIRANBGBATEE
BT, Wi L8 TR AR R B — s U R MRS
B R4 SR SR, R RSB BB IR A s X R
B eP ROE33 15 18 AL BEAR 4 Hb A0 38 N T B $ R BUR ) 2%
. ERFEARZABSERRNEROBRERS. B
I AR 3rEE TR UL B 2 2RI 7 M R 3 4N
EHEATRRS , X3 F AR A R BENFIREREX
LM E.

3 BAEEFRE

BRCEMEFARBET. 5%, RESERELAN
WSO g TR B SRR, RE, AR b E R
7~ IR (Intermediate Representation, IR) , 5 %2448 W o ) I
R BEATICED, e AR RS Z 5 B AT AR . 78
RICAE SEAA R RIWRTR T , 48RRI 52
B B8 FEB AsINRES. NRAFIBEAESE
R, B A RS E MR BH DBAL2RE, 8
ERFREBENER THEARESOERD R, 523 R
B#ER.

3.1 HEERRE

BALHME TN TSR 2 5 &7 £ —1~ H 3P
B, Y EE start REFEHET, B4 R EI X N 8 B 3h
Bl B ICEAREME 1 BiR.

DEFAOAAHEANEBFAOGITHN, BFAOR
BB F BT BRI R BAT I — A R B WA DR
B main B¥ . 7E Java hEFA O SGEE A LL—1, B,
ZEPMAB/NE-PEFAORAHET.

2) BEAH  FEAL 45 B X R R R Bk BT B

Bl Z AT #EAT (R BR S T, b B ol 2 v BB A1
TR .

DB A EWEMES, B S, R E A MR
ARG 75 s X HAT AL B8 e Se — KB 2 R AR B IR
BRI BYE RS T — %,

4) REIARIBER A 3B JIF AT IR R R L
Xt MRTE 2B P JR R R B B A, SR
A DFS 75 AT B IR RS SGEAE R, W IFBEH
BB AR AT B AR 44 s IR RIUF AT B ISR, WA TR
VL RC R A LR

DHBRE HELR. CCEBRIINES A st
LR RS H B RIER B3,

#x
kS
. E

¥ ¥ )
BRARES | L{ pxEk | [ WERfTES |

R I E
%K

%2}
¥
HBRA
HEXE

1 EAREREE

LA LAZS B RS R b I A . (BB A
SERRERIF H , f1 T4 S oK 8O R B R A, TR TR
EA KB B R T BRAFFE 2 2R B AR, B 2L M6 2095 HH R 2%
BreT RN, LT EREEHE B4 R, B, HER
GLpHREERA . KA R h B — B AR A R
B H A AN —RINBAM AR . SR IXAER
¥+ 1) e UG B 8 - UG AT iR 2 Y IRARAE D 5 2) HEA L
Wit ARBA B SGEAMREERES. HPiiEaise
FUI P Ao A2 PR B E 3RS T/ B IR BT B A%
SY S BRAR I AN R

FEB I ALY AR P, A B B UG A L 70 32 B 4% D S L 27
BERA 3 X B RETEBR.

3.2 BEYEAR

RERRIFG B B AR BB . Bk, B TS
RICAR B SR E i B REHBH LR, BT E L R0
RYEZ5ESHEEEE. BHEA—ZRBEH, T %
REII LB 5 AW SY . — Wy 5 X5 B hPLH B LI EN
TRAEFBKBAR, 5 - HOBREHREERBRR. FEE
FHABRPATRE EARNUENLE., BXEAEAH
AR R B9 AR B BT LI PR EOE 2 2392 2 A shplh,
ZJEakgE R E 1 BRI N EMRAH. S4B %R
¥om R 1 B SIPAPRES R B R TR, AR REK
R NK R T2 A B SiPLP ER . BRI BIE 25 A



48

ZIFR , % BT HEA LA Z 2RI R 7 & 111

FPLRHERR.

A RBT 2T, B Y3 R BUE TR, B HE
BAHRGEFEACGHEA BB RERBSEES =7 BEA
TR, ARARE, W RO A A B B ShPLs 34
s, AHBEREEXBREERTE, KX RL
Bl — N STE MR AEaNEE, MA B EX
U, E— M RBBENBREBENES. MXBRFHE N
B, ZF B shPLIFHEEAR T I R, IR B A FR I B4R 5
F H SRS TR R AR W2 R 30 iR R 3
BEAR R ER ; T, A R A R R B R AR M — 4y, T LR
H.

3.3 HEWETE

TE L i FA O BUREAT 4T, 5 B SR AT AC AL, TEHE
A S SO Z AT, W SR A I AR B Pl A
H. MHEASSCRRG TR SR BT B AR HEAT 139 (true 4)
ST false 4330 , MBS T EHE B SIHLEE N —Hr, LIE X AFPI %
BEAR ST HIXT B SHLRA = A R BRI Ab 38 B E TR
B end iB4], KB AT H MR HMN & L, BETE i
Xt Rl — B AETEE, REERF TR, EHEAH
(e SE R A EliN= P ST | DNE NS Eo N E =E Y 22
. WRAFITRBAREMERZE, X WEA A3l
BPRE EEPI A B L RS IR A R LW, W W if
SR IERIA X I 8 7= A . B, RO
ZRTE I if 3BT LUK IF BB 2 B B KB M AR
RER . AN, U SRR SR B AR K — B4, B 4R
HRHBERAHRES. HRER 1.

WiE 1 Losa
B RAMH IR
Wl B aES
1. begin:
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6. bind firstStmt to copyAuto
7 endStmt<+getEndStmt()
8 pathScanner(copyAuto)
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10. remove IfStmt and firstStmt
11. end if
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13.  end for
14. end
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6. bind method to automation
7 end if
8. endif
9. remove method from callPath
10. end
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