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Abstract Message authentication has received the wide spread attention after being proposed. iPMAC and VPMAC be-

come the representative of message authentication due to its parallel structure model. Whether iPMAC and VPMAC are

secure become a research focus. Based on the variable parameter T and A, we put forward a new forgery attack by ma-

king use of the basic idea of the collision. Based on known relations, we found out a new set of corresponding relations.

We created a successful forgery by making only one query to the decryption oracle with probability 0. 5. This attack

process also applies to VPMAC,
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2.1 iPMAC $¥ N4
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2.2 Format(x,n)
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Format(x,n)
1. write len(x) =(m—Dn-+r, where 1<r<(n;
2. if r<<n,then set pad(x)=x || 10" "1;
3. else set pad(x)=x;
4. format pad(x) into m blocks x; ,+**,x,, each of length n;
return (Xgs**yXp).
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iPMAC.(P):

1. (N,P1,**+yPn)=Format(P,n);

2, v=n(N);

3. fori=1,,m, Ii=¢,();

4. (C1y++*,Cy 1 )=ECB:(P; @ T s*** s P 1 ® T3
5. sum=C; @***® Cn—1P Pu;

6. if (r<!n)then sum=sum @ T,;

7.if m=1,then

8. 8=n(Y) ; sum=sum @P &;

9. Tag=n(sum);

10. return Tag.
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