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Formal Design and Verification for Typical Security Gateway
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(Department of Password Engineering, The PLLA Information Engineering University, Zhengzhou 450001, China)

Abstract Security gateway which is designed in experience usually focuses on function implementation and is usually
not designed according to security model. To solve this problem, we proposed a method of formally designing and verif-
ying a typical security gateway. Firstly, we designed the typical security gateway’s security policy according to its secu-
rity requirements. Secondly, we formally modeled the security policy and verified the security model’s internal consis-
tency by means of BLP model. In the end, we verified the consistency between the security gateway’s functional specifi-
cations and its security model. To make sure the reasoning procedure’s correctness, we used the theorem prover Isa-
belle/HOL to formally describe the above work and help us deduce. Our work ensures the security of a typical security
gateway in terms of its top-level design and plays certain referential significance on formal design of security gateway.
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3.1 Isabelle/HOL #5 R& %%

Isabelle f2— A~ BB %5 B X 4k 19 38 F R 46, Isabelle/
HOL & Isabelle if i F HOL(Higher Order Logic) ) 314& 1k
Y5, R R 4 2 (functional programming) 77 =2 4k
ZEAMEAEAE ., HOL E—FAB 48, A2 & (type
variable) il AR a ,'b %78 BRI (term) 2 'a TR
Ap gt o JERA 0 1, —M i HOL $4% 2 ARl A datatype
FE S, WE B A28 K datatype LEVELi=low | high |
middle, &R FEES &M B 3 A low, high F1 middle & X,
FE X — A ]2 R type_synonym 4, 4l type_syno-
nym LEVEL=¥% LEVELi x LEVEL{” % /8 LEVEL &%l
LEVELIi x LEVELf #9514 . #93&3F 32 )3 % LT A definition
4, WE XA WAE B W definition flow:: “(LEVEL x
LEVEL) set” where “flow=={(K. fst K=snd K}”, X HER
Us. P} LT —NEA KA MR EIBREAKX P,
FHH ICIMA T LA consts 54, M8 UG KRB KR4
44 consts obj_active: : “OBJECT set”, 7 B#HHEAIMA
TnEAsE SCAT F typedecl fi 4, W7 B &SR typedecl OB-
JECT, F/nJ@HEn] FIFfir4 axiomatization ¥4 J& #4745 B 2 —
NAH, FE IR R E AR ES 5 E MR F AL G AL axi-
omatization where obj_not_interaction [ simp ]: “obj_active()
obj_zombie ={} 7,

3.2 BLP#E®RDM

Bell #1 LaPadula F 1973 4E$2 H 3 F 1976 AL A58 EH)
BLP #5425 B )t 2 B BB RAT 0 48 25 1 U e 45 il A A
B NIREE PSR 1 A BE K 5B T SR D[Rl 42 ] (MAO) #1
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H T TER AR 2 42 W 56 1) 22 42 SR W, A @ #H38 Formal
Model, FH/ATHE 4> % v BLP #5219 %2 4> J& P (security pro-
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theory Formal Model
imports Main
begin
typedecl OBJECT ( * & XL ZAA )
typedecl SUBJECT ( » S F 1k «)

datatype LEVELi = low/|high|param ( * 5 X FRES L 51 % )

datatype LEVELf=out |inn | ok | f1fi| f1tf | f2fi| f2tf ( * & XiF3EL%
FIED)

type_synonym LEVEL=“ LEVELi * LEVELf{”

datatype RIGHT = obs|alt ( &R =1%|5 %)

definition flow: : “(LEVEL % LEVEL) set” where“flow == {K.
fst K = snd K} U {K. fst(fst K) = param} U {((low,inn), (low,
f1tH), (Uow, f1tf), (low, f1fi)) , ((low, f1fi), (low, f2t)) , ((low,
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f2tf) , (low, f2fi)), ((low, f2fi), (low, ok)), ((low, ok), Chigh,
out)}” (* EXLAEFERM )
consts obj_active: : “OBJECT set” ( % 5 IGRZEERBES )
consts obj_zombie: : “OBJECT set” ( * X EMBEEIAENES %)
consts subj_active: : “SUBJECT set”( * £ X IG R FEMES )
consts subj_zombie: : “SUBJECT set” ( * £ X B EEKES *)
consts origin: : “(SUBJECT » LEVEL)set” (= ¥ 1k EA Z 5 * )
consts ¢_level: : “(SUBJECT * LEVEL)set” ( » W& 1% K 44 4 i 2%
iU
consts clasf: :“(OBJECT * LEVEL) set” ( = & F 15 R 2 14 115 5 2
i)
consts c_access: : “((SUBJECT % OBJECT) * RIGHT)set” ( * £
A EARIA B | AR %)
(% % % % % % % % % % % x/NHEIF* % % % % x % % ¥ % % %)
axiomatization where obj_not_interaction[ simp_|: “obj_active () obj_
zombie={}"( * FHREHEEG SO MWHREMREELENZ %)
axiomatization where subj_not_interaction[ simp]: “subj_active )
subj_zombie={}”
definition subj_objl::“(SUBJECT % OBJECT)set” where “subj_
objl == (K. 3m. mEc_access Afst m = K Asnd m = obs }” (
TR B AR (TR X BEOES «)
definition subj_obj0:: “(SUBJECT % OBJECT) set” where “subj_
obj0 == {K. 3m n. mEorigin An€ clasf A (fst m ,fst n) = K A
(snd n ysnd m) € flow}” (= A BE S 51 Wit 1) 36 1178 4 36
B (ERXBEROEE *)
axiomatization where obs1[ simp: “subj_objlCsubj_obj0” ( * {iH
F et B AR BRAR AR 4 B B T W G B £ AR A SO S
BN ARG BT, XN BLP #A i A e £ @M )
definition subj_obj00: : “(SUBJECT % OBJECT) set” where “subj_
0bj00 == {K. 3m n. mEc_level A n€clasf A (fst m ,fst n)=KA
(snd n ysnd m) € flow }” Cx ZEARBITEBELIA 1 1A B L 1T 451
BER(ERXEROES «)
axiomatization where obs2[ simp]: “subj_objl = subj_objo0” ( * 4
SR E MR B BEA R AR E A 0 T B 3 B A 9 4 BT R 1 Y
15 BN R A B MR BLP AL g « @ =)
definition subj_obj2::“(SUBJECT % OBJECT) set” where “subj_
obj2 == {K. Im. mEc_access A fst m=K A snd m = alt}” ( * F{&
Mot AR A AR I (F R X B ER =)
definition subj_obj000: : “(SUBJECT % OBJECT) set” where “subj_
o0bj000== {K. dm n. m& c_level A n€ clasf A (fst m ,fst n)=KA
(snd m ysnd n) € flow}” ( FAA ) 24§ 31 B 1) 25 4R 1) 35 85 2 5
BB (EERXEROES )
axiomatization where alt[ simp ] : “subj_obj2Z subj_obj000” ( * 5
F T EARA B AR IR 2 B A0 2 650 500 ) B R 1 ERE SN S
BV R A S B U XM BLP BRI ) « @i % )
(% % % % % % % % % % xPPAEFRIF % % % % % % % % % % * % %)
definition get_access: : “SUBJECT=0BJECT set =0OBJECT set =
((SUBJECT * OBJECT) * RIGHT)set” where “get_access ss 0o_
obs oo_alt =
(let subj_obj3={ss} X 0o_obs;
subj_obj4={ss} X oo_alt
in (
if (ss€ subj_active) A (oo_obsCobj_active) A (oo_alt&obj_ac-
tive) A (subj_obj3 & subj_obj0) A (subj_obj3 < subj_obj00) A
(subj_obj4&subj_obj000)
then
c_access|J subj_obj4 X {alt} U subj_obj3 X {obs}

else

c_access
)
)”(* AR JE 514 (ss€ subj_active) A (oo_obsCobj_active) A
(0 o_alt"obj_active ) A (subj_obj3=subj_obj0) A (subj_obj3&
subj_obj00) A (subj_obj4<=subj_obj000) , AR WA BTy , 7 W) Wik
PRI *)
definition creat_object: : “SUBJECT=>OBJECT set =LEVEL =
OBJECT set” where “creat_object_ok ss 0o nn =
( if (ss€ subj_active) A (oo () obj_active={}) A (o o[)obj_zom-
bie = {H)D A (FK. KEc_level A (fst K = ss) A {snd K} X {nn}&
flow)
then
obj_activeJ oo
else
obj_active
)” (C* U 4544 (ss€ subj_active) A (oo [ obj_active={}) A (oo
obj_zombie={}) A (K. KEc_level A\ (fst K = ss) A {snd K} X
{nn}&flow) , R4 BIEEZAK oo JHTh , BIRIK * )
3.4 REBBANIT—HIERIER
PEB— B W BIUE ] B — MR R R S 2B R
*-JBYE, AMTIE B — AR SERE 2 3. 3 W 5 A~
H, LIFRAE get_access Sy, 75 Isabelle/ HOL H A BHiE TN T .
lemma “({K. I m. mE get_access ss 0o_obs oo_alt A fst m=K A snd
m=obs}subj_obj0) A ({K. I m. m€E get_access ss oo_obs oo_alt A
fst m=K A snd m = obs }&subj_obj00) A ({K. I m. m& get_access
ss oo_obs oo_alt A fst m = K A snd m = alt } &subj_obj000) ”
apply (simp add:get_access_def)
apply (simp add: Let_def)
apply (rule conjI)
apply (insert obsl obs2 alt)
apply (simp_all add: subj_obj1_def subj_obj2_def)
apply auto
done
Hrr, apply F7n 8 AR 25 EE B /95 | 3R 8 BE AT
BE s simp 7 ¥ X F B ARRYE G G & AT R IF IH-1L
&7 s R4 rule YEBA J7 ¥ X5 F B AR A BT I AFI (coniD)
f#H insert 75 ¥ AEFTA F B b5 hif A€ 2 obsl, obs2 I alt
YE R B RBE s auto kIR E LA F Hiw, FIRIBEH S
WHIE SGHEATH R BAE.
Isabelle (36 IFE 45 A& 2 iR, “No subgoals” $if B
Isabelle3s UF % 48 5258 , NFAEALATRIEBA ) F BAw o

e s

o5 1 obj_active = {}IA (s0 1 obj zowbie = {})
s € = s3) A {sod K} sdan)E flow)

n-
t obsl obs2 alt)
AUl czsubj_obid_def subj_obi2_def)

B 2 Isabelle BHELS R (—)
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4 NEEMAERERBR—HHRIE

AP 1 AT, 4 P G 2 AR AE SR ol 2 MR A, AN TR
BHE A F DR, A5 NA BT X S ) T RE M4 5
BRI — S AT RAE, FRF R, 4 U Pt
TEIEH A 5] B R L I RE ML 5 & AL ) — B R UE T s .

HeA BIRER A I R, 5 2 e 2. Xt
FH—IhEe, 1 E SE BRI BE IR R A R GER E
& module_name) , #Hl JEEHE T AE R Z 4K GE A B4 data_flow_
name_1,data_flow_name_2,+*-,data_flow_name_n) , 3| F {4
Y EARBAR GEX dd, dd BUE s B & o B AR S B
UUBT AT AT B L ML 78 2 AL 1558 “ E /& module_
name % Z44& data_flow_name_1, data_flow_name_2, -+, data_
flow_name n A dd FFR”, SR J5 F| F§ Isabelle/ HOL % H 347
ERAFR, EITER MY .

nE 3 Bz, X TR A “ R IR HEA RIS R, LB
RERBEHR T IR A OCAE BT I AR d_d Bk
115 B d_ok MPALE (5B management, [ IHTER 2 HRL P
RZIREML A EAK £ X Z A d_tf AR X &K d_ok
ABBAFR X % f& management £ AR, | Fi Isabelle/
HOL X H#HFA T L RR . B RIS BE L2y “ 1L R HEA 9TH B
St TR AL L2 h get_access_ok f {d_ok, management}
{d_tf},

management

B3 usdEARIEE
(AR IR 22 42 AU B LI, B4 get_access f {d_ok, ma-
nagement} {d_tf} 275 B ¥ AN R0, S il RS A 1 R, 7 %o
TE AL 5 % AL B — B HEA T B0E , BD e T AL R
YR NIERVE AT AR S 2 75 0 2 5 0 2, T — BT B
E 5 25N 2 WL A D BE AL 2 8 S &2 & 3R ms , D 25 1R % T Bk .
Isabelle/ HOL 4l B ) 5T $& 4% 14 KA 9 71 2 (lemma) , 28
BB
FIGIFEEE“get_accessf {d_tf, management} {d_ok}” 2
7 B3, B B U H AT 42 245 4 (f € subj_active) A ({d_tf, ma-
nagement} Cobj_active) A ({d_ok} Zobj_active ) A ({f} X {d_
tf,management} Csubj_obj0) A ({f} X {d_tf, management}
subj_objo0) A ({f} X {d_ok } = subj_obj000) &7 . ZIE
1506 2 W] — B AT BB UE , VLT D BB 20 “ L B HE AT B
BH AR, ARG — 30k, UL S REAL 2 “ S IR A Y
YN B S TP SRy 1 vk o
THIE Isabelle/ HOL 45 H ThRE ML 2 55 % S B AU (1) —
I
theory Consistency Verification
imports Main
begin
datatype LEVELi = low|high|param
datatype LEVELf = out|inn|ok|f1fi|f1tf |f2fi| f2tf
datatype RIGHT = obs|alt
type_synonym LEVEL =“ LEVELi * LEVELf”

definition flow: : “(LEVEL * LEVEL) set” where “flow == (K.
fst K = snd K} U{K. fst(fst K) = param} U {((low,inn), (low,
f1th)) , ((ow, f1tf) , (low, f11i)) , ((low, f1fi) , (low, f2tf)), ((low,
f2tf), (low, f2fi)), ((low, f2fi), (low, ok)), ((low, ok), Chigh,
out)) }”

datatype OBJECT = d_tf|d_ok | management( * E X ZEEH *)

datatype SUBJECT= { ( % & X EEEH =)

definition obj_active:: “OBJECT set” where “obj_active == {d
tf,d_ok,management}” ( * 5 XIERFHERES *)

consts obj_zombie: : “OBJECT set”

definition subj_active:: “SUBJECT set” where “subj_active ==
(1) (x B SUBRREMES »)

consts subj_zombie: : “SUBJECT set”

definition origin: : “(SUBJECT * LEVEL)set” where“origin ==
{f} X {low} X {f1fi}” (= BT £ f BEAHLH] (ow, f1fD) %)
definition c_level: :“(SUBJECT * LEVEL)set” where “c_level ==
{f} x{low} X {flfi} 7 (= BT £ { Ha7T450 low, f1fD) %)

definition clasf: : “(OBJECT * LEVEL)set” where “clasf == {d_
tf} X {low} X {f1tf} U {d_ok} X {low} X {f2tf} U { management} X { pa-
ram} X {ok} ” (* BT EARTEBEL ] * )

consts c_access: - “ ((SUBJECT % OBJECT) * RIGHT) set”

definition subj_objl::“(SUBJECT % OBJECT) set” where “subj_
objl == {K. 3m. mE c_access A fst m = K Asndm = obs }”( * &£
VRS B A BN R 9 (R X B O B +)

definition subj_obj0:: “(SUBJECT % OBJECT) set” where “subj_
obj0 == {K. 3m n. mEorigin\ nEclasf A\ (fst m ,fstn) = K A
(snd n ysnd m) € flow}” (% ZEAA 14 05 B 2% 31 5 17 36 4% 1) [ 4
BER(ERXEROES )

definition subj_obj00: : “(SUBJECT % OBJECT)set” where “subj_
0bj00 == {K. 3m n. mEc_level A\nE clasf A (fst m ,fst n) = K A
(snd n ysnd m) € flow }” (% ZE4A (14 705 B 2 31 7 170 36 4% 14 24 i 9

AR (ERXEROES )
definition subj_obj2::“(SUBJECT % OBJECT)set” where “subj_
obj2 == (K. 3m. mEc_access\fst m = K Asnd m = alt}”( % F

3t F AR BARE (R X FHROEA %)
definition subj_obj000: : “(SUBJECT % OBJECT) set” where “subj_
0bj000== {K. 3m n. mEc_level A\nEclasf A (fst m ,fstn) = K A
(snd m ,snd n) € flow}”(* FAAM) 24 FTH TG 17 F AR TERES &
B (FER X EHOEE *)
Coox % % % % DML SEATRIGBHERIE * x » » » » %)
lemma“let
ss=f;
0o_obs={d_tf, management} ;
oo_alt={d_ok}
in(ss€ subj_active) A (oo_obs&obj_active) A (oo_alt&obj_
active) A\ ({ss} X oo_obs&subj_objo A ({ss} X oo_obs&subj_objo0) A
({ss} Xoo_alt&subj_obj000))”
apply (simp add: Let_def)
apply (simp add: subj_active_def obj_active_def)
apply (simp only: subj_obj0_def subj_obj00_def subj_obj000_def)
apply (simp only: habilt_def clasf_def flow_def c_level_def)
apply auto

done

Isabelle [ EGIFEZE UK 4 iR, “No subgoals” 3 B Isa-
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Tz 55 AL W R I Ak iR T SR 147
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creat onisct 58 90 tn =

A (snesub i ob; acts A (o5 4 ohj_zomb
ALK, Ko ¢ level A (fet K = ss) » {snd K} x{nm}e flow)
thery
obj_active Ui oo

e
obj_active

ss=f;
oo_obs={d_tf, management}:
95 att=(d ok}

et fou_0bs < obj_acti {66 alt = oby active )
- subj_obi0 A({s5} <00_ohs £ subj_ohjon)

et_det)

bj_active_def obj_active_def)

5ubj_obj0_def subj_objoo_def subj_objoco_def)
habilt_def clasf_def flow_def c_level def)
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