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The Study of Network Trap Based on Extended Finite State Machine
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Abstract As the effective supply of the firewall and IDS, the honeypot become more and more important aspect of
network security. Based on our detail research of current honeypot development, the paper gives a scenario of building
a practical honeypot by using extended finite state machine. And we also describe the crisis technology that our system

used.
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# port 23 (telnet) finite state machine translation set table

# State Input  Next Parm Cmd Message

0 START 1 1 cat @23. banner

0 NIL 0 1 cat @23- banner

0 ERROR © 1 cat @23. banner
# initial prompt

1 NIL 2 1 cat @23. login

1 ERROR 2 1 cat @23. login

# user [Ds

2 fc 3 1 echo Password ;

2 guest 3 1 echo Password :

2 root 3 1 echo Password :

2 daemon 3 1 echo Password :

# passwords

3 root 4 1 echo HOST_NAME $
3 guest 4 1 echo HOST-NAME$
3 fc 4 1 echo HOST_-NAME $
3 daemon 4 1 echo HOST_-NAME $
# some commands

4 Is 4 1 cat @23.1s

4 df 4 1 cat @23. df

4 pwd 4 1 cat @23. pwd

MWL BB R ATTT LG B HH RR SN E
FHEH TESE . LL—H P telnet B354, R0 hERE
L ZEREB AR telnet X. X. X. X (B3 ,guest (P
2),guest (D), 1s (f4) , IR K EBIAE B 5 B X
@23. login FHE B . FH P “Password, ” . £ F 7 & HOST-
NAME $ 948, X @23. 1s $H15 8.
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{

[property,int] CacheSize;

[/ WERERERIEENXR FERRERFINNE OID 5%

[method,long] ReadObjects([in,out,int] * pNum, [in,OID,size_is
(% pNum)] » pOIDList, [in, boolean] bSpatial, [in, string ]
TBLName, [out] void * * ppResult,[out,int] pNum2, [out,OID,
size_is( * pNum2)] » pOIDList2 );
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[ method] WriteObjects ([in, out, int] pNum, [in, OID, size_is
(pNum )] = pOIDList, [in, boolean] bSpatial, [in, string ]
TBLName, [in,out,long] * pLen, [in] void *pValues);
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[method] UpdateObjects([in,out,int] * pNum, [in,OID,size—is( =
pNum)] = OIDList, [in,boolean] bSpatial, [in,string]TBLName,
[in,out,long] * pLen, [in] void »pValues);
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[method , long] DeleteObjects ([i,out, int] pNum, [in, OID, size_is
( * pNum)] = OIDList, [in,string] TBLName) ;

}s
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