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The Work Mechanism and Application of CAR on the Cisco Router

HE Chun-Lin
(The College of Computer Science, China West Normal University, Nanchong 637002)

Abstract This article introduces the mechanism of CAR and the methods of application on the Cisco router,also pro-

vides some examples of configuration and a specific way of application. It can improve the use of rate and increase the

brandwidth of the network.
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2 CARHIT{ERHE

2.1 CAR RX#%H

CAR B & 115 (0] 3% # (Committed Access Rate), T EH
FAVER X — 4% O 2 F 3% O (subinterface ) §9 3 3 & 3E
AR T APRAE EFREATRR ) X W BT W B AR
QoS thiE%.

CAR Rfext IP fuiete B, %13k IP B A REHFTIR &l
BHihCAR R EEHE X #F CEF %£#: (Cisco Express Forward) iy
P e RRER AT EAE A L BRI L Cisco 2600 R LA R
SATLUEA CAR. U FiX & interface EHAREME A CAR.
Fast EtherChannel Interface. Tunnel Interface, PRI Inter-
face,

2.2 CAR FYE{EHLA

CAR 1] LA %15 04 3R 5 (packet classification) #1 i
B8 H (access rate limiting) BIE A . HITEMBWEIFE.

$—% B ILE (Traffic Matching) . NS L &
A HBMEAWE, AR A& S AT RER M RE
BAR . H PSR T LR R 7 EHIT RN

O EeTHIPHE XRTUEFEHNIPHERAL —
A B R S .

@ ET IP o4&, i 5 X2 iE i rate-limit access list

¥ E LW,

®QoS 414.

@MAC Hobb, W H 5 R i ot rate-limit access list SEE
X.

®IP access list, O] @t standard 5 extended access list
*EXL.

£ % WHEHER (traffic measurement) , CAR R —
44 token bucket B ML/ T AR CNE2).

-

traffic matching specification [+
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[trafﬁc measurement instrumentation

r action
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policy

1 CAR I{EkEH

B2k token A] LLIA AR 55— 25 o & DR AT BT IR 2 3 4 1%
MBI E %R B R BAR i A — 1 bucket P, 3 bucket
BY R EE U B B P 58 L, ZEENIX token bucket &, LA P A
EHHREER(ERBERF R RBNTREE, T2
BPEEZEMBNEE ER)BEFZ bucket, WIT T —5#
& (conform action) X B, % F LR BEEMTRR, LA
EFSHERAHEREE.

O TFRRENTRETHPAHEER, X, HWBH, to-
ken BT bucket Y STRR 3 308 50 3 5k B 4 3K 3 — #¥, bucket
WO EEREN AERASELH O EE.

QLM B AT AAEEE. X, token A bucket
B R L BT bucket B9 HL, X B FE— B BT @ P, token
¥ U bucket, ZEZE T B token ¥ B H (excess bucket,
M CAR REVHAN M siE (—RERZFRE R IP ATg g E
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MU token BYRSEAR) X BB (RIE T $UIE W BB E{RIEFE
APz XA EEA.

tokens
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limit
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traffic
E:] Excess traffic
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K2 CAR @K EEH

3 EZE CAR

31 BEEMEUMNREREY
ETTAHRAZE - (DFAENIPHE (DETF P A
B (BT QoS 74 ; (1) ET MAC #ifit; (5)ET standard
g% extended § IP access list, B M EE R/ . BT
LL{#5 B standard ip access list 388 58 BR & #4715 18] (#E 1A ()
& 1P 3% B T B 4T rate-limit , ] UL extended ip access
list 3552 WL D5 (B iAED A IP /A B i KRR & (i
HTTP,FTP) B E 4T rate-limit, & i8R A 7 2 /3 3 M
ok b W BT R A, U BT LASR A 40 T Y access list € X
mﬁ:
access-list 101 permit tcp any eq www any
HEBEEMEEREN ERLH any eq www any I A&
any any eq www B AT ENRBAREMH FH http server &
ENFERXEFRAERHEFHOS B, BEHEOSH
80), i & http server WEIH FHIEKRE XL B R ITHIMR
HEVREXRIHBEHEROS H80, BEMROSHEE
FHEOS)  MREX NN ERMEE VAR T
W EHITHE RS,
3.2 FEHMAHOAR rate-limit
—ARE R
interface X
rate-limit {input | output} [access-group number] bps
burst-normal burst-max conform-action action ex-
ceed-action action
Kb interface: i A EHTH BIEH M5 O, T LLE Eth-
ernet thET LI serial [, (B ZARFETN interface ETHE M
input [output EFEFHF AR  BEEE—T.
input [output: i PR ERBFMAIBEMOTE.ERLU
REMNENT AR T mBEUKP R ORE, W ZAEH
output; N TE serial 3 CIACE , WIE W B N input,
access-group number: number ZHI A ° B access list
ENXHBRY access list S,
bps: P A EZHBEREE HR, SR bps.
burst-normal burst-max,iX 4 & #§ token bucket #§ Kk
s — AR 18000, 16000, 320005 24 {4, ¥ bps {49 K /N TT
.
conform-action fEBEFEERGI LI TR B AL B SRS .
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exceed-action : Ff 1% HBR il A9 I B A AL TR SRS

action: 4t 78 $F % , 61 45 LU FLF . @transmit: F 5 @
drop: E3F; @ set precedence and transmit : B2 IP §iE A f5
{£4; ;@ set QoS group and transmit VK ZH BN —T QoS
group H {5%i; Gcontinue: F5)#E, B T — % rate-limit iy %
i TR BILAL A 4 FESR B, 40 7T JU transmit; @set prece-
dence and continue: f& 2 IP B[4 # J5 continue; @iset QoS
group and continue: ¥ A QoS group #/F continue.

ZEHY F—4 interface . 0] LIEE £ % rate-limit
44, iR action B H continue, [T FH 1T T — % rate-
limit 474, & F K B 7 continue 2 J5 I8 # ¥ & rate-limit
wAEF MERETEE. MR DR B TTA20% rate-lim-
it iy 4.

23 Fi#t47 hetp REIG B F AAEHEER .

interface e0

rate-limit output access-group 101 128000 16000 16000

conform-action transmit exceed-action drop

X EIETH A8 E X 7E128kbps, token bucket B K/
16000545 . fn B 38 token bucket 5K/, U A 7 35 #93E
ZHEBTBFER.

3.3 1% CAR BEREHNEDEER

R B 44 show interface XX rate-limit ] LL £ 2 %% [
XX #3 CAR LERZR . LH T -

fddiz/1/0
input

matches: access-group 101
params : 80000000 bps, 72000 limit, 72000 extended limit
conformed 0 packets, 0 bytes; action. set-prec-transmit 5
exceeded O packets, O bytes; action: set-prec-transmit 0
last packet: 4738036ms ago, current burst: 0 bytes
last cleared 01:02:05 ago, conformed 0 bps, exceeded 0 bps

matches : all traffic
params: 50000000 bps, 64000 limit, 64000 extended limit
conformed 0 packets, 0 bytes; action: set-prec-transmt 5
exceeded 0 packets, O bytes; action: set-prec-transmit 0
last packet: 4738036ms ago. current burst: 0 bytes
last cleared 01:00:22 ago, conformed 0 bps, exceeded 0 bps

output

matches . all traffic
params : 80000000 bps, 80000 limit, 80000 extended limit
conformed 0 packets, 0 bytes; action: transmit
exceeded 0 packets, 0 bytes; action: drop
last packet: 4809528ms ago. current burst: 0 bytes
last cleared 00;59:42 ago. conformed 0 bps. exceeded O bps

WHESHATRERE CARMWEIRER FLAAREA
conform Y K & . W A g & traffic matching B3N iF B H (9
5,8 E —TE interface L #9 input output i1 RNIEH.

3.4 CAR MIHftA®%E

CAR T LLF SR PR S i B 9 s 2 4b i J] LU SR 4R
PE LTINS .

DOS MW H— P HUERMEPZAFERETA
A ICMP B, ER B 2% L3 ICMP S B AR
CAR WEEE FROITEERIFFE Hln.

interface xy

rate-limit output access-group 2020 3000000 80000

80000 conform-action transmit exceed-action drop
access-list 2020 permit icmp any any echo-reply

XHETTLUR B ICMP G489 % & A M A/, B3 R 4%
MENE R BIK.

HBHiE Cisco MmN AERT 0B hR, 8
CAR SH M EMH R, TTLME SR AP MERBHAER
MER, IMERMETROAALMEEMEERET —E
MR E, R, B hBR T ERAMEERAINELLE
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The Research of VPN Technique Application

YANG Yong-Bin
(College of Computer Science and Information engineer ,Chongqing Technology and Business University ,Chongqing 400067)

Abstract With the rapid development of network economy,E-Business , E-Government ,distance education,etc. ,and
with the ever-enlarging scope of business and cooperation, it is difficult for the tradition way of linking network to
adapt to the requirements of the developing modern business. VPN technique enables network users to establish their
secure Intranets based on the Internet,linking securely together notwork in different places. This paper focuses on the
VPN concept technique and its advantages,and discusses about its application in backup system of WAN of security

companies-
Keywords Virtual Private Network (VPN),Tunnel technique,Identity validate,Encrypt, WAN,Backup
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REBFW E RS XHEER VPN B IH P88

RMEMESHK BTHS ETFRF TEHESMNBE  204~80%MERNH. HFEAFMER VPN & EFFE
R FBMMINERNSRAEUERER B LFE SERARGNES BEE VPN RO ARMEE AP
ERBROTWRE, SO ML O REE RS SFEM  PEZLFRETLRET VPN F.x 8% VPN 8772
MY RASHTERE T ESHER EHEEGETEEE  RAEE 7 EXNER.
A % 4 (DDN . ATM/ i 5 45O BX M 7 X B e LU id B ALk 0 VPN HER
FRBOFTRAEX F—BEHRYE A EMARNALC 0. 5
SMEN AT AR A i A Z (G IR SO VPN 3 1 W% B FH R (Virtual Private Network, VPN) ZF) B
R R AEHE A0S EAMBERAR EEES P MRS T RSN E BIS R SETE GME S RUR

AfkfE LAN
iiE B
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RP ! ;Pé
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