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Abstract Intrusion detection system (IDS)must be capable of detecting new and unknown attacks. In this paper, we
propose an Anomaly Detection System based on Data Mining(ADESDM). Firstly, ADESDM mine suspicious behav-
iors in the protocol header, ports and application data with strong association rules and weak association rules; then,
it sends the suspicious behaviors to the Deciding Module based on Bayesian Belief Net (DMBBN).
communications, the attributes, such as time, direction, ports and IP addresses, are influencing each other. The
DMBBN illustrates the conditional probabilities and relationship among the above attributes, and uses them to deter-
mine whether the suspicious behaviors are normal ones or attacks. Thus, system can reduce the false alarm rate.
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