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Abstract Intrusion tolerance technology (ITT)is the core of “the 3" Generation Security (3GS)”. When some compo-
nents of the protected system are attacked, ITT aims to maintain the integrity, confidentiality and availability of the
critcal data and services provided by the whole system. This paper introduces the theoretical background, mechanisms
and strategies of ITT. By comparison of ITT with intrusion detection and fault tolerance technology, the application
characteristics are described. Some typical projects supported by OASIS program are briefly investigated to present
the research state of the art of ITT. The paper ends with the perspectives of ITT and authors’ next work.
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