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Study and Implementation on the Security Database of High Speed Boundary Router
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(School of Computer,National University of Defence Technology,Changsha 410073)

Abstract With the ever increasing of the network security systems applied in wide range of critical domains,the re-
quirement of high reliability and high availability of these systems tends to be more and more urgent,which leads to
the emergence of the routers executing security protocols (i. e,IPSec) and the tendency of these routers used as the
boundary equipments between the backbone and the Intranet/Internet. The security database management of these
routers includes the management of the security policies and the security associations of the routers. The complexity
of this management requires a flexible,scalable and efficient architecture. Centralized architecture can’t meet this
challenge due to the long access time and the poor parallelism. Neither can distributed architecture do because that
the management of the security database is complex enough to maintain the consistencies between the multiple execu-
tors. This paper prompts an architecture called CeDita in the framework of the ForCES,and analyzes the hybrid archi-
tecture of the security database management which maintains a short access time and keeps the system flexible and
scalable. Furthermore.detailed studies on the key implementation technologies of this architecture are presented in
the paper as well.
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