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Abstract Based on the Android intelligent mobile terminal, the mobile two-dimensional code encryption security system
was designed. The encryption module is based on RSA algorithm. To improve the running efficiency of RSA algorithm
in the mobile terminal, the Monte Carb probabilistic algorithm is combined with Miller-Rabin prime test optimization
strategies to get rapid random strong prime algorithm to improve the RSA algorithm efficiency of initialization and en-
cryption,and MMRC decryption algorithm was used to optimize RSA decryption process. In addition, the M-ary algo-
rithm was introduced to optimize the modular exponentiation carried out during the RSA algorithm. By realizing the a-

bove three aspects of optimazation, the 200 comparison test results show the improved RSA algorithm has improved sig-

nificantly in the Android cryptographic security module than the original RSA algorithm,
Keywords QR code, RSA, Android, M-ary algorithm, Smart security

IEERMPITHEME LR MBI AR RE
A RE S, Z LR A LU B 5 RAT8E R
RSABZMEZ LUK T KB S@®, ZetR, MARE
o, B F RSA EEHEHIERHRENHTERE K, BE
T RSA BB MPATHAES . BT RAREERE .DSP i
FU PCHATH B U R H P BRATR— R HE
RAFE R R BEAT E 7 FRIEFESL RSA BEARE,

fiX & PC Fi#E45 i :U1E Android % BEFHLA N LR
KiER EGR RSA B REFINE P EHBITHEKT,
SEAHPERE SE R SR, 8 RSA BILk%E An-
droid BB FHE AR AR BB ARH . —HEHMH
LHEERNFERRAWLEE . B TEReHERHPF®EN

FIFHHH.2015-12-14 E4E HH#H.2016-03-28

R E R 100 AR Rt R E L E
BUEKE, AERKERRELHERT It dy RSA Bk
TG A8, BB T LI R Android FHLE P 56H)
PRI R 5 CRrR AR % 2R

H I, A< SCHE ) Android B BEF AR B 3h — 410
IES RS, K nEERET RSA B3k, Mk RSA B
B R IRH B E R M, 454 Monte Carb RN R E 3
5 Miller-Rabin 2 &0 iz A 4 5 100 45 2 Do i B ML 38 B4
HiE LIRS RSA BV RN &3 3, 3 R A MMRCH™
fREAEMIA RSA BB LA, 5 AT Mary B 3t
RSA Hikid#H C=M mod N it fT BB H1THR
BT . DA 3 N E AL 1L e 7E Android S & 4755

AT EREFHHEARPRZ BT (2009AA062802) , R H AR B2 34 (60473125), h [H

7 (CNPO) 7 Rk Fh B AE QI3 4 (05E7013) , BR B AL T TR (G5800-08-ZS WX) ¥ B .

FRIMA991—), B, F-H4, EERTIH N AR R BRI E AR, TEMA965—), B, W+, 82, B H4 50T, EEHRIE Y
ATEE SRR EEZLRDTATI-), B, /4, B, TEHRAEN A TEE MREIN; $TE1966—), B, TEFRAS
S ERP 58 EH; MBEA1963—), 5, TRM, EEMRAE I E A TR AL RH X H, E-mail : 710911939@4qq, com,



514

J SR < T Android 1 RSA FEREAEAL 5 — 4ERY b3 0 R e 31 177

S (13 RSA I AR AE Android FHLB PhHH 4 A Bh
TRCRE . TR PABE KB N 512 11,1024 {37, 2048 {i;
X3 MR R E (RS H AN EEE 5Lk Hl
AR K25t 200 WA XT 3L 5 8 . Android fin % B
PR LR A R I B4R T

1 Z#HBERHAER

TR T My e B RAAE RN e
BEA G, B RS R IA B9 15 B AL SR, IS A A B 2% 1Y SO

B NS E 2 A R0, el s fe et . TR
S 2 ) PN RS A8 L ARME X A BUS AY  HERD AT A (i A
HAzapE,
QR Code 4R A R 33 i) L
G R P 1 OF e v,

SEREAS”, SR 1 R
Yy 5,

......

L L ERMER o i
ARE  BE
AL EA
B IE B e

N #AEE

M1 QR Ly

S ARSI A9 " AER A QR R LU TR R D
PRI 2) @ LR 3) A A e SR O RERS B R AU &
R,

Jinag QR A5 B O AR g Bk sc B Ml 1
A LTI a4 1T RAIE AR 55 28 A RE R B A 1.
% QRGP A ARA R B AR K Lt B iR, vl
TEPER 2R MRS (UM R L o s )/ L A AR
AARE—RFIEHY . T LGl F U e A IR B . i
H(Llifffm’lfﬁlﬁh_'"Iuﬂfﬂ:?ﬁfﬂfnE’ikﬂﬁ‘ru fnAA
K5 2 B ) K= S RO HET LI S S A E A %
AR LA K= A &R

2 MEEX&IT S

2.1 RSAE%

1978 4EZE [E B B T2F B 1 3 [ ##% R. L. Rivest, A.
Shamir F1 M. Adleman $& T —Ft 3& T B F 43 i (9 385 B eR
R B BT T RECY B TF B S 5 (PRO) L B 3%
£ RSA FkM . RSA BT — RIS MBGE 392 6
PN KRBT 4y 5 5 (B E 0 H IR B 17 N X0 it
HARHC DR (K RT LU SRR A TR R I 3 1

PRER RSA B an R,

(D FEHLEEEA R B A2 KNEE p.q.

(D n=p=*q,

(I3 Euler sRE fG)=(p— 1) (g— 1), ¥ n NTF, |6
BEXF pog fOOINERE s BLET £ Go ({E 5 Il B NP i)
R

(DFEYES fODH R IEBE e, ged (e, f()) =1,

[ AL 1<Ze<<f().

(O RHEYFE Eulied FE 1 HE d=e ' (mod £ (), B]
45 d. i d * e=1mod f(n),

()] KU=(e.n) . FM8 KR=(d,n), %M. K=
{(nsprgsesd)) In=pq, p 5 q IR KZEE, ed=1(mod
SO, RSABHEFR F(o)=2(mod n) (K €K H o €
Z:)s

BEAH KU=(e.n) . FA8] KR=(d,n) Ji , 3H{g B #4T
s i BRI

(Om%E, FelPERA RN 0 F n—1 MM, &
N C) C=Ex (M) =M (mod n) , H 1<M<<n—1 3}
HISC,

(5% . RFBRE XN :M=Dig () =c? (mod n) , H
Hl<le<n—1 FE L.

RSA By Se L R i 2 B,

| HUBL® 4 B A A K fpfog |

| it Hn=p*afoftn)~(p-1)a-1) |

[ Be. #1<e<io) Hgod(fin)ey-1. WHEEAN (ne) |

[ #Md #ierd=mottn) N EER D) |

[ C=M‘(modn) M=Cmodn) |

92 RSAFEIIn R
2.2 FEHLRREUHUEAE R
EX 1 Ao HANT 1 MIERE, p e R EEK
n(.l'):p;:yl HER AR REL n(ORDNTEHET oW
IBEBI AN 7o B HT AT RS TR N &
BUoe B, OEMW RBIE 00 BE (R BE (RS
() R REY

T 1 ?ﬁ%ﬁﬁﬂ%éﬁﬁn(.r)%ﬁﬁ'ﬁﬁi&,ﬁﬂliﬁm

n(In.r_
r

L R L AT AR (O~
EHE2 KT 1IMEEHEn EXBMESLESRMR:
(r+D"="+D(mod ", HEFEBHAKELHAES
ZLodhsar. T ZLe R i e+ 1D)"= (2" +1) (mod
WA RR A e+ 1D — "+ 1D =nq(0) yqg() E€EZLr]

RSA kb K 3 B LSRR 19 4 B, o R % ma 5] RSA
BRI AN R . SRERA: F R A ER E tk
ARA BB L 40 Demytko BLELY) s 55 —Fp 7 i 2 Se
BEAILA: B— > K H Pl R B A, 40 Lehmann B
M1 RabinMiller &yk!78

TEREEUT 5 B B 2 HCEE B AN, 338G A AT A
B TRE N — e KIERN KRR xfiﬁn_ﬂ%b*iétﬁil%?
Bl D BELYE , RIS A R ETT RSA SR I it ™
P (] IR, DR RT3 , B0GE A H R 1T RSA %ﬁ
2 (RN sk, HoR T R AL AR AR 2RO B

H UL 2B U 7 245 Miller-Rabin #;i™%) | Solovay-
Stassen £ 172 F1 Lehman &zl

4 Monte Carb HIAE 8 3, B4 Miller-Rabin'® 2 ¥
A6 IO A4 3R s 1T DA AS B R R BCHGE A S, W&l 3 B,



178 P2 N

2017 4

[ zrexawmnn |

B3 HREREYLA R B A S EE
ERERWKECH p. RE G R 2ER p—1 HERK

WHO . BEARAE p=1+2° Xm KRG m AR, &0

BROT.

(DA :—MNFp KT 1M E . itk p BE
Bl p REEH.

(2)#% j=0,31E 2=a¢" (mod p) .

OWR =G5 1Hp—1 EKR, W p BEERW, ATRERER

DIE 70 B 2=1,0 p REEH.

(5% j=j+1,F j<bHz 5 p—1 KFEE MHE =
2 (mod p) . REREFEW., MR 5p—1FK N p &
TR, TRER R

()% j=bH > 5 p—1 RE4. W p FERE.

(MR,

BHE R Z TR RIE %, BA B R ORI, R
BRI RBGE T ¢ AR AR R ERBERA S K

T SRR UK ¢ TA KA n KA FROR— /I
A KB E 2R OC(logo)®) LT Solo-
vag-Strassen FHEL | A YRR PR HI R B,

2.3 HERNKEERISBEZLH
2.3.1 TEMAZE

myamy s ym WA E IR EER  a1,a0, 5
B EFERFTBE v=a (mod m) (i=1,2,--,7) , 8 M=

mymg =+ m, » FoME — IzéjlaiMiyi mod M, K M, :M

m’
yi=M; ! mod m; (i=1,2,,7r),

AR WRR O ¥ . B B %6 i 7 (Single-Radex Conver-
sion, SRC) 1R & £ A # # & (Mixed-Radex Conversion,
MRO!H, _

2.3.2 CRT Z# it RSA Hi&

821 CRT MR AE(SRO
L 3HE P<pypy++ps M Pi<P/p 1<isCs;

2. 18 Q<Pr! (mod p) (1<<i<{s) 5

3. EME—# x<d P, Q +d, P, Q+++-+d,P,Q,(mod P),
AR H. L. Garner T 1958 FF iy 5cig. Z/5 D.E.
Kunth ¥ H A FHEK®, H#TTHEHRHE. £
Kunth 3(# 5 #) MRC Jr: g 2 Frig.
Bi%2 CRT WiR&EHFHEMRO
1. 38 Bj<p; (mod pp), 1<j<li<Is,
2. PRI E
vy <—d; (modp;)
v3<—(d; —v,)Byy (mod py);

vee(ds — (vi +py (vy+pp (v oo+ pea Va1 ) =0 ))) By By oo
Bes—1s (mod py)
3. RME—f X<—v,p—1-ppp1 Tt vipepr Fvop1 T vi0

WBHMEEE AR NE n ISR T N RBFRIRT 72
IR,

EHE 3(CRTHWOY 4 prspey p BRENRHE
BIEEE, P=Dp1pp, W] f(x)=0(mod P) 5 f(2)=0
(mod p) (A< By,

EHE AR D/NEE)HMY
0 FefdH RS, <

x"1=1(mod p)

MEE 1 FIEE 2, RAWBREEE m= D (¢) =
¢ (mod n) , I FHAH RS KR=(d,) EEHA P ER n=pq
(p Mg AARRIZEED , Bt h EF 3,8 RSA WFFHITHE
M n FEREEE m =D, (¢) =c* (mod n) = RFEL HHEM p
FIBE q IR AR TR

mi=¢* (mod p)

» REEGx IWR x(mod p)7~

)

my==¢? (mod q)
HEHE 4 ZFEKRX »m =c? (mod p): 4 r=d(mod p—
DT R B (d=k(p—D+r . 8.
my =c(mod p)=c*"P*" (mod p)=c**"" ¢ (mod p)
=(c?" mod p)c¢ (mod p) = 1*%" (mod p)
=™~ D (mod p)
=(c mod p)¢™**~D (mod p)
[F 3, %R &R me=c? (mod @) , & :
my=c* (mod @) =c¢?™V (mod q)=(c mod g)? ™V
(mod q)
BA, MK BRADOELY.
m={(c mod p)* (mod p) (2)
my={(c mod @)% (mod ¢)
He,di =d(mod p—1),d; =d(mod g—1),
BHAFEESRKRRNFBAOHER, HEE 1 HK
%, B2 0T R RSA f B ik,
#i%3 RSAHWSRCHEFEHK
1. i+E di<d(mod p—1)5 dz<-d(mod q—1);
2.1 Ci<—c(mod p) 5 Co<c(mod q);
3. 318 M <C (mod p) 5 M;<Céz (mod q);
4.8 Bi<q ! (mod p) 5 By<p~1(mod @);
5. 18 m<-M;B1g+M;B;p(mod N,
BB 2REFEAQ) . ME=ABEES.
Mll
My M
ﬁ‘:‘az



513

J73CH, % 19 Android 89 RSA B AU S BB th RGBT 179

My =my JMn=m,

Mo, = (M —Mi1) (p7'mod q) (mod q)

= (m, —m1 ) (p 'mod ¢) (mod ¢)

HHES 2183,

m=m; +{ (my—m)(p " mod ¢) (mod ¢)] * p

AR BT B E RSA fEITERE.

E% 4 RSAK MMRC BB
1. 78 di<d(mod p—1) 5 dz<—d(mod q—1);

2. 1% Ci<—clmod p) 5 Cz«c(mod @);

3. HE Mi<C (mod p)55 Mp<CZ (mod @) ;
4. 78 B+<p ! (mod p);

5. & meM, +[(M:—M)) % Blmod @] * p,

WA 3 58RI 4 MF 3 MR 2MR, 2B &M
YO HBEIRERAMNER, MTER ITERaRY
JC 2 WM 1 RA 2k LEARER 1 G T FER 4,118 &
AFEHTT 1 W T 2 KNk 1R 1 M k EERR A 1
K. BEMBEZHER. BR MBS LHBRE B4 W
FHEENMSROZERLEE S FEH MBS —F,
R — BRI
2.4 Me-ary 8%

HREZENHRNR BRE N,M,e 80k 456K
KEHL R ARK (B>256) 0, it EDS,

C=M mod N 3

ER A — R PR TS T 7 5, B T 78

MBI G AR BB e HXN(DOFR:

e=(ek_lek~z---eleo)=f§e;2i(eiE {0,11) 4

M-ary 835U 2B B R ZICEMES, BT B EEX
(D WIBEE d PN BITH R s B AR d (IR FERAL#h 0, LA
W sd=k, EX:

Fi=(eq+(d—Deu+(d—2)ey~++reu) (5
WTEFTEE T HTEE e ATRR N

=S F,24 (O<Fi<m—1) ym=12"

TR BRI A M mod N(w=2,3,4,,m—
DEYE, RE UL d BB MR BVERL S R o, B IR
FERRT R SRR 2 BLLRCR S MRS, BT,
Input:N,M,e
Qutput: C=M* mod N
1. HE FHFEM M mod N,w=2,3,4,"*,m—1;

2. B d R AT ER e, 3k s {5
3.C:ME-; mod N;

4. For i: =s—2 down to 03

5.C:C* mod N;

6. If F;50 then C:CXMFi mod N;
7. Return C,

3 RGERITRIXBLERIN

3.1 E&igit
3.1.1 FRBEATRE

FHLE R A Eclipse THE T & Android 8 43
1%, Android API 245 15, B Android 4. 0. 3, BF it

EHT JavaiBEM CIES L. Android NDK R4k rod, &
P Cygwin #4] Linux iFIFE .,

MERARERT NETEEF K, R CHEBES . BHH
%% Windows Server 2003, 11S jii4< 2} 11S6. 0,
3.1.2 R&EF4EMikit

B AR5 B JAE AR 45 SRR I B Pl R R T R
BFVRLA B HEARSERF T RNHTRIE. BB
PHF AZEMIIT I 4 B, 2T B/S M &, RS
KA 4 B3 . 872 (UD . REE (Service) Wk B E 2
(BLL) M8 v 1n) )2 (DAL) ; FEH 58 876 IR 55 3% (SER V-
ER) 323 AFA7— 5L M3 4 _E R FT LARI 53 0 F P R 8
BN ALEEEMKIEEE, N Bw. B NS
i Web Service O X B th 2 I AR 5 BEAT VL A .

- ——_—— ——— e ———

(e | LS

[ B E

F
HEEBRE

|
|
BEVHE ]
|

B4 Bith ¥ E%RM
3.1.3 MME RABRHET
Bl PR RS FE AT ED B AT A 2 AT » 72 AR 55 I 8 FH 48 4 4 X
BRI RIS BEAT N AL IR A BB 3 N R E RS
SRR 42X 8 SGHAT RS, BRI B D0 R GE BB A,

Y s .
2 sl i iy |
: Hans !
l WHBEXEE |
I
| [ eansran |—pena RSARSHE | 1
| BABEXEL |
! !
| wes [owsinsn ] |
lmmmree e e e —— 2

i RS
e " :
| A“d“’;gz:“s“ eppmEXEL| QREMEER | |
¢ T 1
| BHBEXGe !
i l
| 1

BB L

Es5 s RS RENE

(DB, . S RNEE RS SR — 1 H—
BB RS . REGIS AN , 4 B 16 AL+ HFI S, &
ARG5S R B BT RS EAE BT R H AR A
RECLEA.

()TN 4 AU T RSA BHA RA L, B4
BEBFRNBEKE, =R S S mE SR T8 fh
REF NP B MEER, KRB EARARGIRESR S
IR, X RS QTR .

(3)RSA s . N E M APt F5 5 £ R 465,
M AINEE ARG R #HTNERSE—-RRENR
MR AR 4,

(4)QR B4 B AR 4E QR B AASHI, % 745 5



180 it B AL R 2

{5 B A4 QR 5, 4R 5 FHTER.

(5) QR AR . B R QR Hi i Y38 33 72, it % J5 1%
FIBE OhAS A SCfE B .

(6) ¥ RSA fiff 5 i . 9% SCAR B LA 5Lk i SC
B 132 1 B O B0RS
314 =t AiR R b Ko g

KO IR T RE AL FE 4B RS L HE AT AR D | B SRR
RN 4 AP LR E WA 6 k.

46 QR fiphs K% SCg % R R R

4R T HERD A RN AL SR AR Sk TN A1 LA AE BB AR
22 TR T AE LA/ N S B DX 3 3 . W0 AR fb AL S48, 5
Bk A & XA DrawRect. java, H 4k 7&K [ View 2, UL 4:
R A . EER onDraw A%, 22 i bR 2 HEE TN A0 MR HEL 2
BIF .

D) ZRIUGR R 53 BER AR IR 23 3R 35 I AE (1 KN

2) 54k Paint T4, IFi% & 2 H {5

3D canvas., drawRect O ik fEREf: il g2 4 4 4
Y, B8R B b M U B AR A .

H IR PR AT B 4h T R AL 38, v 4R R A B AR
ARG ZXing, f 5 B0 5 HIBTR B MINEE B 4R
IR B R R A B3 34 1) RSA f# %5 %5 G % 3% 5
BEATHRTE A5 B BT SO B DA A5 2 » B2 BT I - RF e 5 i 1]
PR B EE R s ke 45 Hh S B SR 1 B B3 .
3.2 ZBWwEER

SEH R A Android 8 EFHLAT QR B3 #EAT 18 50, 58
BRI S RO R ERGMA R 4. 0. 4,CPU hRE 5 e
Snapdragon MSM8260, 45134 1741MHz, ;N ¢4 1GB, ##1%
Ly 800 R E, XHF A BIXT £,

o3 B A AR MER RSA B3k 50 fA Y RSA B2 A 1445
R #ATINER . SR OpenSSL A4 5 RSA 2541 %t , F F i %
BT 1 5 B D RS 0044669511201239” BEAT AN B Ak 1,5 SC
HFEIFEEXFEREAR QRIG, B 7 /R H T HEHMBEKE
A 512 37,1024 37,2048 {7 Bt A5 EAY RSA 5k #F f5 RSA 1
I % ORI ES R

(O BEK R 512 67 (DB N 1024 i (OB KR 2048 fir

7 %X QRY

a3 Bl R AR E RSA A %5 55 B RS0 ) RSA ff 28 8 ik X

WHBUA KIS N 512 17,1024 {37, 2048 {37 B9 % SCFAF AT

N it AE— AR BEAT 200 YSEES: L I in B R Xt %

SCFAFEREATING Prds E R ), goib a5 Rk 1 g, b

A RSA B AR N, a8 50R 2080 F B A et J5 9
RSA Bk fir F Bt R0 3R & .

1 IS R

EHKE PR % Bt RSA ¥ #
(f) F 34 it 18] (ms) F 8t 8 (ms)
512 15. 64 5. 75
1024 34.42 12. 23
2048 87.26 23.83

S 5K FHARME RSA S 85 510 Aol itk ) RSA fff 28 5 3 %
WEPRE K E R 512 {7.1024 37,2048 (v i i) %5 SCF 55 & o
1R 25 X B — A A B A R AT 200 TR SE6 L I A A A
U5 SO R AT A T EE R R] L SRS R g 2 &
8 iR,

2 AR

FHKE A % # RSA H %
(1) F 34 Bt 8] (ms) F 34 8 18] (ms)
512 8. 64 L. 75
1024 23.42 5. 23
2048 53. 26 12. 83
60 ]
| ms
%07
40
30 b HOBRSA
| —— 465 RSA
16 + . .
. e, EHKE
512 1024 2048

(5] 8 fiff 8 vt BE IR 45 SR Xt e

K PR UE RSA fif % 5o b r I i . 248 1 K g
AKTF 512 fibit . # 3% P mAe s i S QR ABAYIR G 24
I R 1024 (76, U AT R T B X AR Sk B 0 B2 B
ORI R T AR SR B R AR R LR e ] TR A &5
(4T A RER B AL s 5% 2048 13 19 B B I o B A TE 1 S g o
T YRR (R BT,

SR FCHE Y RSA A 285 500 0] JLUEA T 40 Figp 0 o i 25 3 8
W B YR AR KT 512 (Rt B sh & FrimBEs R
A S I QR AT S  Y B A R 1024 (A fi 2
FERITECT R SR FH 2048 (0 A9 25 G, X Sk 5 8 A7 R
FA) S T AR W B T R

283 200 YOO HeSEBR AT A58 R L 3 AN T RO A L
JitiJ& s 7E Android “F 65 4 5% S5 B 19 RSA BCE i B (45 H 7
Android & I FH B ST 30K HBR o BE RSA Bk W .
Android fin % B hRCR LR A B B4R Tt @8 7E Android F
BB PR i A TR B i



1

J7 3, % (6] Android B9 RSA BIERAL 5 A% th R & it 181

GRiE  ASCHE W Android 8 8B F YA T #31—
B MELT R, HMELREE T RSA BB, R RSA
BT S A IR 105 B IR, % Monte Carb RIBESRH 1
#5& Miller-Rabin REIILMAKIE R DR BB REE
B, LUE R RSA BEEMHB L RN ; 3 HR A MMRC #
FHLMAL RSA BELREEFIAT Mary BEEXT RSAH
B EPHETHRREE HTRERIIE. B E 3
A0 T AR AE S B, 200 YN HG SE 5 R B #E % Android $(F
Bith ¥ & . BEE RSA BB AR FE RSA B
EEHE TR, WA AR RSA B3I AR R G
IR R B, 418 2 Android FHLB thBi R o B9 BAAT
BERER.

2 %X X W

[1] MA Chang-sha, HU Ai-qun. Research on improving the speed of
RSA algorithm []J]. Information Security and Communications
Privacy,2010(10) ; 80-82. (in Chinese)

HED VER XTES RSABLHENTIRLDL fREL
538 E{R%,2010(10) : 80-82.

(2] RIVEST R L,SHAMIR A, ADLEMAN M. A Method for Ob-
taining Digital Signnature and Public-key Cryptosystems[]].
Communication of the ACM,1978,21(2):120-126.

[3] DIFFIE W,HELLMAN M E. New Direction in Cryptography
[1]. IEEE Transaction on Information Theory,1976,1T-22(6):
644-654.

[4] HE Yi-chao, LIU Jian-qin, HEN Wei-hai. The Chinese remain-
der theorem in the application of the RSA decryption[J]. Jour-
nal of Hebei Academy of Sciences, 2003 (3):138-143. (in Chi-
nese)

REH BT, RS, TEIRKXEHEA RSA #ET LA
[J]. WA RIEBE44R , 2003(3) : 138-143.

[5] XIAOQ Ping,LI Xi. Based on RSA digital envelopes technology
Android data security mechanism[ J]. Information Network Se-
curity,2013(3) : 37-39. (in Chinese)

H ¥, 2P, T RSA BFEHBE AR Android B L £ H
(). 5 8 M%EE S, 2013(3).37-39.

[6] KNUTH D E. The Art of Computer Programmings: Seminu-
merical Algorithms[ M. Stanford University, 2004

[7] FENG Deng-guo, FEI Ding-yi. Cryptography guidance[ M]. Bei-
jing ; Science press, 2001, (in Chinese)

BEE, B E— FBH¥S5I ML do xRl Rt, 2001,

(8] HWHEEFEESMELL-FEHESERIM] NEL, i L.
Tl i it 2004,

[9] WANG Ying. RSA algorithm quickly generate method of large
prime Numbers[ J]. Journal of Hunan Institute of Science and
Technology, 2005(5) ;: 14-16. (in Chinese)

F¥ RSA B RERMREE Bk ] SR 2 k%
$##,2005(5) ; 14-16.

[10] HE Yi-chao, LIU Kun-qi. Rapid Realization of Rabin cipher{ J].
Application Research of Computers, 2006,23(9):51-53. (in Chi-
nese)

WEH, X, Rabin HHEEMEE LRI ] HE NN
FHBF3E ,2006,23(9) :51-53.

{11] FANG Yuan,FU Hua-ming. Two-dimensional bar code encryp-
tion algorithm research[ J]. Electronic-technique, 2009 (1) : 50-
51. (in Chinese)

FIE R R FENEBEEMTRL] B FEAR, 2009
(1):50-51.

[12] ROSE K H. Elementary Number Theory and Its Application
[M]. Addison-Wesley, 1984.

[13] KOC CK,Hung C Y. Adaptive M-ary Segmentation and Canon-
ical Recoding Algorithms for Multiplication of Large Binary
Numbers[ J]. Computers and Mathematics with Applications,
1992,24(3).3-12.

{14] DOWNEYP, LEONYB, SETHIR. Computing Sequence with Ad-
dition Chains{ JJ. SIAM Journal of Computing, 1981, 10(3).
638-646.

[15] RAOQ jin-ping, FENG Deng-guo. Research and implementation of
high speed RSA processing chip[J]. Computer Engineering and
Applications, 2003(5) :139-141. (in Chinese)

RV, B E. BiE RSA LFE A AR 5L HEN
THES5RH,2003(5):139-141.

(16] WANG Hao,QU Yan-ming. 2D-Bar codes reading: solutions for
camera phones[J]. International Journal of Signal Processing,
2006,3(3):164-170.

[17] State Bureau of Quality Supervision. GB /T 18284-2000, quick
response codef S]. Beijing: Beijing Standard Press,2001. (in Chi-
nese)

ERAREER. GB/T 18284~ 2000, HRE MR EEEM[S]. it
R JLEUIRAE ) R4, 2001

[18] ALSUWAIYEL M H. Algorithm Design Techniques and Analy-
sis( English Version) [ M. Beijing; Electronic Industry Press,
2003,

[19] LIU Jian,SUN Ke-qin, WANG Sun-lv. Control flow analysis
based on the Android system code vulnerability mining{ J]. Jour-
nal of Tsinghua University (Natural Science Edition), 2012
(10):1335-1339. (in Chinese)

&, AT TEPME. e TFIEHI MM A Android R G IR
WAL A (A AR ) , 2012(10) : 1335-1339.

[20] SUN Run-kang,ZHANG Xian,SHAO Yu-ru,et al. Android
phone security detection and forensic analysis system[]]. Infor-
mation Network Security,2013(3):71-74. (in Chinese)

PERE, B, BRE 0, %, Android FHLE BT S5BOES T E
1. FEFIBES,2013(3):71-74,

[21] LIU Xiao-ming. Construction of two dimensional code anti fake
system with asymmetric encryption{J]. Software Guide, 2015
(3):145-151. (in Chinese)

NGE. e RN 5D BE th R g [T]. AT T, 2015
(3):145-151.

[22] ZHOU Ze-yun, XIANG Yang-xia, ZOU Yu. Application of An-
droid system in equipment support information system {J]. Si-
chuan ordnance Journal,2015(4) ;: 77-80. (in Chinese)

%, [, 48H. Android RACEEZREFRRETH
BEFACT]. )i EE T 4448 , 2015(4) . 77-80.

{237 ZHOU Xiao-ging, LU Tao,JIAO Qiang. Anti counterfeiting sys-
tem based on QR code [J]. Computer and Modern, 2015(1):
122-126. (in Chinese)

Rk, B, IR 2T QREMAZFHRZEL] HHENYS
FALAL,2015(1) : 122-126.

[24] LIN Yong,LU Jiang-hai, YAO Jun. Construction of two dimen-
sional code inspection report anti fake platform based on RSA
digital signature [J]. Quality and Technical Supervision Re-
search,2015(4) :55-57. (in Chinese)

A, A0S, PR, £ T RSAFFE AN HONQRHREH



182 it B OB 2%

2017 4§

Faz[)] REB R BT, 2015(4):55-57.

[25] WU Kai. The design and implementation of bar code scanning
software based on Android platform{J]. Information Safety,
2013(10):223-231. (in Chinese)

Y. #F Android ¥ &M &B R ME4MRIT SR
B324,2013(10):223-231.

[267] XU Jie-min, XIAO Yun. The present situation and development
prospect of two dimensional bar code technology [J]. Computer
and Modernization, 2004(12) ;141-142, (in Chinese)

HBAR Y B HFAEERAIRELZBERD] AN
1k,2004(12) : 141-142.

[27] ZHANG Xiao. Research and implementation of software protec-

tion strategy based on Android platform[D]. Beijing: Beijing U-

niversity of Posts and Telecommunications, 2015. (in Chinese)
5. BT Android Y& BySRIAFR I RS BT E 5L H[DD. 4t
LSRR KA, 2015,

[28] LIU Zhi. Application of three weight DES, RSA, SHA-1 algo-
rithm design data encryption system[J]. Software Guide, 2015
(5):165-167. (in Chinese)

X7, R =% DES.RSA.SHA-1 Bt BiEmE #24%]].
WS, 2015(5) : 165-167.

[297 CHENG Xiao-rong,MA Li,HE Zhuang-zhuang. Analysis and
improvement of public key RSA encryption algorithm[]]. Net-
work Security,2015(8) ;44-45. (in Chinese)

RBESE, O, ot 2348 RSA IS Bk M a0 eI, M
Y224, 2015(8) : 44-45,

(L% 158 7D
PSRBT R BE T Y B,
# 3 mEEREste

Protocol 2C 28 Total
Signing/private key decryption 3 4 7
0 Verifying/public key encryption 3 4 7
ur Symmetric key encryption/
. 2 1 3
decryption
Signing/ public key decryption 0 2 2
Chen 10131 Verifying/ Public key encr.yption 2 0 2
Symmetric key encryption/
. 2 2 4
decryption
HHRIFE ACRET —MHOET PRI RN ENE

SAME N, KA AP HE %5 Diffie Hellman P Y515 2
TESTEEG MR T BT 04 1y B 5% 5 U By B3 R Ker-
beros YHUFFTERISH O 4 M E 2 FE, A I F & H UL
VeSS AP 50 R —F 07 3, AP R 5 48 Z A 3L =
FHAWBEASE W R, BE T RESHEAEEY
BRE. BARAAREEXREMER S~ ERF 84 5m
w AR AERS S R EEEEL, RIE T HEFER R
HHEE. RettatiRAEHEAOEFREK
#r EHEE FRARE S SR Rd iy A Ee T, F B RE
Hil [6] Z 2 YA AT R R

2 E XM

17 MANNAN M,00RSCHOT P C V. A Protocol for Secure Pub-
lic Instant Messaging [ M. Financial Cryptography and Data Se-
curity, 2006:20-35.

[2] CAOT,QUAN T,ZHANG B,et al. Crypt analysis of Some Client-
to-Client Password-Authenticated Key Exchange Protocols[C] /
2010 3rd IEEE International Conference on Proceedings of the
Broadband Network and Multimedia Technology (IC-BNMT).
2010.654-658.

[3] YAO Y,WANG X,SUN X. A Cross Heterogeneous Domain
Authentication Model Based on PKI[C] // International Sympo-
sium on Proceedings of the Parallel Architectures, Algorithms
and Programming, 2011.325-329,

[4] ZHANG Jiao,ZHANG Yu-jun,ZHANG Han-wen,et al. A Fast
Inter-Domain Authentication Method Combining Trust Mecha-
nism in Mobil IPv6 Networks[J] . Journal of Computer Re-
search and Development, 2008:45(6) :951-959, (in Chinese)
K. KEE, KB EF SEEEVHND IPve W HRE

EEAET BT BB S & & 2008, 45(6) : 951-959.

[5] BYUNJ W,JEONG I R,LEE D H,et al. Password-Authentica-
ted Key Exchange between Clients with Different Passwords
[C] // Information and Communications Security, International
Conference, ICICS 2002, Singapore,2002:134-146

[6] KIMJ,KIM S,KWAK ],et al. Cryptanalysis and Improvement
of Password Authenticated Key Exchange Scheme between C-
lients with Different Passwords[C] // Computational Science and
Its Applications, ICCSA 2004, Springer Berlin Heidelberg, 2004 ;
895-902.

[7] YOONEJ,YOOKYY, et al. A secure password-authenticated
key exchange between clients with different passwords[C] //
Proceedings of the 2006 International Conference on Advanced
Web and Network Technologies, and Applications, Springer-
Verlag,2006:659-663.

[8] LIU Xiu-mei,ZHOU Fu-cai,CHANG Gui-ran. A Verifier-
Based Key Exchange Protocol in Cross-Realm Setting[ C] // In-
ternational Conference on Networks Security, Wireless Commu-
nications and Trusted Computing. 2009 5560-5563.

[9] FENG D G,XU ]. A New Client-to-Client Password-Authen-
ticated Key Agreement Protocol[C] // Coding and Cryptology,
Second International Workshop,IWCC 2009, 2009 :63-76

[10] YONEYAMA K. Cross-Realm Password-Based Server Aided
Key Exchange [ C]// Proceedings of the 11th International Con-
ference on Information Security Applications. 2010;322-336.

113 XU J,ZHU W T,JIN W T. A Generic Framework For Con-
structing Cross-Realm C2c-Paka Protocols Based on The Smart
Card []]. Concurrency and Computation; Practice and Experience,
2010,23(12) :1386-1398.

[12] CHUANG P J,LIAO Y P. Efficient and Secure Cross-Realm
Client-to-Client Password-Authenticated Key Exchange[ C] /
Proceedings of the 2014 IEEE 28th International Conference on
Advanced Information Networking and Applications. 2012.701-
708.

[13] CHEN L, LIM H W, YANG G. Cross-domain password-based
authenticated key exchange revisited[C] // Proceedings of the
INFOCOM, 2013 Proceedings IEEE. 2012;1052-1060.

[14] YIN Yin,BAO L.Secure Cross-Realm C2C-PAKE Protocol
[M]. Information Security and Privacy, 2006 : 392-406.

[15] BYUN J W,LEE D H,LIM ] L EC2C-PAKA;An efficient
client-to-client password-authenticated key agreement [J]. In-
formation Sciences: an International Journal, 2007, 177 (19).

3995-3401.



