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Improved RFID Key Wireless Generation Algorithm Based on Tag Part ID
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(School of Computer Science and Technology, Guangdong University of Technology, Guangzhou 510006 , China)

Abstract Aiming at the security problem that the initial key is easy to leak in the wireless radio frequency identification
system,a RFID key wireless generation algorithm based on tag part ID was proposed. Before the tag and reader authen-
tication, the sharing key is generated by the part of label ID and the random number reader generated XOR. Security a-

nalysis shows that the proposed algorithm can effectively resist replay attacks, man-in-the-middle attacks, desynchroni-
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zation attacks and other active attacks,as well as passive attacks, with high security and low cost advantages.
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