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Analysis on Fitting Model of Network Covert Timing Channel

YANG Peng ZHAO Hui BAQ Zhong-gui
(Beijing Institute of Tracking and Telecommunications Technology, Beijing 100094, China)

Abstract With the rapid development of computer network, the security of computer network has caused more and
more peoples’ attention. Among lots of methods of network attack, network covert channels have become one of the
main threats to the security of computers. Because of its undetectable nature and high data transmission rate, covert ti-
ming channel has become one of current research hot spots in the field of information security. This paper constructed a
model for the transmission process of network covert timing channel. The model describes how to encode and modulate
covert messages using spreading code. On the basis, we analyzed the probability distribution of the constructed model,
then made a more comprehensive contrast with the Poisson distribution which is used to fit the legitimate channel. Ai-
ming at analyzing the concealment and data transmission rate of covert channels, we first analyzed the parameters which

impact the above properties of ‘covert timing channels, and also discussed the relationship between these properties,

which has certain significance for the future work of network covert timing channels.
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