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Design and Implementation of ACL Based Discretionary Access
Control Mechanism in Secure Operating System
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(Institute of Software,Chinese Academy of Sciences . Beijing 100080)

Abstract As the traditional file system permission model in linux is inadequate to provide fine grained discretionary
access control and can not meet the need of strong system security. This paper focuses on the Access Control List
(ACL) based Discretionary Access Control (DAC) Mechanim 1n secure Operating System and presents a methmod to
put ACL on Extended Attribute(EA) mechanism and to implement DAC mechanism as a loadable kernel module with

the hooks inserted into kernel by the Linux Security Module(LSM).
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