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Analysis and Resolution of Integration of Multi Security Policies
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Abstract Resolution of integration of multi security policies is the base problem in secure OS which supports multi
security policies and dynamic policies. This paper uses a state transition approach to formally analyze a security system
and presents the different effects resulted by security-depended actions of different policies on security states. We will
analyze TE,RBAC model and T&R model (their integration model) ,present a thinking to tackle the hybrid integration

and consistency of multi-policies,which lay the foundation for implementing secure OS.
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*Create_User (u,r,); = ({U',R,T,P,S,UR ,RT,TP,
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*Create_Type (t,p): =WU.R,T",P,S.UR,RT,TF’,
US,RS). T :=TU {t}; TP . =TPU {(t,p)}. B — 1
Type, KT M ESIR po.
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(u,p,t):=true
AP (@SES) TR RETIR Y p HEBENHERERN:
BB (p~t—~RACHEE HARAP v B ELES
BUET A6 r REUSRIERA B RIE.
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ER TR, TR IV 325 0 — BOPEFI g0k .
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LAY e in RBAC B —F P U R . B HHE
PR RE UK FE STV SRR B R MAC 8%, XX $F DAC
HE, T TE KBk 22ERL M Ui b ¥ HAE N BB T . R A
Wi S EBIES L RBAC AHESE, TE HER ARER FH
FETUAAHBELER, i BLP.Biba %, ZKBHE
FHEXMT:
Permissions .

TE Declare:
RBAC Declare .

Perms pl{(obj,ops)};

TE_Type t1 {pl,p2.p3--+};
RBAC_Role rl TE_Type {t1,t2,-};
RBAC_User ul{rl,r2,---}
Security_Object . type.{|Jp,}

Security_Subject : user; { U }

Access__Allow. typel.type2:{|JP,}

FE X EAF P PRAERIFT A VAR, LR p1 A
%t %f % obj & ops B E; E X TE f — 2R o], TH MR
{pl,p2.p3, -+ EX RBACHH— 1At rl, Bf TE X7/
{t1,02, ) HHFE—SEXAP ul, AALHN EE &5, 5
BEERE 102, FEE Y FABRE type, T
BEXHRETEAAGHREP BEOEHEMM AT
REAEEE type XRIAAREM IR . SKBIESEEMN
R B R RERERAREEIRE REERE MGG
M. BRBESHRAETE -T2 RNXERE. A
LT ARIET eS8 —BE I gk

BRiE ZERMNTERERBEET L2 R
M SR AXRAERMOTERILT RENTLEKE
FRER, AT TEARRBEN T, KR SHEIIERLKE
AT A LR FR . R T R4 7E TE #1 RBAC Ffh &£ KR
HESPHERRE BEXRKTHMMERREARMEED
EHEH F S84, HAT T EMMERHER TRR HAER
TRGEEEREHTA AEAT ZENTERE FT RBIIH
A E LK EETLRESERNEY, FMAFBTIRER
R ReE 3t R &M TR, R K MM AR MHAN
ZEBREREMNEARET S%.
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