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Abstract There is limitation on the traditional user identification and access control of database security mechanism,
such as to the illegal actions of SQL injection, disassembly with error messages, misusing authorization. The paper
presents an access control model based on transaction sentence templates and its sequence, The model can prevent data-
base from these illegal actions effectively. The paper also discussed the implementation method of the model and its ap-

plication environment. At the end of the paper, a performance analysis to the database query is reported.
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BEAR D TR SQL BRI BT HARTFE,SQL
EARERRMTHARFHRITHREZRAZESMESH
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SREGR R A W, A3 L, SELECT B R 4l

2.2 BEEHTES

TR % U R AR Z B E — B R BRAT IR » G
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e B4 EARK SQL F A E ) U1 “Select * from users
where username ='admin'—"8“Select * from users where
username ='"or 1=1"1 FRF 4 R — K Lk W17, &)

1
“Select * from users where username ="";drop table user—”

H T 3 R ARAR B AT 3 T Tk AT

Xt R EEAR R HE B A R AR, B TR R RS
AR BB B, IR AR BRI R S
WHEEERRIRAER . S EAR AT RGBT H 55
B TR AEVE L PR R B9 SR M R B, IR sttt AT A7 Ak 1R
KRR ER RS . ;
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RAPERNFTI S ERZDBEEZA, MR RFR T L
# SHIFRERTE S, ER A RS ENAERERE
2 BB AR J5 BT 18, B 4 Xt 25 0 “select % from users
where Username= ‘/NF’ and Password= ‘abed’” & 4%/
BRI EBC OP = {select}, F={%E, g}, T={%4%
#},C={Username=“/NE’, Password=“abcd’ }), R
B 28 ST 5 RAR FE o i BA AR AR UG T, A0SR SE ) R A DL AR
AR BB RUEAR , W BLE S MRAZ, H B E S ML REER
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UL 27 3 U 1) BB PR AR S WS S, B STR ST
o T B AR L R S E A N AN T B Lt RS IR B2 T ey 2L
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Al - B SE B
LE Bt
y S—
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based Human Resource Management System) H1, 2T fE 1 1)
ANGEEREEREE, RIEFREN—ELURELZ
EANFEF K S5 E AR . CHRMS REMA=EH
B/S 4544, Visual studio. net 2003 Y5 FF & 3538, ASP. net 3¢
a2, B o & 2 i R 7E B X3, Ll SQL Server
2000 fE R ERBIBER S 2. B 5 RENERE A BN AESP
[ 289 B2 L2, TR TR

A7 BtRs B E 341 1E A T & 89 NHSDB™! (3 i %
LW, NHSDB B— M ETERXRABEHA, LW
HETFfaaihaEHfETRERCRHIEZSRKBEHESSH B
HRPRETHRE, ZELR—NRA FHINE FREH . &
SHWFARE RN ZEP PR B ERARRIEERER
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PR EBEEN L L FRANBERIRES. ETESFEUE
R HEE1E R NHSDB A2 Kl 9 — &4, AT R B A P
EHEAR R P E TS A I A RMAESR, F
BRI T I i A P B AR FE R B P LT
FifE ,NHSDB W& £k R a8 6 FiR.

4 fERESHR

AP EWERHT, TFESEAER B BUT 5§
FERE I, Xt AP R — 2 B R, E R b U T AR AR
XEWEERE R, WRE G BT Intel LT
% ,CPU 1500MHz, HN#E 256M; %k {43138 . Windows 2000
Server, SQL Server 2000, 3¢ Fi i + frid CHRMS R & B4R
B, BiEEAs: BB R RBEE (B s B4 fFE. 0
R | 4 R B E] L4 L ISBN B4t 12 M5B, BIliR AT 3
# 229073 £&iCR.

A4 RAERAERAZEE A B A EAF RN ST S GRERER)

%4
BB 500 1000 2000 3000 5000 10000

1 0.6641% |  2.0319% 32038% | 60587% | 6.6277% | 16.3051%
10 0.8198% | 1.3182% 17721% | 3.1308% | 5.8870% | 14.8960%

100 0.8626% | 1.7761% 1.9870% | 5.0608% | 6.8089% | 15.2010%

500 0.8049% |  1.8623% 2.9674% | 5.2956% | 84513% | 15.6616%

1000 0.7951% |  1.8841% 3.2189% | 5.2917% | 7.7704% | _16.3060%

B B b e B A RARIEA TR, X REATE =R SRIE AR E AR SQLIEA RBHYEE

Restyrp, Fl ol v A2 R AR EE A P B9 OR , X H0HE R ok
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FEKESHAZ , 23RS HEHEREETR, MY SRS
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AT REAR, 5 BIZE AR B R 500, 1000, 2000, 3000,
5000,10000 1§ 5. F , Xt 25 #7385 47 $04> 51 2% 1. 10, 100, 500,
1000 BF R T # AT, { K BCy 100 K, BUL %, 18
BT R PFUREARITACE 8] & B RN E S L.

M 4 AT LUE ) O R e ] b R B2 B A 0 n
B, B2 R UC AEARHE] A R R R AE TR, MR T
5000, UG Fc B 8] 2 o5 & B ) LA 4 b, MR AR B0k B
10000, FLREH 2 &8 + o 8 xR e k. I F L&
RERSMFERAEL FTAINERER EXEAES
HUHER O KE T.REE FHRS TUHR KRB LA
], EH AR

AL HERE TR TR BT R R ATATHY, X &
ke i0)-2 TR ap e e]

A AP AR ASRIEEARSERTE.BE T —
AN S B AR B FE B A A LA B B P O ¥ SR X I
X4 PR T AR B RS A T .

T— 24 Jr s p A B R 9 488 P IR & NHSDB # i
Berp, M R R AR WA B Y 1) — B 43, 4 T EE B ST AT 188
A YISEASE T R B 34 B P 2 HREAR , LA B ZE 3B P
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