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The Design of Key Exchange Mechanism of Linux VPN Gateway

ZHU Yan-Qin QIAN Pei-De
(School of Computer Science and Technology » Suzhou University, Suzhou 215006)

Abstract General design of a VPN security gateway on Linux is discussed, in which Security Association(SA) is nego-
tiated dynamically based on IKE, focusing on the scheme of elliptic curve key exchange. And fast algorithms of point
multiplication are given. As the elliptic curve cryptography has the highest security strength, the efficiency of key allo-

cation is greatly enhanced.
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