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Analysis of the Security of Machine Readable Travel Documents
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Abstract The new authentication system adopts biometric verification technologies. And the security of Mrtds with bi-
ometric information is an extremely important problem. In this paper, we first analyze the implicit menaces to data of
machine readable zone in Mrtds and conclude the suggested system security scheme, i.e. , PKI digital signature by
ICAOQ. Based on these, we consider the authentication of Mrtds as the links among the following four elements: the
protected data, the corresponding hash value and digital signature, and the holder. To the technologies used in each
link that is PKI, digital signature and biometrics, we propose some additional requirements and security characters. So
that the improved system reinforces each link in the system and the greater system security level is reached.
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