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Abstract All kinds of different methods based on rooted-tree multicast key distribution schemes make efforts to mini-
mize the user key storage while providing efficient member deletion. In this paper, we show that the user key storage
on rooted trees can be systematically studied using basic concepts from information theory, and the rooted-tree-based
multicast key distribution problem can be posed as an optimization problem. In particular, we show that the entropy of
member deletion statistics can quantifies the optimal value of the average number of keys to be assigned to a member.
We then demonstrate the key distribution on rooted trees with an example of a key distribution scheme that attains opti-

mality but fails to prevent user collusion.
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An ID-based Group Signature Scheme
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Abstract Identity-based (ID-based)cryptosystem can simplify key management procedures of certificate-based crypto-

system. Group signature is very useful to provide the signer’s anonymity, so it is plays an important role in building e

commerce, anonymous electronic voting etc. In this paper, we propose a new ID-based group signature scheme based

on the bilinear pairings. The analysis shows that our scheme has higher safety and better efficiency.
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