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Constructing Correlations in Attack Connection Chains Using Active Delay

LIQiang LIN Yan LIU Kun JU Jiuv-Bin
(School of Computer Science and Technology, Jilin University, Changchun 130012)

Abstract  Usually network attackers conceal their real attacking paths by establishing interactive connections along a
series of intermediate hosts (stepping stones) before they attack the final target. We propose a method for detecting
stepping stones by actively perturbing inter-packet delay of connections. Within the attacker’s perturbation range, the
method can construct correlations in attack connection chains by analyzing activity degree of correlation window and
monitoring period characteristic of packets delay. The method can reduce the complexity of correlation computations

and improve the efficiency of detecting stepping stones.
Keywords Traceback, Connection chain, Active delay

1 5|

ETMEMNHHEL BN YIS ELREN™ER
M. REUHELHELIEHELZRARBEALSH, ER
HRUE HirarER —RIP R EVLBHRID W E . X
BEEERARRE S LAMEA , 18 M4 B IR 608 Bl
HBRBEEH P ELLERBEZ—.

B, B RAEE A LK B EE BT Telnet 5 SSH &
REEH B, # TR EH C KRGS, MREEN CLAME
HrrRE R AN H R A A EN B, RASHEFHNA
BV AREBANELEXAEN A, LHENBCHE
PLER 64 FT A B Bl R R EA LS BREE
B, MERREH I IRERARERE -1 EHN. WRAR
ARG R AR TR, P2 AR LA THRBELR
AWM BEHIIEREE .

BERERT FRBE T, T LAPIT - E RO R 58 5
OB, AP BRSBTS RRE T LM B EEA
E#. M7k B TR EE W RRE T R IAERE T
PR R Bsh B i ¥e FE R 45 P R — A BRI HLIR B R #
# ORGP ETEVHBARE, ZIHFHRKEE,
FEG PR R IR W18 B O SR B B & RSk AT B s E L
BT, FEOC R R R A e 7E o 18] W AT A PR L
BHXBRER™Y ., aTHEANE. EHTENFUE
BARLER5 | RMENZEL, ERILRREEMES, AR
BARIER AP L HAT BT U P B A B KB AL B
MREMEN . ETENITERESXRMEEENERT

* AT E R G AR A BB (90204014),

HZ— (AR T E B 0 05 3 5 4K F 2R A B (B 4%
t, M & AR B 58 B R UL T IR 2R G B BHEI R,
H HE8 TR M Er I kR B R S ER P 48 S B 1T KB IT
K, itEREX,

EXFH,BIRE - EHTRBBVEETREC
IR EE IR B i » FE BT 3 BT AR T MBR AR WL R MR L TE IR
B FR S iA TS B 2 P A A 40 AT 4 S B (B O 1 N RE SR SRR Y
BB, E M DA BB A BIAES , E B
e i) P9 A BRAR ML e R A B — B IARAE . 7ER4E S O
MR FSARAE , B E DO B B0 R K. BT SR TE BB A
Rtk it g ER b RAE S TRARKE R, ENBEE
I A F AL B nt B AR R T XA T AT A
BRI E R R KT R , B R PRSI 0 Rt

AR 2 AR E SO 5E 3 AR Y T —
A E SN FER S W R IR BT 85 38 4 BN R OT
AR, 58 5 AN T X T BREHAT T B4,

2 EX5RE

AHB—RINHENEN H, Hy o0 H, (n>2), 43K
Kty H, B Hi L8 FRILERFS (Hy o He o0y
H) Yo i s e (BB . SR B A0 IR 138 B A1
B REEE EM H, BRIRGIE Hit ) Hor o
H, N RS E M EBk L. R —
X P4 e B R — 1 B o A £H B 4 » MUK X 3o PO 48 2 2
HRARBLE R .

BRE-NEHHERNHBRERELE—NEADQL,

e 55 o


http://www.cqvip.com

B WA RN HX AR W RS XN R RAIE
XA A LA R TRRE, QWA TR — 1 EE
SR AR RISR I B SERUE BB

StF—ANEE A, HEEE RIS M H O K et B FEF Y
T={t1+t2+** 121 ity BB AREIR A D= {d1,d2,">»
der odn ) BoP di=tin1 — 1, BB—ANEETHEH w

B, ELKEN w HE O, RBSFRREEE LB

HOKEN TS, HRAEOFIL LR We={dw 1 dir2s
s ditu1 1dlt+w}o

# d:=MAX{di+1 1dit2 +*** s ditu—1 1 ditw } » IFRITEB K
fOfRIEER B B M=, BAE B AA ME (.. w). MR
HEEE POV RN 51576 AR 4 FR T B H 0 BRI .

MERMNELEZFOW bRy ME AN
AR, BB E 0 O We={der1sdi+25 """ s ditu-1
ditw) B di; = MAX {dir1 itz v *** s ditar1 y ditw | »HRAR
BB RSB A R R B R M BER P (MD 535 Bl AR
ME—TEBSN 8 0(M =, RIZERA FPRE, A
WESH M.

BELEEE P RBEQESERBEIZ ERER
W BAEARAFRE, RSB EHEAYEREAKEB
MR, S EEPEERENIREEARRERNE O
WEHHE. X FEEWAEE ./, REORPIRER

V; 2
ViV, SERMELER o= (;—1) . %5} o=0, B

MEERARSMHIEKERE; Y o€ (0, 7J8t, R WA EE
AAMENERBERF v I—HEO . Y o€ (0, o),
KRXFEERAHRHBERER.

3 EHENTERB NG EEGEXE

3.1 EFHERaImMA

WAL, Bt E B X — AL E R i
AZRBEAH T EFEROERRA—TER LR, BN
X EHEEZ N, B HriE e [ 850 A EEREAnTE
R, EEREA DA SRS BB AR BLA R , M 45 Bat
(61 P4 B Bkt AL FE B R B — B A RRAE

MFR—EE, KKEBREEOFIE W={(W,,W,,
s Wiy to SHE—BFORFF] W ={di+1>di+2+ " ditu1
dH—w) ’§ MAX{dle+l 1dlz+2 [ 2t ’dk+w—l s dita ) +r<To (ﬁq:'
T AHE, Toe HBKEERBYED , MZE w U B EFHINAZER,
B ditw = MAX{dit15 ditz s *** s ditur1 s ditw } + 73 B MAX
{dir1 ydirz » o sdiru1 1 it} F 72 Tow W diro =MAX{di+1
ditz s s ditu1sdhtw} o

FTUMBMANERS E-SHE, MFRE—ZFE, KKIER
HEOFS| W={(W,, W, ,W,, -}, SHE—H OFF W,
={dp1sdiizy s ditur1 s ditw 1 EHNEA LR M diio =

LS dn el slOmEBRRELD.

3.2 ERHEEMKRN
EACMAESIIER G, 7T P4 ) O R 3 it R B 4%
fif, BB BGEE BN, M TR KWKERHEE O
BRI W={W,, W, ,W,, -}, WE—EHOFF W, =
{der1 sdirz o s Bitur1 1 it } s RARINABR K TR EBI ST
B S={s1,5,""»5w1+5 ) DI HA{H 5:=0,i€ {1, -, w}, &
W FBES M LB E.
s 56 »

D000 http://www.cqvip.com|

A s =as + 2 Y HNY diri = MAX {derim-1>
ditimw—2 1*** 1 diti~2 1 diti1 1B si=asi. ﬁ'# a )bﬁigﬁ
&?\&1/\ ﬁﬁﬁﬁ’&%&,ﬂ aG (0. . l)o

Fe—EAHE] Tporioa P R H R GEHH I S= {51,525 >»
Sw—lew}v %W?ﬁﬁ&ﬁ S= {51955 Sw—l,Sw}vjﬁ
MAX{s "’i’""s"ﬂ 15ed > e€ (0. D N ABIRBEKE

5
i=1
BN B Toa AR EE, B T N
ERBES.
SEFMAE B S —FHER, S si=as +2, HHY

dk+t‘_—-I_‘_u_,21dk+i—j Q’,a'ﬁ—ﬂﬁﬁ/]\éﬂ#&;ﬁﬁlﬂ 5=
w—1ja

asi o (K%ﬁ]_t)

3.3 9

LA BT LUR Y, AR BT BRI SC B TE T AL
AEMNHEREREEERAK HRERR TR EE. &
HAERAEERFERE A o« MEKEHARK A FHRA
HERARE € 0.. DIRGIAMES , ABE LN HRER
Borell..3],0 M« BRI,

BEREMAZEBRAPFESHBAGTOFI N W, =
{dit1 9di+2 577 s ditur1 1 dirw | » B BEH E U R ER S 85
HEOFFIR W= {d'ir1>d i1z d w1 sd b} FFH
HEERE SR AR . YEBMRN di=pd:.. B
B EXE (0. 5,1. 5) ERAH S50, F EMTRHHARK

=T R BRI A= —, JEH n M RTEREI
S NBIRQ I MR 0, U du R ABES
Rty = Tt M d R RS A AR,

pon -
st'_n+lsio ﬂﬁigls'. lo

MREA EHERMA KX RAERPEE. X BAY
fESuEs, i TRMES LRAE MIKE 5%, W

) E(s;)=?lu-,fﬁﬂ:$}4} w=10,158 E(s)=0.1,

A ESERIMARZ N AR LR, & RBKME
MAF K 1ditm =MAX{dit1sditz > s ditur1 s ditu ) » ABE
BMAMLEN wo dite =MAX{di+11di+25*" sditu—1 1ditw}
+r. S r=0. WZEH HFH P RIUFES 8, dirm 1
A BAER BES T REEN ST 0. 5B . X
i HRBNLE RIS H08Y , W) dirm VEXN ARG S B FTBE

# 0.5+ %2 tamEmTat RS, #—BEKA w

=10, P(M=w)=0.55,P(M=:)=0.05(i%w), BB
41 E(s,)=0. 55, E(s;)=0. 05(i%w),

4 B

AT A NLANR™ o Bell 3230 % 8938 BX 38, M 4900
FIABAEA S b BUE B 50E , BUE 121 MRS R
SSH #i. #1 SSH MELEE 600 MBRMEL 120 B
KEER, X 1214 SSH ZREERK EER M.

HAGRBA 4 SSH E# , %8 0 w=10,4=0.5, 75
— P EEPAMARBES  EB T EEMARBES.
BIFTRR A EES K ENE 15w, s h B4
BOARER N KH. ROXAESDIMARBSEE, LAY


http://www.cqvip.com

EOOU hitp://www.cavip.com]

RUERR, IBAMARPES &R, KK HE_TFEYS  Agpo.1.

K o

£

02

g

g £ ¢ ¢ ¢

¥ L

LB R %

1 XAMEEKERCGCOMARRES «EBGE

BTk, XX 121 4~ SSH ZEEER AR w MR B
x EZELHRE M, SERE R w ME. SBE O KA, W «
ERH MR E . WA 2 B, PR RS BEa

1 v ™

" e 20 Uik
o8 e N9 20 Link

W (Window Langih ) « 10
o8
a7
(Y]

. meﬂ S 2 M
- WW“ _
|

\‘L\}"—\__r«—-ll‘-\- - e M
o1, W TEe 30 W0 86 ®e 700 w0 w0 o

[y —
(a) w=10
X - 20U
[ U} —  None 20 Link.
. W (Window Langh | = 30
ar
as 4
o pn T LULJFL‘JILJU‘\V'
o i g
| f
i e
o2t Ll 9] R 4
a1} H—L—\H\_g
°i"“wo 0 %0 Tie a0 o 10 w0 w0 jo00
Packets Pacehe
() w=30

G RARATR o, B w REENH BRI R %8
B, RIOZAEFEET D w=10, BRI X 55 AY
ERAMTRREE, T XX S EFHER,

—-

K
o

o8

a7,

o8|

W T Iy

sl | ‘ L%L‘ “0—*’ U 1
i I -

[+ \”1__ —

Az ®OKE wit«c EEHEEE

BEWMEARR « EXT ERBEMRRBHE W, HHHER
e, B 3FE 4 RERAREN o H, 3HH 0 =0.3,
k2 =0, 4,x3=0. 5, % 121 4~ SSH L XKILEH. £
a=0.3 8, HIFHREE  IRMBHM. T w=0.5HIEH
REM, RMERET. HREUBERNHBECHBED 50 UL
BB, IEH R AR R B E L T 0,

5 HXI

BAEESR AR TAEKARMRATUEESHH
%O BT EHMEBREREER I METREANFRE
MEEER FHAED, XA EEAESRPHER
BRLEE EREFT S GEBRER S T I A AR A

1 ETF YR He4E I 0138 &5, 103 @ hin M K2 Davis
SRS HRABRR RS DIDSS! , & DIDS B # i 0
FHMER TIPS AR T EER— .0 DIDS #1748
8. CIS(Caller Identification System)s! 45~ 65 {3 4%
KIERFERR, RE YA RERNTYEBICE, 4B
BTF—A V& 7800 . Caller DFHERBABRZEABHER
REAREE. Yung ZFIH LB &, 247 R 700 5 4
B ZERERIUZ T RARSEN R EES. ETINHOFTE
HBRAEVEREEREL ZR VA BEENNRA. B
FEEVEN EHHTEREE TS B4 EE LK,
PNy foding s in

2. ETRENARENEESER AR, P THE

e 57 o


http://www.cqvip.com

£ Staniford-Chen #9815 8 =, IS BIFBRT &
AR — B X, XA RS R R R
R AR SRR LHE. Bl R R R
BAPEE. Zhang I Paxson I EMN FEMARET W
ARPENY . EERX LREREREE ICRTAK
& B 0 ER 37 BRI R DR BR B JBD, AR 4 UL A IS Hh B
LEWB 24T X, . Yoda F1 Etoh A mZE R Fa % BE
BHEHERT TCP NUFS 8t B A Fi B 0 5 5 4R
£, ST EERT XK, Wang FUOHAEEET A
BRI SR AL B B B R I FE R B AT R, R A
FESHEORNEEL, TARLBEERFE. BTSN
T EE AR DR ATREE T RIC R MM AR
KRR R KN EARNERFRILEA. LRE
DL 2R3 & B0 AR 2 (B R R BB BR ) » X BT
B AEENE L ERETXEE. ATS5REXXKR
BB T RIS A A, AT EERER KN E AR RN

>
HE.
I |
e k=0.3
a B T —— k=04
i k0.5
i
¥ i 1
‘”} L J
I8
QB{ P '
|
X1 4
0.4 ‘
asl» 1
02 ‘
| |
o1
i
L S ]
£ 100 w0 200 280 20 350 400 450 800
Peaket Number Fecene
B3 EBRRILK
Ve -- —
| - km0.3
! os! —— o Ka0.4
ke0.5
! os;
!
! o7}
os} | H
asl ;
i |
0&: .} 4
Eod |
o3l i
0z:
os}
% TR W6 i mm me  wm me e im0 oo

B4 RWEBLK

FILL BB ek AR, 23007 ¥ AT LABUR T E B i i
BREHE MBI AT HE KK, /D18 BR B JE] AU P 8. AN-IDR
BRI A A g S RS AR YR i
IRERARE  ERERB LN ENLWME N EFHH A
FHBEREERE. Wang H0H KR KB SWT
XEABORY , Bt BAR EHLE R4 P AR EA—KED,
MR B SHBERNREH R PR B R AR A, HEREAKIES
HAERMAKED, REEFEINE E# L AR, ERERF %
HREs.

e 58 -

D000 http://www.cqvip.com|

RN EHFERTEBRBE QAR FH BTN
BinsEE, A ERRILLITA S . FootFall 7 BU R
FEFEHE LR A 5K BRI 75 85, 3 K B B SRS AN SR AR
I AT LA A0 58 RBEAR DLEO R I, AT BB AR —
B, B 1B A ST T, AFE KB S HEUER S 3
FEERBGEER TROFA . BRIONITEESDTREAZE
BRI, BN & O 7 RUR ISR R K
AR, AR ERCEN & O i —MEEESR, fiEa
A B,

BY EXAP.BRINEH A EHTRIRILEE T
B4 1R R AER ik » R B0 A AR T Bk AR AL 2 SR 43R
A2 53R 8] S VR Bl 2 P9 3B 5 2 A7 4 B BN T B OO P R A
FRMEREEE, £ R A O ABE TR BRI BRER,
e B E] P B ML EE B B B — B FSIIARAE . ZERIZR i
PRI R RSP AE , B B R BB A R HK . T AER
SHE BRI O R |, R 3 TR KRB B i, 7EE N
BhEERANEEEMTREENERERNBET, TUA
FObB A BT AR, B RN s, H—
HITAERMEER P AR QR B AR VLA [P 52 1) i B0
BEN N L2BENRAEREA, Bl S BER SR
PMESE R — MR T B R A BRI R .

2 % X

1 LeeS C, Shields C. Tracing the Source of Network Attack: A
Technical, Legal and Societal Problem, In;Proc, of the 2001 IEEE
Workshop on Information Assurance and Security, June 2001

2 Zhang Y, Paxson V. Detecting Stepping Stones. In;: Proc, of 9th
USENIX Security Symposium, Aug. 2000

3 Donoho D,Flesia A G,Shanka U, et al. Multiscale Stepping Stone
Detection: Detecting Pairs of Jittered Interactive Streams by Ex-
ploiting Maximum Tolerable Delay. In:Proc. of the 5th Interna-
tional Symposium on Recent Advances in Intrusion Detection
(RAID 2002), Springer Verlag Lecture Notes in Computer Sci-
ence, #2516, Oct. 2002

4 NLANR Trace Archive. http://pma. nlanr. net/Traces/long/

5 Wang X, Reeves D, Wu S F, Yuill J. Sleepy Watermark Tracing:
An Active Network-Based Intrusion Response Framework. In:
Proc. of IFIP Conf. , on Security, Mar, 2001

6 Jung H, et al. Caller Identification System in the Internet Envi-
ronment. In;Proc. of 4th USENIX Security Symposium, 1993

7 Yung K H. Detecting L.ong Connection Chains of Interactive Ter-
minal Sessions, In:Proc. of the RAID 2002 Conf. Oct. 2002

8 Staniford-Chen S, Heberlein L T. Holding Intruders Accountable
on the Internet. In: Proc. of IEEE Symposium on Security and
Privacy, 1995

9 Yoda K,Etoh H. Finding a2 Connection Chain for Tracing Intrud-
ers. In:F. Guppens, Y. Deswarte, D. Gollamann, M. Waidner,
eds. 6th European Symposisum on Research in Computer Security
- ESORICS 2000 LNCS -1985, Toulouse, France, Qct. 2000

10 Wang X, Reeves D,Wu S F. Inter-Packet Delay Based Correlation
for Tracing Encrypted Connections Through Stepping Stones. In:
Proc. of European Symposium on Research in Computer Security
(ESORICS 2002)

11 Active Network Intrusion Detection and Response project, ht-
tp://www. pgp. com/research/nailabs/adaptive-network/active-
networks. asp, 2001

12 Wang X, Reeves D S. Robust Correlation of Encrypted Attack
Traffic Through Stepping Stones by Manipulation of Interpacket
Delays. In:Proc. of ACM Conf, on Computer and Communica-
tions Security (CCS 2003), Oct. 2003

13 Savage S, Wetherall D, Karlin A, Anderson T. Network Support
for IP Traceback. ACM/IEEE Transactions on Networking, June
2001, 9(3):226~237

/


http://www.cqvip.com

