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Abstract Current intrusion detection systems only offer security administrators a great lot of independent, low-level a-
lert, though there may be logical connections between them. It is a heavy burden for security administrators to analyze
so many alerts, and a series of important alerts which are related to each other are often inundated with a large number
of unimportant ones. Hence it is necessary to find a appropriate method to construct high-level attack scenarios from
low-level attack alerts. This paper presents a model of alert correlation based on attack intention. The proposed ap-
proach constructs attack scenarios using attack intentions, i.e. purposes of attack actions corresponding to alerts.
When alerts appear, the model turns them into corresponding attack intentions and correlate those attack intentions ac-

cording to attack scenarios which have been established before.
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R EER—GEH I FHARRD FIHERREEN,
LAGELE B o BE RR R B i 3 A S i3kl , Fo P nl R
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FAORGE A MALE R BALROE S B H AR ERN &
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Scenario Example{

Variable Definition;
GetLiveHost nl;
GetLivePort n2,n6;
GetDaemonType n3;
UpgradePrivilege n4;
InstallDosTool n5;
DenialofService n7;

Schedule Restrict:
(nl+n2+n3+n4+n5|n6)+n7;

Attribute Restrict:
nl. SourcInfo. IP=n2. Sourcelnfo. IP
=n3. Sourcelnfo. [P=n4. Sourcelnfo. IP
=n5. Sourcelnfo. [P=n6. SourcInfo. IP;
n7. SourcInfo. IP=n2. DestInfo. IP
=n3. Destlnfo. [P =n4. Destlnfo. I[P
= n5. DestInfo. IP€ nl. DestInfo. IP;
n6. DestInfo. [IP=n7. DestInfo. IP;
n3. DestInfo. port& n2. DestIno. port;
n7. D}estlnfo. port€ n6. DestInfo. port
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