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The Research of NPF Data Acquisition Technology on Windows Platform
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Abstract Network data packet capturing mechanism is a fundamental component of Network Intrusion Detection
System. This paper focuses on the research of NPF Data Acquisition techonlogy on Windows Platform.
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#tinclude (pcap. h)
#tinclude (stdio. h?
int main()
{
pcap—t * handle;/ » MITSEATE « /
char % dev; / « MAIFRI#RIED « /
char errbuf [PCAP_ERRBUF SIZE]; / » &z = /
struct bpf_program filter;/ * fRiF/FHERFRIER » /
char filter—app[. J= “port 23"/ » I ExT I HKAE » /
bpf—u_int32 mask; /= FEREEOIFERS « /
bpf_u—int32 net;/ « F#BE 1AL « /
dev=pcap—lockupdev(errbut); / *« HEEHMELE D = /
pcap—lookupnet (dev, &net &mask, errbuf}; / » KB EF KR
FHR R AEL « /
handle= pcap—open-—live(dev,BUFSIZ,1,0,errbuf); /« @ &%
W &iE « /
pcap—compile(handle ,&filter, filter—app,0.net); / * ZR BT F 28

pcap—setfilter(handle, &filter) ; / « iR B2t B 28 * /

pcap—loop(handle,-1,dispatcher—handler, (const u—char * Yhan-
dle);/ » FEAWKHL RS TIRERGE EREREE «/

pcap—close(handle); / * EPHMIT &% « /

return(0);
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{
...... /o L a9 4R « /

it NPF Hl% 4 Windowns REFERET —
R BB EBRED  H Y libpcap EHA . THEREXTS
8 UNIX,Linux ¥ & THRES T TREREBHEIE.FH
Bt NPF R BT &R E R4, In NPF A E X
A BRIFAESHEITER BRTERLXEUER
#IBE 77,

2 F X &

BEE ARBIHA I IRk H AL, 2004

2 ERRE. M5 MEMFTSEEEPEARIM). LT AR
i th kR4t . 2002

3 BR.EXRE AFRIUEL (D> EHEFHIL HRNITE,
2002(8>

4 Black U. TCP/IP and Related Protocols. New York, NY . Mc-
Graw-Hill, Inc., 1992

5 TFeit S. TCP/IP. Architecture, Protocols, and Implementation.
New York, NY: McGraw-Hill, Inc., 1993

6 Autonomous Agents for Intrusion Detection. http://www. cerias.
purdue. edu/about/projects/aafid

7 Deri L, Suin S, Maselli G. Design and implementation of an

anomaly detection system:an empirical approach[ J/OLJ. http://

luca. ntop. org/ADS. pdf. 2001(8)

HEE MENERMALMAR T SEHAM] kR 8FIT A

Ji*k, 2002

oo


http://www.cqvip.com

