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Abstract The traditional RBAC model cannot express complicated workflow secure access control constraint. Based
on the traditional RBAC model, a new conditioned RBAC model CRDWR (conditioned RBAC based on double-
weighted roles) is proposed on the basis of double-weighted roles. A conditioned RBAC strategy is discussed on the
basis of dynamic role assignment and a new concept of workflow access authorization is defined on the basis of double-
weighted role. A sort algorithm based on token is presented in allusion to the problem of multi-role sequence con-
straint in the process of executing tasks. The model can express complicated workflow secure access control con-

straint.
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