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A Bock Cryptographic Algorithm Based on Hénon Map and Feistel

ZHANG Wei''* WEI Peng-Cheng' YANG Hua-Qian'?
(Department of Computer and Modern Education Technology, Chongqing Education College,Chongging 400067)!
(Department of Computer Science and Engineering, Chongqing University,Chongqing 400044)?

Abstract As we all know, chaotic system is sensitive to initial values and system parameters, so it is suitable for in-
formation encryption. In this paper, the chaotic and cryptographic properties of the 2-D Hénon map is analyzed and a
novel block chaotic cryptographic algorithm based on Feistel and Hénon map is presented. The difference between the
presented algorithm and traditional block algorithm is: the number of rounds is dynamically determined by the former
ciphertext block, and the subkey also is dynamically generated. The randomicity, complexity and robustness of cryp-
tosystem can be greatly improved by employing a chaotic system within the process of generating the subkeys. At the
same time, The results of the security analyses indicate that the algorithm can against the differential and linear at-

tacks and with high security,
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