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Abstract

A simple model for modeling electronic commerce protocol is proposed and a novel technique for formally

describing its atomicity is presented. The model can be used to analyze atomicity and adapted to meet the situation

that more than one instances of protocols run concurrently. Taking the protocols Digicash and Netbill as the exam-

ples,the paper presents the method how to implement the model based on the symbolic model verifier-SMV.
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Y32 CTL Frifiik 6y A vk, ISR 1 2L, 5 W R, (R0 A AL
Rk EBIEHES . SMV Z24F, REREREMERX
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RERSHERAT FEUFER— T EEHRBTRORTER
& .7 SMV 3, /R AR B OBDDs(Ordered Binary Decision
Diagrams) ¥ # R FIPRAE, NTT R T RS BIEME.

3.2 Digicash #hi¥ 43 4R

73+ BB Digicash Hhd Y JE T4k, B I, 24 Dig-
icash PN TR F BB UNTFRELRE MEEENEPE
WS AR GOESELE TR X10]48#5% M 2
T b g it F26Y Digicash BhiX.

(1)C—B coin request;

(2)B—C :coin;

(3)C—M . goods request with blinded token;

(4) M—C .challenge for the blinded token;

(5)C—M :response for challenge;

(6)M—C.goods;

(7)M—B:blinded token,response for the challenge;

(8) B—~M :deposit slip,

B, FFCHMRITB(FTEAECRREF,BRERTT,
MRFHIZHREXEFR BRERBBRTHFRG HT
YEEFHA BT token i C.C W EF token Z /5,10
EREEMLEMY,BA CH token FEZER HFHEFER
ZEW wken(BFAEMERUYEREGES M S
LM 3 EISWBIME R CHE.C WE MEYREE, &
S5 M PO M W R C XSk A R B
BNZE RS ERSTPRETSRE C RAEBTLTHED
K C Rk i A% % B, BBRAKRIINENESTEE
EHRETR, WHEKS M, FESSTEAD M EEKR
I ER W CHBREERE.

EPC.HE MR BHEFFRKRE sV mAEL.
B 2FE 3BT 7R , B 1 Digicash thil SR X3 EEFRRER
PMBHAE.TESMV 1, REV B RRF L EHT RS
MZHEERLEAS, HItRE SMV i 2 2R U HE
7.7 SMV 5§ 7] — 2R 44 T fk B IR FE R — 4 Module F,
e EEH EEEFEFED Module 324, E4HTHA—1
TEH B RYOCRME— R IR, {5 % B RER X EEE
ZH.

HNTHEMDPREERENEGEPHYIFLR, 5| A Emsg
REFRBIEHEE BWMES CAFERRE idle B, 6T L
REEFRHEE msgl , AR ZIBANE Emsgl FEHHE:
LUEAEELTEFRS FARDNREEEH  XHHRE
HRMRRNG, BRAXHREHFERRAT hl B EF
WS EWEREEEMLE EmEFA A TEREEE2(v-
msg2) RAR, KPR EE E2(Emsg2), MEFRESET
MBS HEFREEHEEL.
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iy merchant— ;). T T % B & Digicash th il [E-F## CTL
nR
(A1) AG ((custom [custom—_1i]. state—custom = c—idle &

merchant[ merchant_j . state_merchant = m_idle) —> (custom

[ custom—i ] . cspay [ merchant— j ] = merchant [ merchant-j ]
. crpay[custom_i1))

(A2) AG ((custom [custom—t]. state_custom = c_idle &
merchant [ merchant_j]. state_merchant = m_idle) —+ (custom
Ccustom—_i ). crgoods [ merchant—j 1 == merchant [merchant_ j ]
.crpaylcustom—_i 1))

HH,AG, B CTL A, XREMABLHFAREL,
AR o WAL ERDUEREHRNI SMVIBEF .1 CPU
EfTHEE N2 6GHz, AFEK/MA512MB (IR T, X Rk)E
# Digicash Th il 17 T 47, RTh R TN F PR S
IR BITH A ER (LR E P SINERIELE
fEat, W T REBIE) B RK Y Digicash HRUAFEHN
8 JEF LB K  Digicash thill R i B/R FHEA B mEH4Fr =
(BB T —2e40755).
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tymerchant_j) . Ciny (custom—_i, merchant—j) 1 C..y (custom

| BEIRZE: I——[ idle |—{ g msg2H w msg7 Hw_msg7 Hw_msg7 H w_msg7 |-{w_msg7 Hg_msg8 {{ idle |
TEHE] (5} o o H o H o H o H o H 0 Ho]
W—[i_dk:l—-{w_mngH g_msgiﬂ-i w_msg4H g_msgSH w_msg6H idle H idle H idle ]
ik o H o H o H o H o H o H o H 1)
ide H idle g msgd Hw msgSH g msg6 H g_msg7 H w_msg8 H idle ]

B4 SMV AR Digicash Yhl i & JF T 1R PLE

B 5 W F R B 6 5B S T, ME P BRATIHES,
IERSHAE P IATER KRR, EEF T TERE
E AW IEDE, X ER W Digicash IMUA B ER HRTFHY
ER U EMEREXTINGER T LAR AN TR
%3 /4L FE 84 Netbill PM B FHEFAT T 247, BUsh Bl
T EPHRBEIMRFZBGHER (SEIAEF 5]
AR IZBEERT, BT RSB 4 R &8 Netbill
HiHEETFHER . X 57, 12t Rib R4 HE.

i A XIS [3,13,1410 TAEME%, X [3]48R
T ¥ A (corresponding property) , X[1314° B T thiA#,
F 48 A TE U I B4 R B R0 S RS BB T B 4, e [14 17
R AR T EUR S T il BAERETHIFR,
FIHAE R IGEST T A0 A XRAEMNF AN RS
BT EFHABRT R FRET M FREH IS
BRAER, ZER RN R ML FHRETE
BT B F B UR T BT M.
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