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An Attack Predictive Algorithm Based on the Correlation of Intrusions Alerts in Intrusion Response

WANG Zu-Li CHENG Xiao-Ping
(Faculty of Computer Science, South West China Normal University, Chongqing 400715)

Abstract Traditional intrusion detection systems(IDSs)take actions to the alerts independently, and ignore the logi-
cal connections between them. In this paper an attack predictive algorithm in intrusion response part of the IDS is pre-

sented based on the prerequisites and consequences of intrusions. And an off-line simulation experiment shows that it

can improve the prediction ability of the IDS, and reduce the false alert and find the potential attack.
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A Key Management Scheme for Wireless Sensor Network

LANG Wei-Min! YANG Zong-Kai'* WU Shi-Zhong? TAN Yun-Meng'
(Department of Electronic and Information Engineering, Huazhong University of Science and Technology, Wuhan 430074)!
(China National Information Security Testing Evaluation and Certification Center,Beijing 100091)?

Abstract This paper proposes a key management scheme for wireless sensor network, which supports key establish-
ment, re-keying and revocation of the key ring owned by a compromised sensor node via probabilistic negative polling
of its neighbors. Furthermore, the related protocols or algorithms are very simple and no expensive public-key opera-
tion is required in view of resource-starved sensor nodes, which minimizes the storage, computation, communication

overhead and improves the efficiency of our scheme.
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