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An Anomaly Detection Algorithm Based on NIS

XU Jian YOU Jing CHEN Hao LIU Feng-Yu
(Department of Computer Science and Technology, Nanjing University of Science and Technology, Nanjing 210054)

Abstract An anomaly detection algorithm which is based on NIS(Natural Immunity System)for the runtime perfor-
mance exception of computer system is brought forward, in which healthy system states are looked as “self”, un-
healthy states are looked as “non-self”. This algorithm applies NSA (Negative Selection Algorithm)time after time to
act as filter and applies genetic algorithm to evolve the set of detector. Finally, the experimental results show that the

proposed algorithm has a good detection effect.

Keywords Natural immunity system,Negative selection,Genetic algorithm, Anomaly detection

1 5=

HEE AMNEDEENAFSERSREER SIS
AR A TR NGR4T HE P25 (e W
TERRHNEBE ETEYRRRENHRRAIFOHR
B2 — EYRERGEHBLDEBRSEIR RF KA HE
BERXRABRAER”.CERIEEATEHEAKEH
RESTFERFZEENENSSLAN SEHBERD
EHE. AR THREEELST —4MHEFXYT, REHR
EAESHR(AMNEESGALORERBEREN T ARA
T LA RS TF IR , SR AT SR S R AT 55 DT B 1 40 58 40 B R L 4
BRI, X — B A& (Negative Selection),
RFEAATINLE E SRR B EERRT Mg R
58 R Tt

EXREAYEYSERINERES T —FEF NIS
MRERNEEERFHANREAZTNERRN AR
HERERSENBR” FTRENRERSENER”, LK
ERE NEERBMEERENAFFEHE.CPUNSHA
PSR PRI B 2K AR SR TR L R R A 6] AR 5B (] 4%
BN REE, UG ERARCK TUEEHA
AEERWT . ERSEENNYAESEENFELE,
HRE5ER"EESEHRB T AR ENE 28R
Tk, RS AR RER N TREHTHICERE, Ei
R FASERAELTIRBNAE, EENEEBERE
BRARNERE.

2 HXHIIE

RERERBEEREET NBROBIERFETBHE
FREREXGET, AT R Y ORENERR, XY

AR FHYIERFEW, 3 LRBBAEHY L a3
B CREFMENZERE Y RHELEESSRBUSRTFHHR
®.
Philip Chan" 42 H T LERAD R ¥R M F XA FREA
R, T 5 &3 BeRs R A BUE X SR A T RAET B,
FRTERESEREL CASEETRIWMALEES:.
XHTRABRAEOVSHEREEEN B ¥IHIE
BHUNBETRERN, EMEENE. 0T HERIE VISNE
BULFREROMBERG XBRET CLADRERYA
B ZAEERARAFTRRIRBNAL BRI LEEIR
¥ E5HERARAEN I BERRAZLETEIMEEN
FRE ESHEZBATTUFEERRS ZAEE—MEL
W, RARESMEMN VISHTBL.Qiang ChenMEH T & F chi-
square FITW B L TR ERMEE, ZHEHERKLEL K
SE HBREEXRENERI AR EREAZRNT
ERUSRF SR Nguyen™ RN T B F X HA BN T K
BERERIUNSEEFEITENEERSA R, ER W RS
BREIFHEENFOREEIREIRE.
EXRHNETEYREZEMRERNNE A LT
MEINE, CERESNAT AR RRRFIPE, EXIEHE
PEREZ KA XM B2, IR N T8 IR B ER ¢, el
BAE MRS RN T HITHEARE RARRTREFH SR
R AT HIRAI A Y AT T EXR RV XNEE
BT e,

3 WA

31 mEEHA
FXEMRH—RKEZHEZERSH » MRE X X,
XA, XM ERT AR B T REREN.

OERERIEREREFEENo. 60273035)F B .5 B HIHELE TEFRFRIKAOAESNE - ALZL.H B HIHR
£, TERRERSHAAEESNE - AEEL.K R FIHALE FTEFRFTRIRARNSATES . HELH. ORE MR .#1LE

S, TEFAFRIATBRMAMEESE.
* 140 »


http://www.cqvip.com

LHERERBE-E"XTMERFRRRFA;FIBH IF-
THEN #U# THEN ¥4 R A B8 HE, Mg 04
F LR EIEEEAHER 3 7 AT M R 0 255

3.2 BHLEEAREYE

MESHARETIBEREERELESYRAEME, S
T e &5 A Mt A0 B X B R, A Gt B Ak X A T A B
B UBNTHEMNESE AN E LB ER Fayyad 2
H T Y £ X (A B AL M2k s Kerber " 32 i Al ChiMerge
TR B R E LA % 5k X 6] 4 25 846 M5 Kohonen' 42 i
T #F LVQ (Learning Vector Quantization) i B #1k 77 &
% A CRAT Fayyad“ 2 AR T8 £ X A B8k Wik
THEZREEMNBEA . ERFESEREXAMNE B
BHEETRMAEHRBEKR.

33 RNTFHIRE

AT I REGRTSEEE T EEENEEGE
REN ME— M EEXEGFZHBRTREAAN.§—1R
TRARZEEPH . EEXH IR F—PMRERESR
—4+EE . F-1TRUBEALEARRMI ERRELZTRHY
B WEFEEMKE BETMETREK. M) Tk

£ OO0 http://www.cqvip.com|

WM FHEERABREMEIG R . F—PREBR=E
$:89@ TCP,UDP #1 ICMP. 4 BIRFXEZEENE —. —,
=L, BRAVAFRIE— R EO SUESTREE LS.
RAVFTBEE— MU FRUF LN A XFE, T2
MBS ERFEIEART BT RXODNDOHES . 8%
MU W FO# IF-PART RREHBHMNETAMRENE
I, THEN-PART BB F3X £ 9 455

3.4 {HFHFFE

ABMBHTELE nonself TR F=ERBWTF,
D’haeseleer™ R 2 T LIBEHLA F R4 B AR ES
self HATILRCRIF L, HEIFE G BESITITHS T AR N
FHA. IFTEHGERT BT RESHE self BE KN
BIEMENK RAREEEACEN RN A EHTEER
MERFESHRBFFEFAEZHEN B TEAXTENR
MEATEEAMABEHCEMATR EHENTFRD S
P REHENTRAFREVRMER, TES LHRGHER
WFREMNFE AR BEEHT, RGBT
&, B2t ——M Ak (generalization) FE B B A MR W F, &
BAKBRLSHRENTRE LSRR EAE.

Detector Geneotype

Gene Gene 2

Gene

Gene n

Llll_lllﬂLolOlO_lll_/ L JoJ0]1]

<»
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Detector Phenotype
IF (Attributel=TCP or UDP) AND
(Attribute2=[min, 10)) AND
(Attribute3=[32, max]) AND
(Attributen=UNKNOWN)
THEN Detector detects Non-self

A1 Detector Geneotype and Phenotype

3.4.1 Primitive_D #5448 ZXHERNFREHF
B EETRAHMBER.EM PEAIRS NEERERS TR
—3y, %2 PEUNE=E(2#), PE(\NE=9,
Primitive—D Generate Algorithm

Primitive_D=Empty.

For each Ez training example

IsPrimitive_D="True
For each Ce counter-example to Ex
Build D(Ez,Ce)
I (D(Ex,Ce)==False)
IsPrimitive_D=False
Break
If (IsPrimitive_D=="True)
Add Primitive-D(Ezx).

Ce 3 TIERIERELH . 3 FRAEHEN; D(Ex,Ce)
FZREzMC.EEAZEE RN BREARABT M MR
TRUE, #& W& [/] FALSE ; Add Primitive-D(Ex)EFRIE Ex
B A 3| Primitive_D 24 . Primitive_D £ F| I X EFF £
BHYRETFHRE.

3.4.2 final D & 4## final D R B Primitive_D fj—
8 4L (generalization) 4 B, H7 . %644 tH e-Neighbor & X, ERFE
AMEERNT NRFRANEERFFBEEAET . MEM
7 e-Neighbor,e RIS E XHI W E. T o4 H—AR bk . 2f

THEEY d,,d; €Primitive_D, MM B /] e-Neighbor, | —&

ﬂ'.,})\ Primitive_D *ﬂfﬁ d, f dnﬁﬂﬂ a,V dzﬁf final_D.%&
J& #E Primitive_D 1 $| & R WF B 2| final D Wt —#
W EESAS RN FIUEE/LEERYREZME.
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& ¥ (completeness) ; HFX FY ¢f € PE,F (e} )—>False &
0. NI#R F Frif AR M FHRE D E LW 2 —Z#E (consis-
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0053 3:3:5): § &

Drp(F)=|F|/|NE|
K, |F| X2 Fley )—~True 5189 & #5350k ;

@)—BHMER:

Drp(F)=(|PE|—|F|)/|PE|
H, |FIH# R F(ef)—~False SOM ERIA 3.

TP(True Positive) I A X R M HM R RBEERE 4
LA REHEEE M WH, FP(False Positive) i & L 2 H
RRRFENVEREENNE SERHEENBNILH.
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K i 449 77 =X B 22 2 M-Belongs (E ,final _D, M) 3£ 75 -

M-Belongs(E ,final _D,M):
NS=0
For each detector d in the set of final D
For each attribute atty in E
IF att, satisfies dy
NS=NS+1
IF(NS=M)
Return true
Return false.

Hy EFRBAER finl DBMTES d RBRETFHE
K 2 att satislies d: EREFFHRNFMER, ML
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4.1 TRH#A

TR E T HLEEE T UCINBUE b oy — A %S  BiE
X F Wisconsin JBIE, H32MRBHE.FE—ITHFERE B
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RHET T ERXXBIEDWHEANREERHLR8 NTF
£4 B—MURESRBTRNLEHHEE UM RE R
BEFEEBIMRITFHRM FES R ERERBRENH W
MHES B, W HEE RN FH30%,35 LAEKEO0. 6,2
F LR ELO0. 001, HEAL M 22 | % B TP H H100% 3 A FP
EAH0% , MERH R ERZ &M, NG —REEHALI00K
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Al TRAE&@HE M TE TP,FP,D &L

M TP FP AD
12 91.42+1.03% 3.5010.42% 10.2
13 93.16+0.24% 3.6240.60% 24.2
14 97.40+0.71% 7.0010.89% 51.5
15 98.58+0.10% 10. 4240.22% 61.0
16 99.06+0.12% 10. 6440. 31% 72. 4
17 98.821+0.24% 9.94+0.78% 64.1
18 99.3240.26% 10.1340.53% 52.5
18 99.54+0.46% 8.2240.46% 50.2
20 99-3340.23% 5.7410.45% 46. 2
21 99.31£0.22% 5.88+0-30% 39.5
22 98.5810.10% 5.04+0-28% 31.8
23 97.80+0.63% 3.364£0.10% 29.7
24 97.04£0.51% 4.761£0.42% 24.3
25 96.70+0. 47% 4.7610.30% 19.1
26 97-48+0.16% 2.3310.47% 16. 0
27 95. 04+0.70% 2-9440 14% 11.5
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