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Enhancing the LSM Framework to Build Audit Support Mechanisms

CHEN Hui SHI Wen-Chang LIANG Hong-Liang
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Abstract LSM (Linux Security Module) is a security-model-support framework which is now an important part of
the Linux kernel. It supports security mechanisms by providing hooks mechanism. Audit is an essential part of secure
operating system. Mainly focusing on access control,L.SM is lack of ability to support audit. It is significant to extend
the LSM framework to support audit mechanism which can provide an interface to audit system or intrusion detection
system. This paper presents a method to enhance the LSM framework to support audit functions. It discusses how to
add audit hooks into the LSM framework and how to insert hook functions into Linux kernel functions. In this way,
an audit system is implemented as a main part of the SECIMOS secure operating system. Also,its performance is test-

ed and analyzed.
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A1 mAFHHFHGE sys_open

PIAE T

WAEHHTFE

sys_open
get filename from user space;
if (tfilename ) {
open processing;
out; ending work;
return value;
out—error:

handle err;
goto out;

sys—open

get filename from user space;
aud—check(AUD—-OPEN args);
if (tfilename ) {
open processing;
out: ending work;

aud—to—buf(value) ;
return value;
out—error:
handle err; °
goto out;
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ZEEE A BRICED FEET]
panic ernel/panic. ¢
execve arch/i386/kernel/process. ¢

(sys—_execve)

fentl fs /fentl. ¢ (sys—fentl)
dup (sys—_dup)
dup?2 (sys—dup2)
open fs /open. ¢ (sys_open)
close (sys_close )
chdir (sys—chdir )
fchdir (sys_ fchdir)
chown (sys— chown)
fchown (sys— fchown)
Ichown (sys-- Ichown)
truncate (sys_ truncate)
ftruncate (sys— ftruncate)
chmod (sys— chmod)
fchmod (sys— fchmod}
utime (sys—utime )
statfs (sys_ statfs)
fstatfs (sys— Istatfs)
read fs /read_write. ¢ (sys—read)
write (sys—write)
readv (sys—ready)
writev (sys_writev)
pread64 (sys—pread64)
pwrite64 (sys—pwrite64)
sendfile (sys_sendfile
sendfile64 (sys—sendfile64)
link fs/namei. ¢ (sys_link)
unlink (sys—unlink)
mkdir (sys_mkdir)
rmdir (sys_rmdir)
rename (sys_rename)
mknod (sys—mknod)
mount fs/namespace. ¢ (sys—mount)
umount (sys—umount)

delete—_moudle

kernel/module. ¢
(sys_delete_module)

init—module

(sys—init—module)

setuid

kernel/sys. ¢ (sys_setuid)

setgid

(sys—setgid)

setregid

(sys_setregid)

setreurd (sys_setreuid)
setresgid (sys—seresgid)
setresutd (sys—setresuid)
setfsgid (sys—setfsgid)
setfsuid (sys—setfsuid)
clone kernel/fork. ¢ (do—fork)
fork (do_fork)
exit kernel/exit. ¢ (sys—exit,do_exit)
exit—group (sys—exit—group)
wait4 (sys—wait4)
waitpid (sys—waitpid)
setxattr fs/xattr. ¢ (sys_setxattr)
[setxattr (sys—[setxattr)
fsetxattr (sys—{setxattr)
getxattr (sys_getxattr)
getxattr (sys—lgetxattr)
fgetxattr (sys_fgetxattr)
listxattr (sys—listxattr)
[listxattr (sys—llistxattr)
flistxattr (sys—flistxattr)
removexattr (sys_removexattr)
Iremovexattr (sys—_lremovexattr)
fremovexattr (sys—fremovexattr)
semget ipc/sem. ¢ (sys_semget)
semct] (sys—semctD)
msgget ipc/msg. ¢ (sys—_msgget)
msgctl (sys_msgctl)
shmget ipc/shm. ¢ (sys_shmget)
shmetl (sys—shmet])
socket net/socket. ¢ (sys—socket)
connect (sys—connect)
accept (sys—accept)
listen (sys—listen)
bind (sys_bind)
kernel/signal. ¢ (kill_something
kill info)
(kill_pg—info)
(kill_proc—info)
ustat fs /super. ¢ (sys_ustat)
readahead mm/ilemap. ¢ (sys_readahead)
ioctl fs /ioctl. ¢ (sys—toctD)
ine arch/1386 /kernel/sys_1386.c
PP (sys_pipe)
brk mm/mmap. ¢ (sys_brk)
mremap mm/mremap. ¢ (sys—mremap)
sysinfo kernel /timer. ¢ (sys_sysinfo)
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