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Abstract In this paper,flaws in the temporal accountability logics are analyzed. A new framework based on Kailar’s

logic is proposed for the analysis of secure protocols that require temporal accountability. Two temporal flaws are de-
tected by applying this new framework to analyze a time-critical electronic submission protocol , the protocel is modi-

fied and the ability to hold temporal accountability of the protocol is also proved.
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ERARMBUREEXEAASAEE, FTESHEREH
o T LR X A0 B B A0 R L R IE 9 B S A9 Hh X A 4R
Bxtides B (R RIHTMIBE.

BRSSP AR RN T

6) A->>B. Submission Request

7 B->>A:{T,,{desc} K5'} K7',SID

8) A->T: {SID,S..X.,A.B, { T,.{desc} K5'} K7'}
Ki',B

9)T'>B: (T]y (SID) S-‘lX.yAl By( T,) (desc} K;l}
Kz'} K7'} Ki'}K7!

10)B->T:{Y.} K&*

1DT->A:{T,,{ Y.} K5'} K7’

12) T->B:{T:,{ Y.} K&'} K7*

EHFORBFRP PEE A BkmBRE BREE—T
BB TR B AEN BT — MRS SID A SRR A
B ATERBURAOSESES, PHEH A BEHAXA SID

FEXRWRE FESTRATBHE X HE—MREKH
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S OXEE, BT A KRN BEEIERS, LELE SID i1 S,
REHEENT . HA4RESMIENEE X BTER.
MR BN TRE KO MFEH T KRHE 107Kk % 2%
% B W BINET AR BT (9 AL B K [ 0235 5 A B A 1
gR.

155 BRI J5 B B B 5 0 (i A R T e A [ 4 F DS
WERHE. EHELBRETEHXS.

msg 10 msg 9,11

msg 6,8

ad

msg 7,12

A4 BoarBaEN B ERESE

T
msg 8 msg 9,12
msg 1l msg 10
msg 6
A B
msg 7

A5 BuERERBRNEETE

B F &SNS P RUCE B MaFR I, T X B #
BHERERZ Bk Bt M EM S EE RN A ETH TS
8K, H AR M B E AR -

A CanProve (B ResponseDuring([T,,7T;] To A)XH
WM S LR - HiEE A fEWEA B st EEREIT,, T 148
MTHCHHEK.

T S T B A AT SR SR A A T B, B A BT ER
BEh BGET AT —RPRE:

D BEIHNEFHLENERES G

2) B AR EAE, LB I iE R iR AB R
AL

3 BB EIEES 4

4) iz A HA 1R B RLE B A 3T h SGH AT HE R AT .

4.4.1 HABEAGAEES WELRMGST.BH
= AT B Ar R -

G1:4 CanProve (B ResponseDuring[7,,7.] To A)

4.4.2 WRGEZREY  HWE BB BTN
MF(EXHENET AR EEFREAE AN M6, M7 -
M2, UIERBUERBHBRAZTHED:

(6) B Receives M6;

(7) A Receives M7;

(8) T Receives (M8 SignedWith K3')

(9) B Receives M8 TimestampedWith 7', SignedWith
K7

(10) T Receives (M10 SignedWith Kz')

(11) A Receives (M10 SignedWith Kz') Timestamped-
With T, SignedWith K7'

(12) B Receives (M10 SignedWith K5') Timestamped-
With T, SignedWith K7'

4.4.3 B PEIR RS

Al:A,B CanProve (T IsTrustedOn T, ,7,,7.,7T.)
A2:Kp Authenticates B
A3tK4 Authenticates 4
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A4:K; Authenticates T
A5:CommunicationDelay(B,T)=0

4.4.4  xFipra B AR o M i A7
i}

B Receives M8 TimestampedWith T; SignedWith K7'
K+ Authenticates T

T IsTrustedOn T,

M8 SignedWith K3!

K 4 Authenticates A

CommunicationDelay(B,T)=0 { B AR}

=> B CanProve (B Receives M8 At T, From A)

2]

A Receives (M10 SignedWith Kz') TimestampedWith
T, SignedWith K7'

M8 in M10

B CanProve (B Receives M8 At T; From A4)

K5 Authenticates B {{F{Ef&1E 3000}
=>> A CanProve (B Receives M8 At T, From 4)+++@D

il
A Receives (M10 SignedWith Kz') TimestampedWith

T, SignedWith K7'
K7z Authenticates T
T IsTrustedOn T,
M 10 SignedWith Kz*
K g Authenticates B
(SID,S,) in M10
Fresh(SID,S,)
CommunicationDelay (B, T)=0 {BA X000}
=2>> A CanProve (B Says M10 At T;) +++&
HOMO B ERIAFERILN, FTEH .
A CanProve (B ResponseDuring[T,,T;] To A),

Z3t B A GEBE TR RIS 5E B
WHHBR T AE . HAMETTLLED), EHES A CanProve (B Says
M10 At T i, HIWE B MIoF 8 5 H B EE B Mo
MR FS SID fIRE K S RS HE AT EY, B
(SID,SHOABESE THZIUGHAEEEEMBERE S X
(SID, SHEME ETHZEWSE B#T MR BRI TEEN
(SID,SHE.MAARFEAEL T ZYEF ZF RN TR
i

£ E XM

1 Burrows M, Abadi M,Needham R M. A logic of authentication:
[Report. 39]. Palo Alto,CA :DEC System Research Center, 1989

2 Syverson P. Adding time to a logic of authentication[A]- In:
Proc. of the 1** ACM Conf. on Computer and Communications Se-
curity[C]. Fair-fax. ACM,1993. 97~101

3 Stubblebine S G,Wright R N. An authentication logic supporting
synchronization, revocation and recency. In: 3 ACM Conf. on
Computer and Communications Security ,Mar. 1996. 95~105

4 Kailar R. Accountability in electronic commerce protocols [J].
1IEEE Trans on Software Engineering,1996,22(5):313~328

5 Kudo M. Electronic submission protocol based on temporal ac-
countabitity[A]. In:Proc. of 14™ Annual Computer Security Ap-
plication Conf. [CJ- Phoenix;: ACSA,1998. 353~363

6 BE.EEZAET LD UAHRFESHT. LFEIR
2002,30(10):1450~1454

7 Abadi M, Tuttle M R. A semantics for a logic of authentication
CA] In.Proc. of the 10™ Annual ACM Symposium on Principles
of Distributed Computing[ CJ. 1991. 201~216

8 WM. HELE EEM, EEX Keilar iP#EEHAH—F TR
HEHL TR 5/ A ,2003,39(17) :77~79

« 85«


http://www.cqvip.com

