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Policy Management in Secure Group Communication

YIN Qing Cai Yan-Rong WANG Qing-Xian
(Information Engineering University, Zhengzhou 450002)

Abstract Secure group communication is based on a consistent security policy. A security policy is a statement of a
communication participant’s security desires,abilities,and requirements. More explicit,a policy defines the group se-
curity relevant behaviors,access control parameters,and security mechanisms. This paper considers policy manage-
ment in security group communication,include of policy define,reconciliation ,translation and enforcement. Based on
policy life-cycle and group model,a policy management framework is presented. GSPML is used in the framework to

specification group policies.
Keywords Secure IP multicast,Group policy,Policy management,Policy life-cycle,Group model,Group secure policy
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