0000 http://iwww.cqvip.com|

T+ EHLEL 2005 Vol. 32N, 2

EBRERINEFEEST

a k' aEE
(FERERARERGELAERELS TR E  J5100039)!
(FEMERBSIEEL2ERESALHE LT 100080)?

B R ORIREFFRAAMTAPLARTHEAEG TR ALGHETRFHRFAEFFHEORATR W T2
LEFHREORBE. DN T TAIEAR FHEMGI AT AR, HET KB MR LERTREEGE TR
i TR FUHEAEEFH LG HMRE,

*x@iE FFAELFTEL.RTFH.FTH2LTR

Quantum Analysis of Modern Cryptosystems

LU Xin' FENG Deng-Guo'*?
(State Key Laboratory of Information Security,Graduate School of Chinese Academy of Sciences,Bejing 100039)!
(State Key Laboratory of Information Security, Institute of Software of Chinese Academy of Sciences,Bejing 100080)2

Abstract Many fast quantum algorithms,which cannot be solved efficiently by classical probabilistic algorithms,can
be reduced to the discussion of hidden subgroup problems. The quantum algorithms of hidden subgroup problems are
reviewed and the advantages of quantum algorithm over group are analyzed in the paper. This paper surveys the mod-
ern cryptosystems that can be broken by quantum hidden subgroup algorithms in polynomial time. Limits of the hid-

den subgroup problems quantum algorithms are also discussed.
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