5% HoW D2 M- N 1 M = A < Vol. 45 No. 2
2018 4 2 H COMPUTER SCIENCE Feb. 2018

xf MIBS &% iy fill 15 I &

BAE IER
bR B A% HEFR T 100083)

# E MIBS A2 lzadi F F 2009 # R e — 2T AU ELE ik, Hit—F k& MIBS Fikey 2 oW, 42t
MIBS Sk it X £ ART TR, BB EZAFNEH  HET MIBSEZW AR K5 R @R A
AR S BE @G M2 AR @G 2 567 3,2 8/9/10 469 MIBS k47 T a4 s, 5t o T A m a9 sk
ARBELEH ., EREW.8/9/10 #45 MIBS F k2 Rt st s £409,

KW MIBS Fix g £. F0 50 . BB A4 4
FEESEE  TP309 XEkARIRAD A DOI 10.11896/j. issn. 1002-137X. 2018. 02. 038

Collision Attack on MIBS Algorithm

DUAN Dan-qing WEI Hong-ru
(School of Mathematics and Physics, University of Science and Technology Beijing, Beijing 100083, China)
Abstract MIBS algorithm is a lightweight block cipher, which was proposed in 2009. In order to further evaluate its se-
curity s the ability of MIBS algorithm against the collision attack was studied. Based on the equivalent structure of
MIBS. 6-round distinguisher was constructed. By adding two rounds behind the distinguisher and two rounds in front of

it in turn, the collision attack was applied to 8/9/10-round MIBS, and the attacking process and complexity analysis

were given. The attacking results show that 8/9/10-round MIBS is not immune to collision attack.
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Fig. 1 Encryption structure of MIBS algorithm
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