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ids;: TYPE = {a, b, e, X};

participants: TYPE = {x: ids|x/=X};

intruder(x: participants): BOOLEAN =x=
€3
intruders; TYPE = {x: participants|intruder
(x)}3 '

— principals; TYPE = {x: participants | NOT
intruder(x) } ;
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nonces: TYPE = ids;

nonce(a: participants): nonces = a;
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dmsg: TYPE =[ids, nonces];
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emsg: TYPE = DATATYPE

enc(key: ids, payload: dmsg)
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dec(k: participants, m:emsg): dmsg=

IF key(m) =k THEN payload(m) ELSE arb
ENDIF;
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msg: TYPE = [ # src: participants, dest:
participants, em:emsg # ;
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nmem = nonce(e);

mmem = enc(X, (X,X,X));
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B A LAARYE (RS, fR$F nmem A%8);

nmem’ IN {dec(x,imsg. em). 2, nmem} ;
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omsg' = (# src: =1, dest :=j, em : = enc
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prop: THEOREM system |-G((FORALL (x,
y: principals) :

(pc [x]=responding AND responder [ x|=y)
=>

((pc [y] = waiting OR pc [y] = engaged)
AND responder [y]1=x)));
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