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Abstract Access control is an important mechanism for enhancing workflow system security, Role-based access con-
trol model (RBAC)is used in the most of workflow systems, and it has become a research topic in the area of work-
flow. However, in the existing role-based access control models, the influence produced by workflow context and task
histories to authorization security is not token into account, redundant properties for running workflow tasks are pro-
duced easily, and the policies of separation of duties are not effectively supported. In this paper, a context-related ac-
cess control model for workflow system is proposed, named as WICAC, Firstly, the elements and architecture of this
model are defined, respectively. Secondly, the mechanisms for achieving the policies of separation of duties and access
control mechanism are discussed, Finally, the properties of this model are analyzed, WfCAC model supports the policy

of the user group with hierarchy structure, the context- sensitive access control of workflow, the minimizing authoriza-
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tion policies and the policies of separation of duties, respectively.

Keywords Workflow system, Access control, Context-sensitive, Security policy, Rule
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