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Research on Packet Analyzing Based on Winsock Technology
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Abstract Abstract Packet analyzing is the basis of packer filtering. Analyzing packets is the most important issue
which must be resolved by packet filtering firewall. There are many types of protocols to construct packets. It should
manipulate packets according to the protocol used. It has to comprehend exactly packets, control them, and implement
packet filtering at last.

Winsock SPI breaks the transparence of services at the bottom, and provides the possibility to modify the SPI service
connection. It can implement packer filtering easily. Concretely, we can append self-defined functions to control com-

munications of packets, For example, it can intercept, transmit and discard packets. Of course, it can also accomplish

QoS, expand the TCP/IP protocol stack, filter URL and defend the network security,
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USER test

- PASS test

PORT 192,168,10,1,4,8

RETR a. bat

FTP &R anT .
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STOR b. bat
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W 44t 4 P S BB AA7E T T X 1> SESSION 2544 5L,
typedef struct _SESSION

{

SOCKET s; //Socket &R
DWORD ulRemotelP; // B # 1P #uht
Ctime tStartTime; //3E8%IF 455} 8]
BYTE bDirection; //34EH 1

BYTE bProtocol; / /W3R

UINT uiPort; //3¥%i¥% (1

BYTE bAction; //&#lzh{E

UINT uilocalPort; //2 1 01
DWORD ullLocallP; //Z<#1 1P #iht
DWORD ulSendData; //% %8B M 2
DWORD ulRecvData; //{EW¥IE R B
TCHAR sPathName/MAX-PATH] ;

[/ RAE TR R AR i B4R
TCHAR sMemo™\PATHI ; / /283 fE
Ctime tEndTime; //3E#:45 51 6]

} SESSION, * PSESSION;
5.2 RKHEMMBL
P 4 160 A0 FF bR B0E L BOOL InitializeSession( SES-

Accept; %/ %

Accept-language: zhcn

Accept-Encoding: gzip, deflate

User-Agent; Mozilla/4. 0 (compatible; MSIE 6. 0; Win-

dows NT 5. 1)

Host: www. xx. xx, cn

Connection;
LB ] LLE B4~ Host #2000 3% 8 (018,45, B — Fh 18]
B R R R T DL I S M B2 U Host AT, 41484
BB R B H AT LK B, 2 40 & 76 “Host, ” o4 5 71 [a]
BTV 22 1] o FI R 45 4 4 1T LS00 4065 4 4 38,
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CreateSession(SOCKET s, int nProtocol), iAW Z¥ s &
Socket Frd , i A B9 2 8 nProtocol 4 Socket 3% 45 1 B (F
B. RESH s f nProtocol 18 H PHILE B, 3744 05f 8] F0 5z F
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BRR P48 2012 3 B BT DeleteSession 5E X 3 int Delete-
Session(SOCKET s), 8 A HIZ % s 2 Socket &, Bk X 4
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T ¥ FindSession & X & int FindSession (SOCKET
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B BRI SetSession i E X int SetSession( SESSION
* session, BYTE bDirection, UINT uiPort, DWORD ulRe-
motelP) , ¥ AF i HIB B session Jo5 7 B 15 B 4 M4+
BB, A B3 bDirection Y M L, A S
¥ uiPort R HIIR D , A 2% ulRemotelP B A
HHY TP Hiht. BN FEIIEEN - ESFEAN M %I
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R ic 7 3 /F iR 3 SetSessionEx F X % int SetSes-
sionEx ( SESSION BYTE bDirection,

* session, const
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TCHAR * pMemo, int ByteCount, BOOL isSend), ¥ 5
SetSession i F) &, A8 B F B g A i 11 /1P, B 1 05
M EHEEEREHRR. WASH pMemo BB &
A B A S Y isSend SRR R % L R EW M &, TRUE,
ByteCount 3/~ H i & ; FALSE: ByteCount R R E.
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