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A Hidden Credential Based Automated Trust Negotiation Model
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Abstract Automated Trust Negotiation, for short ATN, is an approach to establishing trust relationship between
strangers through iterative disclosure of digital credentials and access control policies. Hidden credential is based on el-
lipse curve cryptography and has a high secure level, When hidden credential is introduced to ATN, a hidden credential
based ATN model, called HCBATN, is presented in this paper. The model uses hidden credential to carry and transfer
participants’ digital credentials, access control polices and resource/service, which can greatly protect sensitive creden-
tials and policies as well as user’s privacy. Meanwhile, due to hidden credential’s inherent characteristic, the model

has many features of one-round credential exchange, little network cost, little spending on storing and finding creden-

tials, high secure integrality etc.
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