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Abstract

model for Web services and its security. We also design closed security-ring mechanism for Web service flow in the

According to characteristics and its security control mechanism of post offices, we put forward an integrated

model, in order to unify the security policies of community Web services, to integrity various security technology, and

to contact transactions of Web services seamlessly.

Keywords Post office service,Closed security-ring, Web service flow,Secure channel

1 5|8

MERTHS B TR CREATEMERSFHA BT
K, Internet B KB NEF MG RF ML, EEREH
PR R BT EBANTHR R NS, TRMER 2
REAMRBLHREGEENERE NFEE AL RE
I, BT ERRIERS BT et R AR
TN, E, A HE R & K315 2% & BB R B R R E L
FEOH AN MR SRR AR N THREA.

B THAE Web iR % 1% 4, W3C, OASIS %74 £
HEWE T —RIINE LR RHXHREHARIBEFTT Y,
IBM #l MICROSOFT Bk &l € T Ws-* RIILZLMAE.
XML-Signature fR1UE T #0# A9 5E 8 ¥ , XML-Encryption {#
iET XML 3 #4#9 §1 8 #“, SAML (Security Assertion
Markup Language) & X T 55 1A 75 3 18] 32 #%: AU E B
X4 H™, Ws-Security, Ws-Policy, Ws-Trust #1 Ws-Privacy
M Web REMEZLKR . FEEERNFRPEF QAL
THBL R SRR, AX BRI R BN HY
AW, RERR T —SHEHNNELAE. FE Web RS
BRI IIE L Web B, REMIBLLMBAE L NE
%7 A BRIRT Y

HTRBENAER TR E R EE Web RS,
TEXT Web IR IRALEES 55 8BS AL, (8. 40 7] Bt AR IEBE 4
Web IR ZL&WIEHFK—, Web BELRETELEARWE

MEHELUR Web HE MR LTEER, XLEEREE Web
RS EA IR P B R . X EREU ERE
SHERRRBIRA R, TEAEX Web RFHSE MRS
S5EENHE—EEER.

HRR RS R—A XM SR ZHEREERS  EANEA
HRERER— WA, T EEAREREERN, XRERE
R 55 Bt R &, X e AR R RATEH Web RF 53HEE
LK BAR.

F B, A4 X Web lRFHEGRBTRESLLEE—¥
A IRV 15 5 0 R AR 5 I SRR SRR Web fR % P 03
BEERE, ETHRREBEAERMEZ LB HILE, ¥
MR T Web IRFMELIERIEEFLLIFEHYLH .

2 HRMRSER

2.1 HEES

S RRERJF IR 55 AL AT, A 1R ) B R A X A R — B
BREBCRRE , R A B RUNERRE . BRRERE
ER . EFE SRR 8RR 58 3k & A
% HRENEENE ARG FHRMFEELARFAE.F
TROB IR E RGN s A E AN TR 02 MR 55, iR 2
AR LAGRIEY) 55 14 8% 1E 58 B33 2 BT SN, R A HE Ry
R 55 B SE R 5 BRI X AR B £ R A BHEE R K AR K
R £LB, R K EE R R 5 R %5 R B ARIE(QoS) . R /F
IRFBRER L EE R e RS RS W

OBESTH . BE A RPERS B ATH (60534020) , HHK EH RB 222 4 (60474037, 60004006) , M B HF H BT AA LR, TE%
EEBFRA, NEREMERR2SR. ThE 81,2802, @4 S0 NEEHERL . WA EE NDA (T8 A9 M4 241 S,

+ 106 -


http://www.cqvip.com

QoS #5 HER N Web R4 HIA A AL B SRR T RIFH
BERXL.

2.2 WRBREANBEENHEERSEHRE

B0 P45 LA 96 2 R P B R 95 B A SR 3D, B AR R R R

D000 http://www.cqvip.com]

IR, CATH B — RS % S b SR 4 4 A S R
FHEIDF M AR, BRRHRE ¥ ROEGRS HF
15 S5 SRS, B 1 X LRI RS TR B K2
=R,

|
X

.

LIS

B 1 RE R R R A5 i 2 45 il

SAT A USR5 B T LB S X T B — A
ERBMEERS &R B —EENE 25 12 R, X
ZLEHIBRKRAN - T RENELEHT ARNZL
BHAFIARNWLERER, AR THELEE. XMHE
SIS

DREFRWAIR 2R EZH IR S+ 187 R
% BB AR E SR EEA F 6 R R TA R, A
RBEHERRNE2ERA R T RIGREHRE, A
FIRP M ERAFTER RN E 2R EH"H TR EHE,
=i,

DEF TR K P B 55 R 52 8, IR
% 2 P FE BN S R RE EHER R E £ 5
STEMF.

AR BIARI BT BB % — RPN R, BN EHA
W, —BRA RS W, 7T LR 5 X R 0 RO IK R R 55
ARk SE , 4K 31X S0 TT SR AR UE AR R IR 55 T IR A R S

3 ETeEBREN Web BERMHRLSEAER

AR AR R S5 R 5 Bk R B 45 A BT BT T — 7 Web JRAF
LB HERRE, INE 2 Fim. BZEES KN4

(DWeb BHADRE: LEEBT R XTHRF AL
Uee. AFELARAHEER BERFRNOLLFR, B
ME—tE2 2 ID AR Web IRS I, SRIGHRHE Web BRS5 MY
FR% BB B R, b Web R4 #E4T IR 22 M 3% o » ZEAR LY
ZLeBENEZHUENELEE TRARE. WERE—
ARHERFBARRZLEE% Web JRFFATRIEWADBEXR

DWE BB EEESE FREBNRE . EHE Ao ERSRTRFRNELSER.

Yeb N

R%

)\E‘:‘ L i %Qos M
b B g

B\;eg g —hE

=) R AR X

m it

HE ‘

= Kiina

veo | | N <=

R% ‘

=« | | N 5 _HEw

B2 Web IR 550 % 245 H R R A

(2)Web R%5 WE 2 ARHT 2 BREBF MG BE X T8/
BRI Web RFRELMHE —HE. X Web RFMH KL

FAFRHEATTELRAG I , AR B Web FRS BBh SR 2, 7T AR M
YA BT AR B, RIS XY IR % W BB SR AT

« 107 -


http://www.cqvip.com

HRARRKE.

(AOWeb REHEFE - EUTHMRAATEHEAE—LES
P E LAERPLEE, R Web RGBS TRMHEKE
2R, X Web JREER, LIFF WX 11— R 5| Web R4
TR, HiX 26 Web iRt 45 S0t 3 55 4T th 4L 2, (@] B
BN A e TG T AAIC R, R A B IR R
AHATES R, LN AELKE. BSEHRBEACHAT
B, H AR R LT IRHATALHE, FF T Web JREHE
ek,

(4)Web IR & A £5H 2 I H & Web i 545 #E X}
Web IR %213, 5] 53 18 F§ WS-Security %4 % & 2 M 5 k{7
RGBT T RN T2tk

4 Web [RFiMEIR IR HIVIH

4.1 Web i %R £ KB HIER

REER RN ERIBITR I H RGBT T Web REW
RLEH IS, M0 3 Bin. Web JR5 MRS IR H L
M =ABRET . BEANER, TERTH Web REFWE
PEEE AR RS E R IR S5 BB THGE s o R 4

B3 Web 5 R &MMHEH

D000 http://www.cqvip.com]

BBTET Web REZSBEAMMNAEERER, 4 5347
Web IRFEH RS WE FHAE R LEMEMEH; 5
RAREER T Web BAMRF LA Z REHITRE SRR

MR JERIAE Web R 55 % 2 IR K AR A 2 1R SR IR 55 42
FH=ZARIELER D DRLSEMNR, FTERE G MR
ZLEZHMERA T UL LB EALEL, FAARLER
MBRFRLAERNERELFR, ERRNELFEEHTE
FHIRLTR SRR B L N ASROEE R B AR R &2
S T ELAIR 55 T AIR 2 A AL B, 3R T LA BT B (] B
BOBEM I D FF MR EEAR, TERFRFHTE.
b 55 2 S AL T, GRAE AR 45 19 T P AR E 5 3D IR 55 A
W, ERRUER LM 0 IEH AT » PR UEAR 55 ) IE 58 B4, 1R
PR R BFARINLE .

BT Web A 4530 i 245 13 50 7T LA S0 » 45 b P90 48 20 o 40
BORT Web IRFFH R LI, X8R4 Bt WATE X R
MRS WA TFER . BRI R IR I IR S S LR
D, R BUX B UL A B B R B T A R Bl B B
LY 8 N

A1 RFRGEEFIH

HEFRFH R EREAR IR % BB AR
B4 R FFE BRI | BRI LI i
pra— R R E BRA TR B D v MRSy | 1E4BAR | IESOE | BEM S AEEMES | R EA

LR W MERAL Fud | WA | B B
XML-E . Ws-Federation WeSecutity We-Pri
RN y -ncryptlon Ws-Coordination s ec.urlty s-Privacy
TUERE R XML-Signature Ws-Atomic Transaction Ws-Policy,
G SSL, TLS, IPsec, Https . L Ws-Trust
Ws-Business Activity

PR | ERFAELUERX Web RFEMBEITERUE, AR AL T LEM K .

TF AR AR IR 55 I R AR BUR 5 L R B RF B
TEJ2 UK U R R R T S 5 T & 37, I R BT 3. B
RANAP EIHBEERERSERE, EMETHER
—RF w0, LA R AU RIIR S Bty . WSNERRIRS W
BRI P 38 (B 7E PP R B R R 4 B3k 3 Web IR %
A Web (5 BRBEH HVLEE UG SR, ZXFEH

+ 108 -

R AT i R 55 00 TR) B 1) 6 — %034 e T R o B AR BUIR 1 1
. IR TE MR WA LR MELER BB T A
AW, REAREAARLSFANMEFHIARZLEED

5, M BLBREOEE , 1 BVLE R B R E G .
B 1 , 7843 (R TE Web iR % 9 1 %2 22 PR 37, — 05 T W A SR
(F#% 113 1


http://www.cqvip.com

X AET B 5 BB B PR 5 RIS B IRIAT , FE YRR AMAC
A5 E B EIR B E R W E YRR, sk /NI E 0
V4R R = BT ORI B ¥4 YT YR IR B A4 R
WG, FILT ™ R4 T B BARET B EEp g A,
BT WIT AR MERNETRE, MsERIEIHER
DUH R E AR T A 2 B ASIFEE F IR TR e

& AT B PRI B S R R R S T SR
T A A 0 R 2R e R S AR — R R
I IRT=Y)

GRE ENSMERTL AT BEBRGER %L
AT Z R BT 8 FIA IS P 5 R 47 35
—FRAE BT BR BT T 0 SR T L 4 5 LGB B B 5T AL
R, ARG EEEEALERAN KR, T F A
BAH R AR KB RE 5% ST B S et 2R, I
HAR FRERE RGN, EEAGEENENL. R
TLEYRX — RS R EH AT TLENHE. FEE
i HETF A (R 0 7R 4R 1L i R s B DR IF A i

D000 http://www.cqvip.com]

WHME T EER R —F, 28 — BT g (BB AR E
BEAR BRADITE R R R

8 % X W

1 %4, RUE GERERBMIAREREK RETIEBERSXE
B, 2001,3, 75~78

2 Jaafar A. Life-cycle project management; A proposed theoretical
model for development and implementation of capital projects.
Project Management Journal, 2000,31(1); 44~52

3 fAIRg4E, B AT BRI B 2% i A A BB B MR
BREHAFEEFM, 2001, 23(H)

4 ZhuY, Augenbroe G. A Conceptual Model for Supporting the In-
tegration of Inter-Organizational Information Processes of AEC
Projects. Automation in Construction, 2006, 15(2). 200~211

5 Lee SH ,Jeong Y-S. A System Integration Framework through
Development of ISO 10303-based Product Model for Steel Bridg-
es. Automation in Construction, 2006,15(2).:212~228

(F#F 120 7O

(E#£% 108 7D

AR B Web Z2ARHER B 2 H AR E3H{F P Web IR W
WEEHR; 5 —F R LIER 24 EEE G I # Web R
FWMETAERE X Web IR % & 8 SMF 50 35 5 R L v
NFRE .

4.2 #4iEHE .

A TREREAFH =B, RINERAEHE LM
JEAR T ZLEE, AR ELFRNEBRB AN E
2WEA TR AR, E 4 iR, REEEFAZE,
SAURIE Web REFRE2AFH=ZNRBE: DREFHER

BI2E 2 H R XML-Encryption, XML-Signature, SSL., TLS Fl
IPsec X1 AR [F R I % 215 B WM F 45, R iE Web R % H
BLERHAR; 2)p R EF A RXRHE LT Ws-Security,
Ws-Coordination, Ws-Policy #1 Ws-Trust ZL {5 E BB M %K
LA IE, SCH Web AR5 W0 I B 255 3) S0 E R A
Ws-Federation, Ws-Atomic Transaction, Ws-Business Activity
#1 Ws-Coordination 3R IE Web R 55 Wi #9355 56 P 35 .
TLBENHABENMUNELZLSMEWHALS, TTRX =M
BT BRENFE—FE R,

Ws—Coordination
Ws—Atomic Transaction,
Ws—Business Activity
Ws—-Federation

Ws-Security,

Ws—Policy, XML-Signature
¥s-Privacy, 581, TLS,
¥s-Trust IPsec, Https,

XML-Encryption,

>\

N

B4 WebRFWELEIE

BB AT Web IRFUAGHBPMFELEAH
R A THRRRFEEERE AR 2EH B RET
Web RFEMELFEHEB ML LIFEH HUH . Web IRF
WELEHBERS 4 MEWR RS Web R E#EMBHE
T4, REFBEHYIEQRE 3 NI H . REFRHFRF %
BHEAF RS WEHR . AOIBIE Web RFARHRE
MRFHGE AR T AT HESR, TRTRRS
M5 SEBELENGE— .

8 £ X W

1  http://www. w3. org/Encryption/2001, 6

2 OASIS Security Services TC. http://www. oasis-open, org/ com-
mittees/tc— home. php? wg—abbrev=security, 2002, 6

3  Box D, Curbera F, Hondo M, et al. Web Services Security, ht-
tp://www-106. ibm. com/developerworks/library/ws-polfram/.
2003,3

4 XML-Signature Syntax and Processing. http://www. w3c. org/
TR/2002/REC-xmldsig-core-20020212/; 2002, 2

5 QASIS-SAML Token Profile. http://www. oasis-open. org/com-
mittees/ 7837/WSS-SAML. pdf. 2004, 4

6 Atkinson B, Della-Liberal G. Web Services Security (WS-Securi-
ty) Version 1. 0. http://msdn, microsoft. com/library/en-us/dn-
globspec/html/ws-security. asp? Frame=true, 2002, 7

7 Web Services Security Policy Language (WS-Security Policy). ht-
tp://msdn. microsoft. com/ws/2002/12/ws-securitypolicy/. De-
cember 2002, 4

8 Microsoft. Microsoft’s Federated Security and Identity Roadmap.
http://msdn. microsoft. com/library/default. asp? url=/library/
en-us/dnWebsrv/html/wsfederate, asp? Frame=true. 2002,5

9  Web Services Secure Conversation Language (WS-Secure-Conver-
sation) . http://msdn. microsoft. com/ws/2005/02/ws-secure-
conversation/2005, 2

10 Web Services Trust Language ( WS-Trust). http://msdn. mi-
crosoftcom/ws,/2004/04 /ws-trust/. April 2004, 8

11 Abad M, Fournet C. Private authentication. Theoretic Computer
Science, 2004, 322(3). 427~476

12 Bhatia R, Joshi D, Bettino E, Glamour A. Access control in dy-
namic XML-based Web-services with X-RBAC. In. The first in-
ternational conference on Web services, Las Vegas, 2003, 6: 23
~26

« 113 -


http://www.cqvip.com

