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Abstract Software vulnerability is a primary cause of information system insecurity. Patches are always used by soft-
ware vendors to amend mistakes in software-system which causes safety problems. Patches analyzing technology tries
to find out details of the vulnerability that has been corrected. To avoid this, software vendors refused to offer details
of patches to the public, usually only binary versions before and after patching is provided. This drives researchers to
analyze patches through binary comparing. A method based on disassemble technology to do patches comparing is pres-
ented in this article. Following crucial technologies are discussed in detail: 1)function reorganization and description in

binaries. 2)For a function in one binary version, how to find its peer in another version with the same function. 3) how
to remove difference caused by compiler. A framework implementing the described method is presented. As a practical
example, a security update that fixes a crucial vulnerability in Internet Explore is analyzed.
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767fa582:
mov eax,dword_76801168

test eax,eax
jz  short locret_767fa59f
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767fa58b: 767fa59f:

mov eax,[eax+4] retn

test eax,eax

jz  short loc_767fa598 1
767£a592: \
mo\lr1 ecx,[eax] 767fa598:
push eax ?land dword_76801168,0
call dword ptr [ecx+8]
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767f6caa:
767f6caa cmp ¢x,20h
767f6cae jz short loc_767f6¢ccS

VAN

767f6ccs:
767f6ccS push 1

767f6cc7 pop eax
767£6cc8 retn

767f6¢b0:
767£6¢b0 cmp cx,9
767£6¢b4 jz short loc_767f6¢ccs

\

767{6¢h6:
767f6¢b6 cmp cx,0dh
767f6cba jz short loc_767f6ccs

\
767f6¢cbc:

767f6¢cbe cmp cx ,0ah
767f6¢c0 jz short loc_767f6¢ccS

T67£6cc2:
T67f6¢cc2 xor eax,eax
767f6¢c4 retn
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7671608a:

7676082 mov ax,[esp+arg_0}
7671608f cmp ax,20h

7676093 jz short loc_767f60ab

e
76716095

7676095 cmp ax,9
76716099 jz short loc_767f60ab

N

767£609b:
767£609b cmp ax,0dh
7671609f jz short loc_767f60ab

767£60ab:
5| 767160ab xor eax,eax
767f60ad inc eax

767f60ae: 767f60al:
767f60ae retn4 | [767f60al cmp ax,oah
\ 767160a5 jz short loc_767f60ab
767160a7:
767t60a7 xor eax,eax

767160a9 jmp short locret_767f60ae
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