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Research on Thread Dispatch Based Hidden Process Detection Technique
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Abstract Thread dispatch based hidden processes detection technique makes use of the process’s resource assignment
and dispatch mechanism in operating system to scan active threads in system kernel for reverse detecting active proces-
ses list. This method can detect more Trojan horse’s intrusions than general security detection software, Comparing
with normal hidden process detection techniques, it has gotten over all of the limitations, and found all types of current

hidden processes based on more reliable secure mechanism.
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1 for each element e on list KiWaitInListHead do

2 getProcessesFromElement(e) ;

3 for each element e on list KiWaitQutListHead do

4  getProcessesFromElement(e);

5 for each priority level in KiDispatcherReadyListHead do
6 for each element e on the i list do

7 getProcessesFromElement(e) ;

8 getProcessesFromWindowsUserl.and API();
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9 compareProcessesGetFromDifferentSource() s

10 getHiddenProcessesList() ;

1 getProcessesFromElement (element e)

2 get the thread t which element e belongs to;
3 get the process p which thread t belongs to;
4 insert the process p in foundProcessList;
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