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Abstract RB-RBAC(Rule-Based RBAC) provides the mechanism to dynamically assign users to roles based on a finite
set of authorization rules defined by the enterprise’s security policy. These rules may have conflict due to negative au-
thorization. We propose a formalization of RB-RBAC by description logic language ALC, and then represent conflict
detection method based on knowledge base consistency. Some different methods are suggested to detect conflict among

related rules and that among unrelated rules, and they may cooperatively work in one system to provide more efficient

detecting service. We also give a simple method to rewrite conflict rules for eliminating policy conflict.
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