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Abstract Focusing on the security problems of mobile Agents,a new software protection based protocol-PDHA(a pro-

tocol to detect malicious hosts’ attacks) is proposed. Security analyses and performance analyses for this protocol are

surveyed, The key idea of PDHA protocol is to encrypt data of mobile Agents with the mechanism of interrelated keys

chains encryption, to protect codes and states of mobiles Agents with the mechanism of reference states analyses,and to

present a full protocol for mobile Agent protection. The simulation experiments show the functionality of PDHA proto-

col can be implemented, and its security is higher.
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