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Survey of Network Situation Awareness System

WANG Hui-Qiang LAI Ji-Bao ZHU Liang LIANG Ying
(College Computer Science & Technology, Harbin Engineering University, Harbin 150001)

Abstract The study of NSAS(Network Situation Awareness System or Cyberspace Situation Awareness System) has
great importance in improving abilities of responding to emergences, reducing losses of network attacks, revealing ab-
normally intrusions and enhancing system abilities of fighting back. At first, the definition of situation awareness and
the necessity of developing NSAS were given. Then, the definition of NSAS was presented and relationships of NSAS
and IDS were discussed. The summarization of studying situation in the world is presented. The architecture of NSAS
was proposed in the following. The key technology and difficulties related to building NSAS prototype are discussed.
In the end, the future development of NSAS was described.
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PR PR 2S5 4R o & Fh AR R B AT RO L R AT 8 DL &
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HIBEE BT R —RE SRS A RERR Z A B . MRS
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Mining) %, 7EMZASERA T IE, K. Lakkaraju'® | Yin Xi-
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BRERE)BYRBEIFER,
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B, EE A S SRR R, B th e R A NEER
B R SR R A5 B T IZ MBI . R —Fh
RIS FHEAT ML HE B AOHE 42 , 4 DL w307 0 45 oL ) F 25 Rk
BB AR RERTR,

D-SIE#IHIE R Dempster T 20 i 42 60 48 Y, ik
B FIMEAR b T IRORF R LB M g A €4k . Shafer X &
BT BRIRE HEZ R BB TER T — M
RIS, B D-STFR R, B AW AT ARG TR
VAT RS R, AR ARERERET &R
B SN EAERMAEEEA FEH, I SO0 ER
X EE BEERFTEMEOBEHE., BR,7EIEH™E
RGBT A% REFE S LR BT,

ET ERFREMAELI, BT H SR RENRAH
EREEM S BARE LB, XRERRNEAER
LRI, B0t MBI EE A TR S
ARG T R 48 B EVERH
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DY BRI BB 09 7y B 6 ROk Bn RIS
AEBHE TEIELEN XA R, Tk BRI REAS
AP, TR ERE S XE . R OEEE LR
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FE A AR, '

MITEHLZ 2SN A ERE WAL AR B B A%
LM AGHERE IDS BEM B, T. Takata #1 H.
Koike FF % ) Mielog™ #] L SC B B & 7 9AL A0 45 3+ 40 47 B9
RERRL K HER G TSR #AT AN A T3
LB~ . H. Koike f1 K. Ohno £ TH4r#7 Snort HEU K
Syslog $#2 H % Iy SnortView™® &4, 7] L LA 2min X1
W — K EH A LAE R 4h DA IRERE. R Danyliw
B ACID (the Analysis Console for Intrusion Databases) %&
G559t B R 4347 Snort B AT IT. # FAZ T Web 981,
£ HTML DR EAR T IRE SR, R Bacher & F
Hummer IDS F£E#) B Z5L T Erbacher’s Hummer IDS 7]
MALRGE

LT HEBRM T B A ZE HER G R/
PR, SEAT AL FERK A A 88 EIRA RS, TEH
JEER IR m AR TR, B iR T B T HER e AT
4t T H., The spinning cube of the potential doom T E.I -
Stephen Lau J & ¥, 4 T GB4E = 473 6] R T HE & b 58 /R M
B EMAENER HURCRA T RN EEN T & fE—
ERRE BB T URBBRE N, BB T HBIFME. &
Gregory Conti #1 Kulsoom Abdullah JF% & 7] $i46 T BV 8
et Xoh 4% 3% B 10 S T A4, RB B R B i P28 T 17 A AR AEE
H Sven Krasser 2 AFF B B SecVizl'? 75 = # i o] 904k ¥
B DLES R AT Y R R A B R L R A8 — e W 4 G
TAEREF B R BT 5. HTAR.

X TR AU R R4, T ATLIR) RO 40 S 4 LA R S O B SL
SR (UK IR BB Rk v o M 8 3%, T
RRETETZHER SUENITRLRLE. C. P Lee %
AR H B Visual Firewal 24 2T Model View Controller
(MVO) SR B 2544, A 7 S0 TR - IDS B4 DL & B K
BEA R, R A Java iEF L H, BT JOGL A
JFreechart SLMER WM™ L, REBRAT 4 FEE : real-

time traffic view; visual signature view; statistic view; IDS a-
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larm view, 433 878 T network traffic, packet flow, through-
put, A] BEAT A BN, 0 G B IARSHRET -2
HHIBR. NCSA ¥ SIFT(Security Incident Fusion Tools)
EETHELFERTML, FFET NVisionlP? | VisFlow-
Connect" % T B, B 1#0 /& % T NetFlow & it#, LM
BT B AR TR . — & i CISCO i 8% A5 E]H Net-
Flows, B — &M tepdump 03E P15 8 A Argus NetFlows,
ERARER L, BTSSR ARIT AW ER TR
EEHHER . ZHEBKHXHE NVisionlP #HEH 2 HET
FHLHME , VisFlowConnect $RAEH) B2 T EEHUE

FEE T L BAREZ ARSI N A AR N
AR FREASBRANEA SRR, W& 5 FR, Anita D’
Amico il Michael Kocka ZE3C[ 44 19 140 R T Al AL B AR A
REEPGIHBENEEEM NS ENARRL TRE.

ERT, AR B AT AR 2 A 3 R 23K 2.5 4~ B3
TP #i 41t 23 ] P9 ML (5 65532 X 2. 5= 163830) # M 4% 1T
AT, HREE RS IR AR BT K, BUHRAT R BRI B 2
BE A MAEARANRE TIFSHMER, X TE
PLWEHE T RGN A FIRETAINES & T
BHRBRNGE RN, 15 2R 0L, KRG BoR
P R AV B A W RE SRR T MU B AR TR #H—
R E

SBEm | ABFE| SBTR
{ Pl 4 4 ]
KE
ok
A #
24
EER
FESF duawr | k800 | REHE

5 HEBHHTREEARKLR

4.4 HEHR

HE NSAS SR W B Ao Jam s N —
2 MRS FERAR A RBERSE . BORBERN T AL (A
2 B EFMREFLEI R —SHA . BEEALE—
N T H 2 IR R 2 SR s R, U U — B B A
X ETREE R RE . BARRA ST E AL . R
AEFEREBREFEH AT HITRE B B I KRN L
Bz I WA LSRR E SRR TR,
M [ -5 0 5 AR 3 BRI 3R 3 6 25 G i g SRR e 1o AL LA
KBS . ARBBRNPIR E AR R &E MBS
BRI ELSE TP Mokt , SEBUN T 3 B A7 48 AR 8938
BRI 45 AR AT IE B R L 4 AT AR

5 MERIENE

NSAS ZIAFE KT, SR B A PSSR,
WIR FE AN R s R R

(DEYMKT BIE. b TRENMALRARR
I BT E . R EREEN NN LB RUEEEE
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e, NEZES —FEHUH R BIARRT R &2 6 ZE T
1B LA B AR R 2 18] 15 B A ME .

(DARWHE KM R et HRIMNS%Z IR ERE
MK, MG ARG H R 2, BELHABCET AE R
MG RS E., XMERRENZAEAEEREME,
REASAE IV IR 454 A7 4L, X 42 IO A28 0l L 0

DB BMHXEE, SR NEREITH S AEERS B
RARG BB IR H R BT R B, K K B4, 5
HET P LA F T

OBHTRER, FEERATHRBE, B THEM
HSE A0 I BN, e o 4 T T 2% WL 5B R 2 AR AR A BT 4R T AR IE
BA BIFRREROR , B— MRl

(5) AR X BT T AT o e L B ]

(EXMEHIMAST . BT RNEFERBEE K, MEES
TRANE BA— 2 ML e, 3 B R B PR T R MBS
AR, ST SRS E IR R A %

(DRGEEENE. YBEAENELTREREAKI
ARG IE R TIER R, EMEFEFRA T HEENE
X

ZRERE HTRENGHERLE, FFRAMENS
BHERBAZ 7 BN, X T8 &K E WK RGN R0 R
B BN LE T RN EE . ARBELENART
N BERENRTRAOFEATHEENEL. NESH
BAFEARLEN —TFHEA ARKM R RS, R EL LR
R, BRI LTI H RN

(DR AR 45 AT SR B 5 1 S B A A SR, 4R
VA Hb H T 4% RS SERSE B M A ST AL BR
FHEE A R 22 2B 9 17 S id 58, 9 AP R4 — A ot
HEI B LSBT EE.

ORARABTNIEE. ER G LTI LA ZEHTT
T » Sy 90 45 45 FER B 4] TR R R [ A0 45 i B BB AR 08 » A 7
FREA,

(D BAFNARL. RN T B AR AT R &R A 17
#1, %8 NSAS BHaifLE R E AR TIARNURE.

(ODFERL. BT RAENMENE BRIEEEURER
R Y, NSAS BA H¥ S AENRES

(5) REM I 0 B 4143 A NI (A DDOS) , 3 RETR S stb s
) R A B P R AR R AT R .

(OXEHE. 5 FHEH. REEBWEESEK.ET
#,

RPN T R X E N A s EH WK B8
B ERERAEHAETB T HEN MRS, S
T O 4% PR U Ko 5 7 Al TG A ) S B 7, 3 Ay LA T O
REHMEEREHBREE I0HEER. H, BN BTN
NSAS B 52 A RIS 55 , AH 2 B0 F 5 AR B AR A BB 1 Qi
BMEEARN T A S U RAS SRR & SR B
TG EEER A BT S IR I SRR ENR.
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