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Full-Automatic Static Assertion Verification for C Programs

Y1 Xiao-Dong YANG Xue-Jun
(College of Computer, National Univ, of Defense Technology,Changsha 410073)

Abstract Inserting assertions into program source codes is a simple but effective way to ensure software quality. One
usually checks the assertions through testing, but the testing based verification can’t guarantee completeness, We pres-
ent in this paper a full-automatic static verification method for complete assertion verification, The basic ideal behind our
method is symbolically executing every execution trace and proving that all the assertions of the trace hold. We only
symbolically execute those statements which are relevant to the assertions and use a slicing criterion to judge which one
is relevant, In order to lessen the statements to be executed when symbolically executing a trace, we use the ideal of
Counter-Example Guided Abstraction Refinement(CEGAR)to generate a refined slicing criterion from counter-examples
and use the new slicing criterion to start a new verification iteration for the same trace until a real counter-example trace
found or assertions proved to be hold. There are infinite many traces for programs with loops. We also present a method
based on symbolic execution context invariant proving to prove that all assertions of the infinite many traces leading by
loops are satisfied and thus make our verification process terminate, It’s shown by the experiments that the assertion
verification method presented in this paper not only is feasible but also has little verification cost.

Keywords Assertion verification, Symbolic execution based on program slicing, CEGAR, Static analysis
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BT SR E AL . AR RR IR bR P FRAT A A
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2 EHRBESEFBEZ

i=0; LlL: i=0;

j=0; L2 j=0;

while(i<100) {  L3: if{i<l100) {
i++4; 14: i+4;
JH+s LS: J+4;

} L6: gotoL3; }

assert(j>=100); L7: assert(j>=100);
/

5

return;
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MBI S, s, IBAN return 384], 13X S4E Q) 7E — E Y
FM P RARIUTF AT, 2P AT R & o B A,
fEfT“if(c)then A else B;" 433 iF 1) iR B FL ¥ $AT 42 B %
FABO4Y 2 9k B 4 M “assume(c) ; A;”af *assume(! ¢); B;”,
Hop“assume( ) "8 “assume( ! ) "iEHE () "1E ) B4R
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EX 2. ACETRFR M4y LB A S A assume 18 4]))

IR PIIE assume i) s XFRLEY C #JF Y 53 TR A
s UBK L) =L(s), RMEERBIFAMARE p=
steszarns sl LGs) =L(s), WRAFA— KL FixkE
BRI, UEBA 5 B while. for 241K Y goto RGN
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FIE p PHIXLE assume IFAIZHIIA T & FIGHRER R A
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St FE 1 iR RT, TEARPITER R A —%. 8
L1->L2—>L3>L7—> L8, Xt B i 7] F 5| B “i=0; j=0;as-
sume(! (i<C100)) ;assert(j>=100); return;”, H H “assume
(0 G<<100)) ;B N TR B assume 18R], THH RN
A%, 0 L3* —1A—>15—>16, %5 #3# #) FF 31 A “ assume
(i<C100); i++;j++; goto L2;” (BRAME M L3* ARG
e BB A, T L3 BRI T R A2 P iB 40, B4
BIFR S AR ], (B XTI ) assume IER]AY FAAED . BBi2 L1—
L2—>{L3* >L4—>15—>L6}">L3—>17—~L8 HZE R LIEHR
MRS R, Kb {p)" KW EE» K&
B ARRERREH R BIARFE TR R Y RER.
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B s BRBEEE N D' BIEEN AR o HXFRET
B s AR5 B 45 1E (Strongest post-condition) !, ik SP
@ R T @ AT s J5 X0 B BGR A, B2 F M
AR
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BRI SP () ()5

D WNFEHHSE DR SP (5) (), WIAT LA 8 fE 30T s
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B/ HE, BT BRAE p FEATER I, W FRREZ p G RIETE
] x=e Fl assume B4 assume(e) , IR e 7| T HAA R
2B r TZ R E S W I7E R 1E ) 5 assume 15
FZ A —FRIEIED) =0, HF 6, 3—4 Skolem #
B. XBE pArEE IR p WITR B EEMA
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WHECHECE R B SFSFRAMNFERR  BATEFEH L
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FAF True B HFIIR p WEORG B 5N LT WD
WREX G TR p RNAAT, B KL p BAIITERAZ.
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=¢ Y frdE V TRF A H BN 5

< WF vars (o) EV, MBARBIEIE 7 2= BYI 7
#V FTHITXEN.

EX 3. 2(assume AN X F—ERY AR
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VR BRA TR EREH e {8, NTTFRAT5I A — Skolem 25 &
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|- F 3¢ (Context), SPC B — &5 & 5 B & {4 (Strongest
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AE—NILEQ.O . HF 050 A,

E TR RFSHTEERFTHERIERRITHRE
P=s1s520 s, WHE B KB MEAM K ETF . ®’iEH
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AR s FWREER, XA Q.0 € SPC, #E XL 3.3
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WR s IRHHEAR assume & 4], WX HA 0,0 €
SPC; #58 X 3. 3 HHHHAE SPCor PR TTE 5

M s, B IERE assume 1E/4] assumele) , & A& 1E4]
s BUFATBHRIEIR A p'y ply-ey pr (B pP =4, 5k,
TAWGRY A<k<o). L(H=L(s) . ATRIERIEN T &
Y BRI TEE p WA VR Y B, A, BRI
BRI RS PIT X EE IR KL, BRI R P TAE
R A ST —B ., W —RERBENA ST
ET3CH SPC B ARKERI BT EARREE p T LT
3CSPC! F S PAT—WR BRI 1 F 3 SPCY, AR £ AR
BEIRNE LTI SPCH T ESCR

SPC*'= | SPCi™! 4. D
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N T HIT AT BEAS AR Ak AR, A1 X — B BT XX
SPC @48l — A —riB | AN B, = (4. DR, H
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BB W B ST=EBT ) BT 30 B BEATT AR 1k
SR A2 R A AAT . BT SPC A LARAR A AT
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REgERREE B &, RO LT SPC B—1T L FX
A7 (Context invariant),

BHEFESWMITE —&iBH s 5, ROTEBE AW L F X
SPC; X R T A ERY R B 42 RBF AT 1T (feasible) . 4N5R it
G Y B2 E A T 1T (infeasible) , B ATTREL 1E X B2
P WIPAT, 1R SPC 184, 3) Bor, W& T 4857 TG
B P,=51,5, .+, S, MBTA TRAY R IEZERATAT,

C A ¢>=False

@ ,¢j\>/ESPC, €2,

4.2 BERIESUIRIRAERBL

X PR E assert BRI TAEFPITEEER p=>51,
S7y0tt Sy AL B m 4% assert 1B4], 438K assert(e; ) , assert
(e2),+yassert(e,) ,MAE R VRV HAREMNTBES V. &
SnF

Vo= U vwars(e) (4. 4)
<R

MRS PATEIFEEA] s H 5 4 assert i§4] assert(e) ,
TR AT FFIN M AT ARG B SPC, £ REB M HRIER
e MR, KU DB THRE&HE.
C (&/}pjgo) A (—e)> ) =False

(4.3

(4.5)

v
<n]- lej ) ESPC,

IRK A DO WE B SPC TR LR F B R A
e WR, AT SPC: X R KT A JEIRY R JEI2 T assert 4]
MWL, HES—FE, MR HRHLE, HFRE®REZ
assert IFAIERBTF T AR, XEENE TR HHESH
TR MR AR, BV E BTl 07 AT B8 12 A PT REFE R A2
AR R EFA S REATL M — K887 D RIT
B,

BATER L assert A LR F D RE W R 4R E
1o B AR T AT MR R UE R R B F 2 (3. DX B A AT 474
HATHAE ., XTTFBEAE p=s1150» 0050 IBA] 5001 1 assert(e)
A WEA] s TEIEE p P ER—EW RSN TEE pin
“ySisSitl AT TR, K St A 1 4] assume
(—e), XRFN REFSPITHER, RIOVFERRE p=
s1o52yvery s FEATATHY, BB BRAR piv ) URTIAT, BARIXERE A
siv1 BRI IR R R B (—e) R, T assert(e) & — RE
B, MRER pr ERWITHE, BRITBE AR — T
HARUE V' I B Y A ARE Vo =V, UV EH T S 34T
Hitp.

EIERE p WEEE BRI, E5 0 TR LIERT
p T assume A THIRKAR, —KBEEFTT, B
RT%BERZELNE assume B R FREBEMNBE L. R
KB DRE, KRG p L8 assume IBAITEEWNE, B p
AT, ERA AT EE RE D assume BHF
TEMSE, LB ATAT LA — 25 PG BEARLE B S AR PR 28 19 as-
sume A AR B MR SAEA Y R AR ST R IF s B )
HOL RS %E BE A M KH A A BAGER KX A %
TRMAZFRYERBEA. B A TR iR,

B 40 B Y 25 A A BB R AT AT 548 “ assume(2>>0) 5 y=
x; assume(z>>0); assume(y<C0) "1, i+ B FiZ K2 H iR
EERFEHNL TR0 F,.0={x=0,,y=0.,2=0.} . ]
={6,>0,6.>0,6,<<0}, B @ BIFH{0.>0,0,<<0} 1§ B
G.DEREMEHAREIRL 2>0 F <0 TR, B)
{x, yMENAE BT R Ar v, BT LRI BT B B R P42 0 R AT
T34,
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5 WIETRAREEXWHER

HATET MAGICHSLHL T — 4 CIBEFE W 5 1IE T B
R, B E THIFEAVE A Simplify'™ 4 b & BLER T A, B4
4 H ST A RARE C 3877 i T 5 AT, T B R R
MASERALHTRENG. MAGIC B2 T K43k
MFEARS, S 5TARfE C BIF AT, B ar & &
(Weakest precondition)! {15 (R ATH: T H S ARG & &
1 B AF S PAT BT CHITHED CE BT T A 88 %,

EBMEARERIE T RERGIET 3~ CRP . b h
PR IT R H A RR . FATRT S &5 R AT Tt
R1fm., BFNFELHRTHRBE QB EETT
FOBL, X AR A R R B BT LTS IR R R B A SR . &
1 7 Vars , Thm Calls il Time3 3\|r &L & 7 BB HE, FHE—
LB AR AR IR IE TR A B IF &5 5, F i — 2 2 A
KR sk, ATH £ iTie 8 C Bt g it
i, #PH Name B4 CBIFHEF,LOC &1 CBIFHAT
BORBALBRED , Tters BFEEHIE L1 55 4T A LI IR
HATER R B MR KB, Vars/Preds 89 b i — 40 ¥4 4 B 45
FHERMNO I ZERN R R TR ESTHERRE, T
T i — 2 B8 B 5 T T R A4 L AIB TR R A i i) B 5K
&, Thm Calls B35 EAEHIFH T EMX ., BT E8iE
B T ELA9R P A R 50 W i 58 Hh 300, BT skt /0 R O
KK UERT 8], IF 40 Time — 3] fF f B8 iR . FAi]
P A ) SC B BRI {E AMD Athlon 1. 12G #) CPU HI 256M
MTFRIPLEE L8 2, B2 1T S 3 2 Windows 2000 FI Cyg-
Win 2. 427,

A1 FHRERBRE

] Thm
Name LOC Iters  Vars/Preds Time
Calls
E | 18 ) 2 603 9s
a
xample n/a n/a n/a
. 2 46 <10ms
Driver 95 9
3 260 60ms
. 2 68 < 10ms
Partition 55 4
4 263 9s

#— 2T Example 2B 1 BRKRBIFRF, BT
TER BT WY AR e & FF5 30T 100 & B ARA T
FEHIERA T H 600 K, L2 T 9s Rt WAMERA T
BLAST fit MAGIC Bi/~3 T 18 17 1 & 9 36 IE T B4 Exam-
ple BFHATRIIE AH ZF WG TCERUE., HIRAT0T LI &
FB TR S 0 FiE i 72 v T A R e I TR M s —
AMEFHIMGTE. AT HEBRE T E 1 F R TEARY B L
—>L2—>1.3>L7—18 WA EIHY B ikE, B T8I EH
BE 7T AT 100 W AT RAIE TR EZ 2 %0, I
HeSH 100 MBRIGFHH i=0,i=1,-+,:=100) , BWEN
TR R A AR B RS I R R (k3 MR AL R
TR B EDRE X — A b 0 R B B8 A2 A T AT MRS 3R At 7
PR ITiE B & 08 [ 11] 8 7. 4 ¥ “Problematic C Pro-
grams” . FFIFIRME K50 IE T 5 AR E Rt B v U
XA, E R E A 5000 )R EBIER TR, fr i)
FATHE B UERT 8] 6 K KA 9s.
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ETARAT B 5 B omE bl . S HE B0 A PR ) 0 4%
B A AR RE LA B A K RO AT g ), RARE AR
CORBA [ 2 ¥ P 242 V& T-78 CORBA IR % 4%
PSRN .

(6) & %2k &%,

5 EJB & . CCM AL T2 7€ EIB A9 _F 2B
H EJBARE,CCM {# Bl CORBA X2 EI/E R KR AT £ H
BAEHEZE , AT R R IR THRE MR IR S . B TXMAEAR
FEFHEL, CCM H 1 15 L T X B MR Z (e B Ar s gy, A
i, TR 0 P OE X B K, CCM A 47T AR BN 3 °F
EJB 3ii# EJB Beans, EJB Beans .3 %% CCM ¥4, EJB
3% # CORBA TIOP {8 H@E HAESE . CCM 1 EJB 2 & %b
#, B3 CCM A1 EJB T EARAY BEem AR B e[ 14,

5= 2G5 A - P TR 45 545 P 4.3 28 0F 58 nl A i a8t
BEGEMER. RAITRM S #0040 [F) B9 R ) 5 35 8 61 5% 2%
B ERA AR LM S AR T, R —
SEPHATRI . XOMPILE] 1R T R R RS R AT
FLRBRTAIR TN BB T TTOP Hiplnl, R LIE-—
MR ERA R A BRI, o] IR IS E ST
Bt R

3.3 MARSHEMNES

R R R & BRAE AN B T CORBA M RIE £ 8, B
BUTEEHS. (DABEEWH, WAETSATRIMEEH, X
WE FA BT (2) BT L. WX Z AT LUE TS
T, BT A CORBA JUSE & X5 (3) LB Ay, Mtk
XS BB 15 AR RY $E 0 SEBE , IXORE— W 5 SR A g A8 Xof
HeMoRNEr=A2m; (D 8MMBERG M ; (5 EER

D000 http://www.cqvip.com|

TE & REHLH (O MR T CORBA HEEAMR S , ST
AMRS EERS AARS KR FE: (DIFEEEMR
XA () IR BIREM .

BHRIE AXEBAPWE CCM GRHET —-1T%T
CORBA #f-H8%1 g 17 AR 45 2R HE 28, O 3 1 FH AR 55 28 4 1
BIE X SR M e AR RS 542
PR PEUREEE M FR G0 AR AR O TE N B HEAT T IEARITE .
1T CORBA M5 R1 2 — A FF BRI AR e , A B A 76 AS B
SEHEMERE.MEESHRERA — TR LI FLUFE
SRR TAEREFE. UG TR EEE AL HMR
ERNES BRI AL, 5 WebServices £ % H 1,
HEER— S LB SEE N IR S8 OB AR MIEE .
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